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Abstract 

 

 

The usage of Web sites has been of interest to Web administrators and researchers ever 

since the Web started. Analysis of Web site usage data helps to understand the behaviour 

of its users, which is very important, as many important decisions can be made based on it. 

The user behaviour may be deduced by knowing all the activities each user does from the 

time s/he starts a session on the Web site until s/he leaves it, which is collectively called a 

user session.   As Web server logs explicitly record the browsing behaviour of site users 

and are readily and economically available, this thesis explores the use of Web server logs 

in capturing user sessions on Web. In order to protect users’ privacy, the standard Web 

server logs in general do not record the user identities or similar measures to uniquely 

identify the users. This thesis concentrates on heuristic strategies to infer user sessions. 

The heuristics exploit the background knowledge of user navigational behaviour recorded 

in the standard Web server logs without requiring additional information through cookies, 

logins and session ids. They identify relationships that may exist among the log data and 

make use of them to assess whether requests registered by the Web server can belong to 

the same individual and whether these requests were performed during the same visit. 

Researchers have proposed several heuristics, which were adversely affected by proxy 

servers, caching and undefined referrers. The thesis proposes new heuristics, which 

effectively address all the limitations, thus extending the work in this field. It also 

introduces a set of measures to quantify the performance of the heuristics and uses them to 

investigate their efficiency based on logs from three Web sites and makes 

recommendations for the Web sites to devise their own heuristics. The investigation has 

shown satisfactory results and the new heuristics are applicable to wider range of Web 

sites. 
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Chapter 1 

 

Introduction 
 
This thesis reports on the research in discovering and analysing the patterns of usage by 

Web users, based primarily on the Web server logs.  It forms part of the area of work 

generally called data mining as applied to the Web usage and lies in the domain of 

knowledge discovery.   

 

1.1 Background to the Research 
 
The Web has become a borderless marketplace for purchasing and exchanging goods and 

services. Many users, each with his or her own goals and concerns, visit the Web site. 

Some spend only a little time and some spend longer. Some return only a few times. 

Some return often. Some may return to the same page again and again. All these indicate 

specific needs of groups of users. Understanding the behaviour of users of a Web site is 

very important, as many important decisions can be made based on it. In fact many 

organizations realize that the user behaviour in their Web sites can greatly determine the 

success of their business.  The only information left behind by many users visiting a Web 

site is the traces through the pages they have accessed, which are collectively called a user 

session. User sessions, if identified, carry valuable information about the user interests or 

user profiles and knowledge of user interests can be applied to wide range of applications. 

 
Knowledge discovery is the process of non-trivial extraction of implicit, previously 

unknown and potentially useful information from data in large data repositories [Fayyad 

et al. 1996] and  Figure 1.1 shows the overall knowledge discovery process, which 

includes data integration, data cleaning, relevant data selection, data mining, pattern 

evaluation and knowledge visualization. Data mining is the principal core of this overall 

knowledge discovery process and is defined as the process of pattern discovery in a very 

large data set, from which noise has been previously eliminated and which has been 

transformed in such a way to enable the pattern discovery process [Devedzic 2002]. 
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Figure 1.1: An overview of the steps in Knowledge Discovery Process [Fayyad et al. 

1996] 
 
Some of the basic steps of the knowledge discovery process can be outlined as follows: 
 

1. Understanding the application domain, relevant prior knowledge and the goals of 

the end user. 

 
2. Creating a target data set for discovery by selecting a data set, or focusing on a 

subset of variables or data samples. 

 
3. Pre-processing by cleaning the data using basic operations such as removal of 

noise or outliers if appropriate, deciding on strategies for handling missing data 

fields, and so on. 

 
4. Transforming the data to reduce the number of variables under consideration or to 

find invariant representation for the data. 

 
5. Choosing the data mining task by deciding whether the goal of the knowledge 

discovery process is classification or regression or clustering etc. and choosing  

appropriate data mining algorithms. 
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6. Mining the data by searching for patterns of interest in a particular representational 

form or a set of such representations. Examples are classification trees, regression 

and clustering. 

 
7. Interpreting or evaluating the mined patterns and return to any of the steps above 

for further iteration (if appropriate). 

 
8. Consolidating discovered knowledge by incorporating it into the system, or simply 

documenting it and reporting it to the interested parties. 

 
Traditionally, data mining has been applied to large databases. The Web has made the 

large document collection in the Web and the billions of users a new ground for data 

mining research. Data mining on the Web, commonly referred as Web Mining, is the use 

of data mining techniques to automatically discover and extract information from Web 

data [Etzioni 1996]. Web involves three types of data: data on the Web (content), 

structure of the hyperlink data, and Web usage data regarding the users who browsed the 

Web pages [Madria et al. 1999]. Thus, Web mining can be categorized into three areas of 

interest based on which part of the Web to mine: Web content mining, Web structure 

mining and Web usage mining [Kosala et al. 2000; Madria et al. 1999] 

 
Web content mining focuses on discovery of useful information from the Web contents, 

which consist of unstructured data such as free text and semi-structured data such as 

HTML and XML documents 

 
Web structure mining is the process of inferring knowledge using the data that describes 

the organization of the content data, which mainly includes hyperlinks connecting one 

page to another.  

 
Web Usage Mining is the discovery of interesting user access patterns from Web server 

logs. It provides a better understanding of both the Web and Web user access patterns. 

Knowledge of user access patterns is useful in numerous applications such as personalized 

services [Cooley et al. 1999a; Daniel et al. 2003], adaptive Web sites [Mobasher et al. 

1999; Perkowitz et al. 1997; Xiong et al. 2000], target marketing, and system 

improvements [Padmanabhan et al. 1996; Schechter et al. 1998; Srivastava et al. 2000a; 

Yang et al. 2003]. Web Usage Mining consists of an iterative sequence of three phases: 

preprocessing, pattern discovery and pattern analysis [Niu et al. 2002; Srivastava et al. 
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2000b]. Preprocessing converts the raw server logs into the task-driven data, which forms 

the data abstractions necessary for pattern discovery. The data abstractions should 

accurately reflect what the users have done on the Web, which are generally called user 

sessions. Pattern discovery is a central step in the whole Web Usage Mining process and 

draws upon methods and algorithms developed from several fields such as statistics, data 

mining, machine learning and pattern recognition. Pattern analysis filters out uninteresting 

patterns from the patterns found in pattern discovery process. 

 
While it is encouraging and exciting to see the various potential applications of Web 

Usage Mining, it is important to know that the success of such applications depends on 

how accurately they identify the user sessions from the server logs. The limitations of 

identifying user sessions from Web server logs has been addressed by several researchers 

in [Cooley et al. 1999b; Pitkow 1997]. In fact, it is the major challenge to identify the user 

sessions by addressing all the limitations that exist in the sever log. This is the challenge 

that present research tackles. 

 

1.2 Research Question 
 
The usage of Web sites has been of interest to Web administrators and researchers ever 

since the Web started. There are various ways of collecting Web usage data. 

Conventionally, focus groups and, the usual marketing and product development tools 

such as online questionnaires to the unknown users for feedback help to identify user 

needs. But they come with a high price. A group of test persons must be gathered, it must 

be ensured that they must be most representative of actual users or changing 

demographics and an experimental environment must be established for them to work. 

Although some organizations can afford the time and cost of this process when they 

perform a fundamental redesign, a few can launch the same process each time they want 

to monitor their users. On the other hand Web server logs, which explicitly record the 

browsing behaviour of site visitors are readily and economically available.  Consequently, 

most of the researchers have used the Web logs to identify usage data. The identification 

of patterns of usage by each user of Web site from Web server logs is hard because the 

HTTP protocol is stateless and server logs do not, by default, explicitly record user 

identities. This thesis addresses the challenging problem of identifying user sessions from 

Web log. 
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1.3 Theoretical Framework 
 
The usage of Web sites has been analysed ever since the Web started. Early analytical 

tools limit their analysis to identifying total numbers of accesses to a site and relative 

frequencies of visits for different Web pages. Newer generations of tools analysing Web 

accesses include statistical results on usage of pages and frequent page sequences.  There 

are number of software products that performs detailed analysis of Web server logs 

[AccessWatch 1999; ClickTracks 2003; WebTrends 1999]. Most of these log analysis 

tools reveal only frequency counts at predefined primitive levels without a systematic 

underlying data model. The most common reports of these tools are: 

 

• Number of requests (hits) over a certain period of time 

• Top n files visited most frequently 

• Number of requests for specific files or directories 

• Number of requests by type of file, such as html page 

• Number of requests by HTTP status codes (successful, failed, redirected) 

• Total files and kilobytes successfully served 

• Number of requests by domain suffix (“.com” or “.gov” or “.edu”) 

• The countries the users arrive from 

• URLs from which user came to the site 

• Browsers and versions making the requests 

 
While this is an invaluable help in the administrative task of balancing the workload of 

site servers, it doesn’t give information on how users navigate the site [Zaiane et al. 

1998]. In order to gain insights into the ways users explore and perceive a Web site, 

researchers have used some powerful user tracking techniques such as requiring 

authentication (a unique user-id/password combination) [Zaiane et al. 1998], storing 

cookies [Elo-Dean et al. 1997a] or generating session IDs [Yan et al. 1996].  In general, it 

isn’t necessarily viable in all situations to make users authenticate through 

username/password, as most of them want to surf the Web anonymously. Usually, cookies 

rely on implicit user cooperation and are blocked by browsers or firewalls [Greenspun 

1999]. The tracking of users through session IDs is very expensive computationally to the 

server [Pitkow 1997; Yan et al. 1996].  
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To assist the users who want to remain as anonymous as possible in their Web navigation, 

Web server logs in general do not record this additional information. As such, user 

sessions have to be inferred indirectly from the data recorded.  Most of the approaches 

taken in capturing user sessions by exploring the Web server logs are heuristic based. The 

heuristic strategy uses the information only available in the Web server logs and does not 

need any additional information to identify the user sessions. It identifies relationships 

that may exist among the log data and makes use of them to assess whether requests 

registered by the Web server can belong to the same individual and whether these requests 

were performed during the same visit. The difficulty of identifying user sessions from 

Web server logs using heuristic has been addressed by several researchers [Cooley et al. 

1999b; Pitkow 1997]. The presence of local and proxy caching, the proxy servers and the 

stateless service model of the HTTP protocol affect heuristic approaches. Pages that are 

served from the local (browser) or proxy server cache will not be recorded in the Web 

server log. Due to the use of proxy servers, Web servers only record the access of users in 

the server log hiding the identities of many users who may be coming behind proxy 

servers. Further, the sequence of requests of a single user may also go through different 

proxy servers. Moreover, HTTP is by design a stateless protocol: it does not provide any 

support for establishing long-term connections between the Web-site server and the user. 

Thus, the accesses of a single user intermingle in the log with those from other users. 

 
The first record of use of heuristics was by Pirolli et al. in 1996 , who explored the use of 

server logs combined with the structural and content analysis in order to identify the 

usable structures and aggregates in Web [Pirolli et al. 1996]. In 1999, the same heuristics 

with greater details were formally presented by Cooley et al. [Cooley et al. 1999b]. The 

researchers have used a combination of IP address and user agent to resolve the users 

coming behind the proxy servers but with the dominance of only a few browsers and use 

of proxies, this strategy was not as successful as desired. The next strategy is based on the 

observation that each access pair of the referrer and URL constitutes a connected traversal 

path during a user session and thus is identifiable with a specific user. This strategy 

suffers from the limitations that cache hits are not recorded in the server logs and in many 

instances the referrer may be undefined in the server logs. The researchers have also 

observed that the time gap between the sessions is usually larger than the time gap 

between the consecutive requests and proposed that the session boundaries can be 

detected by selecting a proper threshold value. A threshold value of 30 minutes was 
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determined empirically by Catledge et al. in 1995 [Catledge et al. 1995] and the same 

value has been used in several studies after that. However, this threshold value is likely to 

vary from site to site depending on the specific characteristics of the sites, as for example, 

in informational sites compared to e-business sites. As mentioned by Zhang et al. in 2004, 

the different Web site structures and different user groups may have different thresholds 

[Zhang et al. 2004]. Thus, the researcher in this thesis makes his focus on the heuristic 

approach. 

   

1.4 Motivation for the Research 
 
The existing log analysis tools [AccessWatch 1999; ClickTracks 2003; WebTrends 1999] 

do not provide user oriented analysis.  For example, the user oriented log analysis would 

aim at providing the following reports: 

 

• Who is visiting the Web site? Unique user identification is required to find out whether 

a visitor is returning to the site. 

• The path visitors take through the pages of the site.  The trends in how visitors 

navigate through the pages can be identified using the knowledge of each page a 

visitor viewed and the navigating order a visitor took. 

• How much time visitors spend on each page. A pattern of lengthy viewing time on a 

page might lead us to deduce the page is interesting or confusing. 

• Where visitors are leaving the site? The last page a visitor viewed before leaving the 

site might be a logical place to end the visit or it might be a place where the visitor 

bailed out. 

• Where visitors are entering the site? Not everyone starts on the home page. Knowing 

where users typically start can help us identify key places to add news and 

announcements to the site to ensure that they reach the broadest range of users. 

 
Because the existing log analysis tools provide the relationships among resources they 

accessed, these analyses can’t be best complemented. On the other hand, Web usage 

mining is based on the activity of the user rather than the server and most of its 

applications, for example Personalization, focus at users. As the validity of these 

applications heavily depend on the accurate identification of users and their activities 

from the Web server logs, they have employed more powerful user tracking techniques 

such as requiring login Ids [Zaiane et al. 1998], storing cookies [Elo-Dean et al. 1997a] or 
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generating session IDs [Yan et al. 1996]. But, no such data are recorded in standard Web 

server log where the user’s privacy concerns in browsing the Web are protected. Though, 

Web usage mining provides more advanced log analysis by applying well-established and 

highly sophisticated data mining techniques in knowledge discovery, it is highly restricted 

by the difficulty of effectively identifying user sessions from these logs. This motivated 

the researcher to launch the research. 

 

1.5 Methodology 
 
As formulated in the thesis research question in earlier of this chapter, the main focus of 

the research is to effectively capture the user sessions from the Web server logs. A group 

of requests a user made from the time a user enters into the Web site until s/he leaves it is 

called a user session. The effective capture of user sessions from the Web server logs 

necessitates the overall understanding of the Web site and its users.  Each Web site has its 

own Web server, which only records the interactions between its users and the Web site in 

its logs. Different Web sites have different characteristics and the users behave differently 

on them. For example, while users may spend a longer time studying the contents of a 

page in a university Web site, they may browse through the items in an e-commerce site. 

There may be peaks and troughs of the usage of the Web sites. The users may directly 

access the site or indirectly access through an Internet Service Provider. They would use 

their own machines and use the same browser for a longer time. They may access the site 

from a common machine. There may be quite large number of simultaneous accesses 

from many users at some times. All these facilitate to familiarize with the environment 

where a solution is sought.  

 
The server log is a massive file that records the browsing history of all users and that 

usually contains a large amount of irrelevant information and noise. Refining these data 

can improve the analysis of it. Thus, the server logs are cleaned next. As the researcher in 

this thesis seeks a heuristic based solution for the problem, a literature review is 

conducted to study the existing heuristic approaches and the limitations of use of the 

server logs for them. Having acquired the necessary background for the research from the 

relevant literature, several Web server logs are collected and experimented with the 

existing heuristics with a view to find a solution for the research problem. Finally, the 

new heuristics, which effectively address all the limitations are built and, systematically 

validated. This thesis identified three new heuristics, each of which overcomes the 
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limitations left unattended by existing heuristics. One of such limitations is the failure of 

using the combination of IP address and user agent for identifying user sessions in which 

multiple IP addresses appeared. One of the new heuristics well addresses this limitation. 

Another limitation not adequately addressed by the existing heuristics is the inability of 

using the pair of referrer and the request page of the user requests in the identification of 

user sessions with the absence of cache hits and the presence of undefined referrers in the 

server logs. Other two new heuristics well address this limitation too. The investigation of 

how well the new heuristics address the limitations and identify the user sessions only 

from the server logs is central to the entire thesis. The new heuristics are also validated on 

different Web sites. However, while validating the new heuristic for different Web sites, a 

difficulty was encountered. Due to confidentiality, privacy requirements and commercial 

nature of information, only one Web site, which provides explicit User Identification, is 

fully validated. But, an argument for the suitability of the new heuristic for other Web 

sites based on this validation is provided. 

 

1.6 Outline of the Thesis 
 
Chapter 2 lays a foundation of a theoretical framework for Web Usage Mining in the 

overall context of Web Mining through a review of the relevant literature. Chapter 3 deals 

comprehensively with the existing heuristic methods to track user sessions, the main 

theme of the thesis.  It describes the heuristics and then analyses their limitations. The 

chapter further identifies possible improvements in them, and introduces new heuristics 

that take into consideration factors that impact upon the reliability of identifying user 

sessions. Chapter 4 explains the experimental set-up to collect data and a strategy to 

measure the accuracy of the new heuristics. Chapter 5 investigates the impact of the new 

heuristics and reports their relative performance on the identification of user sessions from 

Web server logs. Finally, Chapter 6 gives the conclusions with the summary and 

contributions of this research, and areas that merit future research. 
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Chapter 2 
 

Literature Review of Understanding User Behaviour 

 
2.1 Introduction 

 
The Web is the major platform for delivery of applications and information [Bernstein et 

al. 1998]. The Web has made publishing almost free and nearly everyone has been able to 

inexpensively publish large amounts of contents [Bernstein et al. 1998]. Thus, the number 

and the complexity of information resources and services on the Web have grown up 

tremendously and quick access to them has become one of the key factors in the Web’s 

ultimate success.  Despite this revolution of the Web, pages often hard to find, users have 

difficulty organizing things once found and doing knowledge processing on the found 

things [Card et al. 1996]. It has become increasingly necessary to track and analyse Web 

users in order to make the Web more usable. It is also imperative for organization and 

companies, who have invested millions in Internet and Intranet technologies, to track and 

analyse their users. Monitoring and understanding how Web users behave on the Web is 

an active area of research in both the academic and commercial worlds and Web Mining 

focuses on this. Web Mining is the extraction of interesting and potentially useful patterns 

and implicit information from artefacts or activity related to the Web.  

 
The chapter is organised as follows. Section 2.2 presents the main sources of Web usage 

data collected as a result of user interaction with the Web. Basically, three elements, 

Clients, Proxy servers and Web servers that users explicitly or implicitly dealt with in 

their Web interaction are described in this section. Section 2.3 discusses the Web Mining 

methods to understand the Web and its users. Understanding Web users can be gained by 

analysing their usage of the Web, which can be deduced by knowing all the activities each 

user does from the time s/he starts a session on the Web site until s/he leaves it, which is 

collectively called a user session. Section 2.4 presents methods of tracking user sessions. 

Finally, summary of the chapter is given in Section 2.5. 

 

2.2 Web Usage Data Sources 
 
The Web can be viewed as a large distributed system based on the client-server 

architecture. Information resides on Web servers, which are accessed by users via Web 

browsers. The browsers act as the clients of the Web servers. Proxy servers are used 
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widely in many existing Web sites for efficiency and security reasons [Fielding et al. 

1998] and  act as an intermediary between client browsers and Web servers. As stated in 

Chapter 1, the understanding of user behaviour on the Web is the main objective of this 

thesis. When users interact with the Web, they actually interact with browsers, proxies 

and servers. As such, understanding the characteristics of these three elements is 

important to understand the user behaviour.  

 
Data that are captured as a result of user interaction with the Web are called Web usage 

data [Madria et al. 1999], which  can either be collected at server-level or proxy-level or 

client-level [Shahabi et al. 2001]. This is illustrated in Figure 2.1. Each source of usage 

data differs not only in terms of the location of the data source, but also in the kinds of 

data available and the segment of population from which the data was collected. The 

usage data collected at the different sources represents the navigation patterns of different 

segments of the overall Web traffic. Client-level logs generally give single-user/multi-site 

behaviour, server-level logs depict multi-user/single-site behaviour and proxy-level logs 

may track multi-user/multi-site usage behaviour. 

 
Figure 2.1: Sources of Web Usage Data 

 
The following subsections describe the three elements of client-server architecture of the 

Web and the sources of Web usage data collected there. 
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2.2.1 Web Clients and Logs 
 
2.2.1.1 Web Clients 
 
A client is a system that accesses a (remote) service on another computer by some kind of 

network. Web browsers are clients that connect to Web servers and retrieve Web pages . 

Examples of browsers include FireFox   and Internet Explorer . When a user clicks on a 

link, the browser creates a request to be sent to the server on which the document resides. 

A typical request has the following format [Fielding et al. 1998; Vass et al. 1998]: 

 
Request = Request-Line 

                 [Headers] 

                 CRLF 

                 [Message Body] 

 
The Request-Line specifies the method (i.e., operation requested), the name of the Web 

document expressed as an Universal Resource Locator (URL) [Berners-Lee et al. 1994], 

and the version of HTTP in use. The methods supported by HTTP are described in Table 

2.1(a) in Section 2.2.3.2. The Header field is optional, and can be used by the client to 

pass additional information about the request to the server (e.g., preferred document, 

referrer, user agent). CRLF stands for Carriage Return and Line Feed and indicates the 

end of the line. 

 

A sample client request for the document /iwsd/default.htm from the Web server 

tl28serv.uws.edu.au is given below: 

 
GET /iwsd/default.htm HTTP/1.1 

Accept: */* 

If-Modified-Since: Thursday, 3 June 2004 10:00:00 GMT 

Referrer: http: //tl28serv.uws.edu.au/iwsd/siteman.asp 

User- Agent: Mozila/4.0(IE6.0) Windows 98 

 
The Request-Line specifies that the client wants to “GET” the document 

/iwsd/default.htm, and is using HTTP version 1.1. The client has used four header 

fields to attach to the Request-Line the following additional information about the request. 

The Accept field indicates that the client is willing to accept any type of document. The 

If-Modified-Since header field tells the server to send the document only if it has been 

Header fields 

Request-Line 
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modified after 10 a.m. GMT on Thursday, 3 June 2004. If the document has not been 

modified since the time specified in the If-Modified-Since header field, the server sends 

the client a response indicating that the client has an up-to-date copy of the document in 

its cache; otherwise, a full document transfer occurs. The referrer header field allows the 

client to specify the URL of the resource from which the requested document’s URL was 

obtained. The User-Agent field informs the server that the client is using the Internet 

Explorer version 6.0 Web browser on Windows 98 platform. As the intention of the client 

is only to obtain information from the server, the optional Message Body field is not used. 

 
2.2.1.2 Client-level logs 
 
Client-level logs have been used to address some of the shortcomings of Web server 

logging data. Most server logs do not indicate a hit on a URL unless it is actually 

downloaded by the browser client. However, the browser stores downloaded documents 

in a cache to avoid redundant downloading in the event that the user revisits a URL that 

has already been visited. Client-level data collection allows browser activities that are not 

logged by the server to be recorded. This may be implemented by using a remote agent or 

by modifying the source code of an existing browser. While an implementation of the 

remote agent using a java applet and  a database maintained at an acquisition server is 

described in Section 2.4.4 below, an implementation of the modified browser is described 

in Section 2.4.5.  

 
2.2.2 Web Proxy Servers and Logs 
 
2.2.2.1 Web Proxy Servers 
 
The Web proxy is an application program that accepts document retrieval requests from a 

set of clients, forwards these requests to the appropriate servers (if required), and sends 

the requested documents back to the clients [Fielding et al. 1998]. While receiving and 

serving requests from the clients, the proxy functions as a server. On the other hand, while 

forwarding requests to the appropriate servers, the proxy functions as a client. Commonly 

used proxy servers include the “httpd” Web servers from CERN [CERN], which can also 

be used as a proxy, and Squid [Squid], which is a public domain successor of the 

HARVEST proxy cache [Chankhunthod et al. 1996]. 

 
Proxies were originally designed to allow the network administrators to be able to control 

access to the Internet from within an Intranet [Luotonen et al. 1994]. It was recognized, 
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however, that proxies may also serve as repositories for frequently requested documents. 

This role of proxies has made them popular. Caching documents at the proxy can save 

network bandwidth, reduce the amount of data that is transferred through a network and 

network latency for document accesses [Glassman 1994; Luotonen et al. 1994]. Network 

latency means the period of time, starting at the moment when a user issues a request for a 

document, till the time a response is received.  

 
As proxies can be deployed almost anywhere in the Internet, most browsers can be 

configured to use a proxy.  A second-level cache, the first-level being the browser cache, 

can be provided by a proxy cache that serves requests from a large community such as a 

large corporation, a university or customers of an Internet Service Provider. Higher-level 

proxy caches have also been deployed [Mahanti et al. 2000]. These proxy caches typically 

have other second-level caches (i.e., lower-level proxy caches) as their clients. If proxy 

servers are configured to request their resources at different levels of proxy caches, it 

results in a multi-level cache. Web caches connected in this fashion are said to form a 

cache hierarchy. Figure 2.2 suggests a proxy cache hierarchy suitable for a Web site 

where the performance is important [Lee 1997].  

 
 

Remote Offices

Regional Offices

Campus LANs

Redundant proxy cache 

connections to the Internet or 

Intranet Web servers

Internet

Parent relationship

Peer relationship

Proxy cache

 
 

Figure 2.2: A Proxy Cache Hierarchy [Lee 1997] 
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Both HARVEST and Squid allow caches to be arranged hierarchically. They use the 

Internet Cache Protocol (ICP) [Wessels et al. 1997] for quick and efficient inter-cache 

communication. Lower-level caches typically configure a higher-level cache as their 

parent. In this parent –child relationship, requests that are not satisfied by the child cache 

(i.e., a miss occurred at the child cache) are forwarded to its parent cache. If the parent 

does not have the requested document in its cache, it forwards the request on behalf of the 

child cache. Caches at the same level can have a sibling relationship with each other. A 

sibling cache can ask its peer for a document. If the document is available at the peer, the 

peer delivers it to the requesting cache. However, the peer cannot forward requests on 

behalf of its sibling. If none of its peers or parents has the requested document, the cache 

asks one of its parents to fetch the document from the origin Web server. 

 
2.2.2.2 Proxy-level Logs 
 
As shown in Figure 2.1, the Internet Service Provider (ISP) machine that users connect to 

is a common form of a Proxy Server. A Web proxy acts as an intermediary between client 

browsers and Web servers. Proxy-level logging yields information on the requests that 

reach a proxy server, and thus characterizes the set of requests made by a particular 

population of clients to servers, namely browsers configured to use the proxy. Proxy logs 

may reveal the HTTP requests from multiple clients to multiple Web servers and can 

serve as a data source for characterizing the browsing behaviour of groups of anonymous 

users sharing a common proxy server. 

 
Proxy logs may not reveal the actual user behaviour because of some limitations that they 

have. Many Web browsers automatically create caches in the memory and even on the 

disk of the machine running the browser. Thus user requests for URLs that are satisfied 

by a memory or disk cache on the client are not sent to a proxy. Those requests are 

missing from a proxy log. Moreover, Web browsers today only use a proxy when a user 

has explicitly configured the browser to use it. Therefore, a proxy log may represent a 

biased sample of clients in that only users sophisticated enough to know what a proxy is 

and to know how to reconfigure their browser will be logged. The sample may not be 

biased in this manner in organizations that prohibit direct access from a client host to the 

Internet and in ISPs that distribute Web browsing software with the configuration preset 

to use a proxy server. However, users can bypass the proxy to access the censored Web 

sites by using the special software like hopster [Hopster]. Lastly, users may turn access to 
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the proxy off in their Web browsers whenever they wish. In particular, Web browsers 

today require a user to turn off the use of proxy when a proxy has crashed. 

 
2.2.3 Web Servers and Logs 

 

2.2.3.1 Web Servers 
 
A Web server is a program that provides clients with requested documents. Examples of 

servers are Apache [Apache], CERN’s httpd servers [CERN], and Microsoft’s Internet 

Information Server (IIS) [IIS]. The server receives requests from clients on a specific port, 

the default port being 80 [Fielding et al. 1998], to establish a TCP/IP connection with the 

client. A typical server response has the following format [Fielding et al. 1998; Vass et al. 

1998]: 

 
Response = Status-Line 

                  [Headers] 

       CRLF 

                  [Message Body] 

 
The Status-Line specifies the protocol version, a numeric status-code, and its associated 

textual interpretations. The status-code is a 3-digit integer describing the result of the 

server’s attempt to fulfil a client’s request. The first digit of the status-code defines the 

response class. There are five response classes [Fielding et al. 1998] namely: 

 

• 1xx: Informational: This is a provisional response indicating that the request has 

been received and is currently being processed. 

 

• 2xx: Success: This means that the request is successfully received, understood and 

processed by the server. 

 

• 3xx: Redirection: This implies that further action needs to be taken to complete the 

request. 

 

• 4xx: Client error: This indicates that the request contains bad syntax or cannot be 

fulfilled.  
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• 5xx: Server error: This indicates that although the server thought that the request 

made by the client was valid, it was unable to process it. That is, an error occurred 

at the server while processing the request. 

 
The commonly used status-codes are described in Table 2.1(b) in the next section. The 

headers are optional and can be used to provide additional information regarding the 

server and the document being returned. A response of the server to the sample client 

request given under Section 2.2.1.1 is: 

 
HTTP/1.1 200 OK 

Date: Friday, 4 June 2004 10:00:02 GMT 

Server: Microsoft-IIS/5.0 

Content-Length: 2654 

Content-Type: text/html 

Last Modified: Thursday, 3 June 2004 20:35:00 GMT 

 
The Status-Line of the server’s response specifies that the server is HTTP/1.1 compliant, 

and that the request was successfully processed (status-code is 200). The date and time of 

the response, as well as the type of the server is specified. Content-Length specifies the 

size of the document being transferred. Content-Type identifies the document to be of 

type HTML. The Last Modified field informs the client that the requested document was 

last updated on Thursday, 3 June 2004 at 8.35 p.m. GMT and Message Body transfers the 

requested documents. The modified date of the document is used by the client to verify 

the validity of documents in the client’s cache for its subsequent requests. If the document 

has not been modified, the server responds with a “304” response code and does not 

attach the document in the Message Body.  

 
Usually, requests to the server are for documents stored on the server. However, it is 

possible for the Web server to dynamically create documents at the server side in response 

to client requests. The Common Gateway Interface (CGI) is one such technology. In CGI, 

a Web server associates a program with some URLs. When client requests such URLs, the 

server executes the associated program and sends the output of the program to the client. 

Documents generated in the above described manner are known as dynamic documents. It 

is also possible that the Web servers download some software at the client side in order to 

learn more about users. For example, when a user first enters a Web site, a remote agent 

developed as Java applet at the server side will be uploaded into the browser at the client 
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side. Thereafter, it captures all required features of user interactions not transparent to 

server such as cached page accesses and transfers back to the server. More details about 

the use of remote agent to collect data at the client side can be found in Section 2.4.4 

below. 

 

2.2.3.2 Server-level Logs (Web Server Logs) 
 
Web servers record information about all of the user requests and server responses in the 

flat text files, called Web server logs. Web users leave some footprints during their 

navigation through Web sites in Web server logs. A popular Web site can see its Web log 

growing by hundreds of megabytes each day. Web servers can be configured to produce 

log files in several different formats such as NCSA common, NCSA combined, W3C 

Common, W3C extended and Microsoft IIS format. The most widespread log formats are 

W3C Common Log Format (CLF) [W3C] and Extended Common Log Format (ECLF) 

[W3C] as they offer a customizable format with a variety of different fields. 

 
A typical Web log written in W3C CLF contains information such as the IP address of the 

machine that made the request, the date and time a request was made, the request method 

that the client used (see example Table 2.1(a)), the protocol used, the URL of the 

requested page, the three-digit status code of the response message (see example Table 

2.1(b)) and the size of the document transferred. This log format also facilitates of storing 

cookies, which is a unique identifier assigned by the Web server to each client agent 

accessing the site. Note that the field of cookie is used only for sites, which generate 

cookies to track users. Therefore, the server needs to be specially configured to log cookie 

data for these sites. More details about the cookies will be given in Section 2.4 below.    

The ECLF file is a variant of the CLF file simply adding two additional fields, the referrer 

and user agent fields.  The referrer field is the URL from which the request was initiated 

and the user agent field is the application software used to browse the Web. For example, 

Table 2.2 shows some typical log entries of a server log written in ECLF. The first entry 

in Table 2.2 tells that the machine with IP address 210.49.90.176 requested the file 

/iwsd/default.htm using HTTP/1.1 protocol at 02 seconds after 10:00 AM on June 04, 

2004. The status code “200” indicates that the server has successfully responded the 

request and 2654 was the size in bytes of the response sent to the client. The agent used to 

view the file was MSIE 6.0 (Microsoft Internet explorer 6.0) running on Windows 98 and 

the user was referred to the default.htm from http://tl28serv.uws.edu.au/iwsd/siteman.asp. 
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                   Table 2.1: (a) Methods Supported by HTTP  

                                     (b) Commonly Returned Status-Codes and Their Interpretations 
                             
        (a)                                                                                    (b)  

                                                          
 

 
 

Table 2.2: Typical Log Entries in ECLF  

 
 

2.3 Web Mining Methods 
 
As explained in Chapter 1, The Web involves three types of data; content, structure 

(hyperlinks) and usage data. While content and hyperlinks represent the primary data in a 

sense that users directly interact with, usage data recorded in the server log can be viewed 

as secondary data as they are derived from the interactions of the users while interacting 

with the Web. While this thesis concentrates on mining the secondary data, there are two 

other important areas of Web mining, mining content data and mining structure data. In 

fact, these three areas of mining are related together [Kolari et al. 2004]. Pirolli et al 

[Pirolli et al. 1996] have explored in utilizing all three types of Web data to extract usable 

structures from the Web. Mobasher et al [Mobashar et al. 2000] have integrated both the 

usage and content attributes of a site to present a framework of customizing Web pages 

Code Interpretation 

200 OK 

204 No Content 

206 Partial Content 

302 Moved Temporarily 

304 Not-Modified 

400 Bad request 

403 Forbidden 

404 Not Found 

500 Internal Server Error 

Method Function 

GET Obtain the requested document 

HEAD Obtain the header information of the 
requested document 

POST Send data to the server 

PUT Place document on the server 

DELETE Delete document from the server 

2003-06-04 10:00:02 210.49.90.176 GET /iwsd/default.htm 200 2654 HTTP/1.1 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+98) 
 http://tl28serv.uws.edu.au/iwsd/siteman.asp 

2003-06-04 10:00:03 210.49.88.63      GET /iwsd/client.asp 200 0 HTTP/1.1 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) 
http://tl28serv.uws.edu.au/iwsd/siteman.asp 

2003-06-04 10:00:03 137.154.69.122  GET /iwsd/main.htm 200 3467 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+5.5;+Windows+NT+5.0) 
http://tl28serv.uws.edu.au/iwsd/siteman.asp 

2003-06-04 10:00:03 210.49.88.63     GET /iwsd/bnc.css 200 141 HTTP/1.1 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) 
http://tl28serv.uws.edu.au/iwsd/client.asp 
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based on clustering of user transaction and pageviews. While a pageview comprises of all 

the accesses contributed to single browser display, user transactions are identified by 

dividing the user session into sub sessions based on two methods, Reference Length and 

Maximal Forward Reference introduced by Cooley et al in [Cooley et al. 1999b]. In the 

Reference Length method, pages are labelled as content pages and auxiliary pages, and a 

transaction is simply a sequence of auxiliary pages that end with a content page. In the 

Maximal Forward Reference method, a transaction is simply a sequence of pages up to 

the page before a backward reference is made. The underlying model for this approach is 

that the pages at which  the backward references are made, are the content pages and the 

pages leading up to each backward reference are the auxiliary pages. Nakagawa et al 

[Nakagawa et al. 2003b] have combined both the site structure and the usage data to 

provide personalized content to users. They have used the structural characteristics of 

Web sites to switch among different recommendation models, which are based on 

association rule mining, sequential rule mining or clustering.  

 

Li and Zaiane [Li et al. 2004a; Li et al. 2004b] have investigated a novel  approach which 

combines usage, content and structure data to improve Web site recommendation. In their 

approach, they have introduced the notion of “mission” which identifies sub sessions from 

user session incorporating the information from all three channels; usage, content and 

structure, to improve the quality of recommendation. Similar to the transaction used by 

Mobasher and Cooley, the mission divides the user session into sub sessions. Unlike in 

the transaction identification method, no assumptions are made on the sequence of the 

information needs in the mission. A mission mainly focuses on coherent information 

needs. Consider for example a user session (a, b, c, d, e, f), which comprises of six pages. 

Any transaction identified in the given session must be in the same sequence displayed in 

the session as (a, b) and (a, b, c, d) are valid transactions, and (a, b, c, e) is not. But, 

missions identified in the given session need not preserve the sequence as any 

combination of five pages may be a mission provided that they are content coherent with 

respect to information needs of users. Missions may also span across user sessions. The 

underlying model for this mission-based approach is that users may have different 

information needs to fulfill during a visit. Note that missions could become transactions if 

users fulfill their information needs sequentially. However, the identification of 

transaction is only based on usage whereas the identification of missions from the user 

sessions is not only based on the users’ concurrent information needs displayed on usage 
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but also on content and structure. A focus on techniques and architectures for more 

effective integration of different channels of information is likely to lead to the next 

generation of more useful and more intelligent applications on the Web. 

 

The following subsections describe the three categories of Web Mining; Content Mining, 

Structure Mining and Usage Mining. 

 
2.3.1 Web Content Mining 
 
Web content mining describes the discovery of useful information from the Web contents, 

the data that the Web page was designed to convey to the users. As it is mentioned in 

[Houston et al. 1999], in the early 1990’s the growth in the amount of government 

information available to the general public through Internet has been tremendous. With 

the rapid progress of Web technology and the ever-growing popularity of the Web 

afterwards, the rate of growth has been increased. Most of the organizations have 

transformed their businesses and services electronically. There are large numbers of 

digital libraries that are also accessible from the Web. Some of them are ACM [ACM], 

IEEE [IEEE-CS]. Most of other important digital libraries can be found at 

http://library.uws.edu.au. As a consequence many of the company databases that 

previously resided in the legacy systems are ported to or made accessible from the Web. 

The new challenge for government organizations is to help interested individuals utilize 

government information in timely and meaningful ways. Vast collections of raw data are 

not in themselves useful. To be meaningful, data must be analysed and converted into 

information, or even better, into knowledge [Houston et al. 1999]. 

 
Basically, the Web contents consist of unstructured data such as free text (no machine 

readable semantic), semi-structured data as HTML documents, and more structured data 

such as data in the tables or database generated HTML pages. However, much of the Web 

content is unstructured text data. The research around applying data mining techniques to 

unstructured text is termed text data mining or text mining [Tan 1999]. Text mining and 

Web content mining are two interrelated fields [Tan et al. 2003]. Text mining deals with 

text documents in general, such as emails, letters, reports, and articles that exist in both 

intranet and internet environment. 
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Text mining is the discovery of new, previously unknown information, by automatically 

extracting information from different text documents. Text data mining does not refer to 

the familiar process of using keywords to search the Web for relevant pages [Lucas 1999]. 

That process comes under the domain of Information Retrieval (IR). IR finds information 

that is already known and has been inserted into a document by an author. In an IR search 

of the Web, a person wants to find relevant documents among all the other documents 

available online. In contrast, Text mining examines a collection of documents and 

discovers information not contained in any individual document in the collection .  Text 

mining can drastically improve the precision of information retrieval systems, or extract 

relevant knowledge from documents, alleviating the need for going through the retrieved 

documents manually in the search for pertinent knowledge [Hiroyuki et al. 1998]. A key 

element in Text mining is the linking of the extracted information together to form new 

facts or new hypotheses to be explored further by more conventional means of 

experiments [Hearst 2003]. For example, researching medical journals for new hypotheses 

of cause and effect for a disease [Lucas 1999].  

 
Text categorization, an important goal in text mining [Liao et al.; Weiss et al. 1999], is 

the problem of automatically assigning predefined categories to free text documents. Text 

categorization has been applied to support information retrieval on technical abstract or 

newspaper articles for business or research uses. Text categorization is concerned with 

parts of documents, like sentences or paragraph, and entire document. Text categorization 

presents challenging properties when machine learning is confronted with such a task. A 

major characteristic of text categorization is the high dimensionality of the feature space, 

which consists of all the unique terms (words and phrases) that occur in the collection of 

documents. Each unique term in the collection represents one dimension in the feature 

space. For a typical document collection, there are thousands or even tens of thousands of 

unique terms in the feature space. This is prohibitively high for many learning algorithm. 

It is highly desirable to reduce the native space without sacrificing categorization 

accuracy. It is also desirable to achieve such a goal automatically [Moulinier et al. 1996; 

Schutze et al. 1995]. Another interesting characteristic of text categorization is that 

natural language has properties such as synonymy or ambiguity that existing learning 

algorithms can hardly handle. Moreover, categorization is context-dependent with regards 

to documents [Moulinier et al. 1995]. 
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In order to make category decisions, a representation of texts must be chosen. The 

representation that dominates the text categorization researches is known as the “bag of 

words”. For most bags of words representations, each feature corresponds to a single 

word found in a large set of texts, usually with case information and punctuation 

removed. Often infrequent (depending on the context) and frequent (“the”, “a”) words are 

removed from the original text. Sometimes functional or connective words called stop 

words that are assumed to have no information content such as “on”, “in” are also 

removed. 

 
Sometimes the word set so obtained is used with no further processing but more typically, 

there is some attempt to make the features more statistically independent. The most 

common way to achieve independence is to remove suffixes from words using a 

stemming algorithm, which map several morphological forms of words to a common 

feature. For example the words learner, learning, and learned would all map to a common 

root learn, and this latter string would be placed in the feature set rather than the former 

three. Stemming and stop-word removal are so widely regarded as useful that they are 

almost universally used in text classification experiments. 

 
The final representation of text for categorization ignores the initial ordering of text and 

considers the presence or absence of a word in a text as binary feature. Local frequency of 

a word in text is sometimes chosen as an alternative to presence/absence. Other 

approaches rely on special and linguistic structures, multi-word phrases and any other 

information as features. Several learning techniques have been applied to the text 

categorization task such as using existing set of categorized documents in order to 

construct classifiers by induction. One can use learning algorithm like naive Bayes 

algorithm [Langley et al. 1992] which is one of the simplest and yet an effective and 

efficient text classifier. 

 
2.3.2 Web Structure Mining 
 
Index-based search engines for the Web have been the primary tool by which users search 

for information up to the present moment. Traditional Web search engines take a query as 

input and produce a set of (hopefully) relevant pages that match the query terms. These 

search engines are, however, unsuited for a wide range of equally important tasks. In 

particular, a topic of any breadth will generally contain several thousands or million 
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relevant Web pages. Yet a user will be willing, typically, to look at only a few of these 

pages. To distil a large Web search topic to a size that makes sense to a human user, the 

topic’s most definitive or authoritative Web pages must be identified. The notion of 

authority adds a crucial second dimension to the concept of relevance: locating not only a 

set of relevant pages, but also those relevant pages of the highest quality. 

 
The web consists not only of pages, but hyperlinks that connect one page to another. By 

using these hyperlinks, web can reveal more information than just the information 

contained in documents. For example, links pointing to a document indicate the 

popularity of the document, while links coming out of a document indicate the richness or 

perhaps the variety of topics covered in the document. This hyperlink structure contains 

an enormous amount of latent human annotation that can help automatically infer notions 

of authority. Specifically, the creation of a hyperlink by an author of a web page 

represents an implicit endorsement of the page being pointed to. By using the collective 

judgment contained in the set of such endorsements, a richer understanding of the 

relevance and quality of the web’s contents can be gained. 

 
There are several algorithms to analyse the hyperlink structures Kleinberg [Kleinberg 

1998] proposes HITS (Hyperlink-Induced Topic Search) algorithm that, given a topic, 

finds pages that are considered strong authorities on that topic. The algorithm is based on 

the intuition that for broad topics, authority is conferred by a set of hub pages, which are 

recursively defined as a set of pages with a large number of links to many relevant 

authorities. Hubs and authorities exhibit what could be called a mutually reinforcing 

relationship: a good hub points to many good authorities; a good authority points to many 

good hubs. HITS breaks this circularity in order to identify hubs and authority. The 

comprehensive details of how the HITS algorithm is applied to identify hub and 

authoritative Web pages are given in the quoted paper here. 

 
The literature reports analyses and improvement over Kleinberg’s original algorithm. The 

dependence between top authorities and hubs identified by HITS are investigated in 

[Gibson et al. 1998] and develop a notion of hyperlinked communities on the WWW. A 

different approach to Web searching is discussed in [Dean et al. 1999] where the input to 

the search process is not a set of query terms, but instead is a URL of a page and suggest 

algorithms based on HITS to find related pages of a given page (URL) solely based on the 

linkage structure around the page. 
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The current approaches to text categorization on the Web mostly concentrate on simple 

representation schemes that are based on word occurrence and word frequency. The 

structural information that is inherent to documents on the Web is often neglected. A 

systematic set of experiments that explore the utility of making use of such structural 

information is reported in [Furnkranz 1998] based on a hypothesis that it is easier to 

classify hypertext page using the information provided on other pages that point to the 

page instead of using the  information provided on the page itself. In this approach, a web 

page is represented with features derived from information of other pages that point to the 

page. The approach encodes each hyperlink pointing to a page with its anchor text, 

headings structurally preceding it, and the text of the paragraph in which it occurs. The 

predictions of links pointing to the same page are then combined to yield a prediction for 

this page. A new algorithm that classifies Web documents using both the hyperlinks and 

contents is presented in [Kuo et al. 2000]. 

 

2.3.3 Web Usage Mining 
 
While the Web Content and Structure Mining utilize the real or primary data on the Web, 

Web Usage Mining mines the secondary data derived from the interactions of the users 

while interacting with the Web, which is called usage data. While the usage data can be 

collected at the server-level, proxy-level (and/) or client-level, Web Usage Mining is 

mainly based on the usage data collected in the Web server log.  

 
A Web server log is an important source for performing Web usage mining because, as 

explained before, it explicitly records the browsing behaviour of site visitors. It provides 

details about file requests to a Web server and the server response to those requests. 

Analysis of these usage data can provide useful information for Personalization, Adaptive 

Web sites, Site design enhancement, Server performance enhancement, Target marketing 

in e-commerce, etc. 

 
However, the log data cannot be used as it is recorded. As Web Usage Mining is the 

discovery of interesting user access patterns from Web server logs, patterns extracted 

must be accurate and interesting. Patterns extracted are not accurate if the data available 

in server log are not reliable. Generally, log data are incomplete and need to be 

preprocessed to suit for the pattern extraction. All the patterns extracted are not interesting 

too. They must be filtered out for interesting patterns. Therefore, Web Usage Mining, as 
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shown in Figure 2.3, generally consists of an iterative sequence of three phases: 

Preprocessing, Pattern discovery, and Pattern analysis [Niu et al. 2002]. 
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File 
Rules and Patterns Interesting 
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Figure 2.3: Three Phases of Web Usage Mining 
 
2.3.3.1 Preprocessing 
 
With the rapid progress of World-Wide Web (WWW) technology, and the ever-growing 

popularity of the WWW, a huge number of Web access log records are being collected. 

Popular Web sites can see their Web log growing by tens of Gigabytes everyday. For 

example, as of September 2000, Yahoo, then the most popular Web site 

[Nielsen//Netrating 2000; Tanasa et al. 2004], had collected 48 Gigabytes of log data for 

one hour [Shahabi et al. 2002]. Condensing these colossal files of raw web log data in 

order to retrieve significant and useful information is a nontrivial task [Tanasa et al. 

2004]. Preprocessing procedure converts the raw server logs into the task-driven data, 

which forms the data abstractions necessary for pattern discovery by filtering out useless 

data. By filtering out useless data, log file size can be reduced and well facilitate Web 

Usage Mining. First, requests not explicitly issued by users are ignored. Usually, this 

includes the removal of requests, which the analysts considers undesirable or irrelevant 

such as images and multimedia files. This also includes the identification of Web robots 

and removal of their requests. 

 
Most Web pages contain images. These images either serve design purposes (for example, 

lines and coloured buttons) or present information (for example, graphics and maps). 

Whether to keep or remove the records of images in log files depends on the purpose of 

Web Usage Mining. When the purpose is to support Web caching or prefetching [Yang et 
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al. 2003; Zhang et al. 2000], the analyst shouldn’t remove the log entries referring to 

images and multimedia files. For a Web cache application, predicting requests for such 

files is more important because the files are usually bigger than the HTML documents. In 

contrast, when an analyst wants to find the shortfalls of in the site’s structure [Breeding 

2002] or to offer personalized dynamic links [Yan et al. 1996] to the site’s visitors, he or 

she might keep only explicit requests because they represent user’s actions. 

 
Web robots (also called spiders or crawlers) are software tools that scan a Web site to 

extract its contents. Web robots automatically follow all the hyperlinks from a Web page 

[Koster 1995]. In [Eichmann 1995], Web robots are categorized into two: agents that are 

designed to accomplish a specific task (such as hyperlink checkers) and agents that are 

used to build search engines. Hyperlink checkers send a special type of http request 

message to check broken links and missing pages. Search engines use Web robots to grab 

all the pages from a Web site to update their search indexes [Tanasa et al. 2004]. The goal 

of a search engine is to index the Web pages of all the Web sites. Search engine robots are 

deployed with the goal of maximising their coverage of a particular Web site. These 

requests can mislead the analyst because these sequences do not reflect the way human 

visitors navigate the site. Removing log entries generated by Web robots not only 

simplifies the mining task that will follow but also removes uninteresting sessions from 

the log file.  

 

A user agent is whatever software the user used to access the Web. It’s usually a browser. 

But it could equally be a Web robot. Well-behaved robots like search engine robots, will 

usually identify themself in the user agent field recorded in the Web server log. A 

standard way to identify robots is by examining the user agent against robot repositories 

already available on the Internet. However,  there  is  a  number  of  other  Web  robots  

which  do  not  necessary  identify themselves as “good citizens”. They disguise their 

identities with different identity patterns. This problem is aggravated by robots that 

attempt to disguise their identities by declaring their identities similar to standard 

browsers such as Internet Explorer or Netscape. For example, Carla Brodley and Ronny 

Kohavi observed that the user agent “Mozilla/5.0 (compatible; MSIE 5.0)” had 6,982 

sessions of a single page in their log data analysis and classified them as sessions from 

crawlers as there is no IE compatible with Mozilla 5.0 [Kohavi et al. 2000a; Kohavi et al. 

2000b]. In such a situation, detecting Web robots using user agent field in the server log 
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may fail and a more robust approach is required to identify misleading or previously 

unknown Web robots. As the logs in the investigation came from the server used 

exclusively to teach two Internet-related subjects that do not include writing robots at all, 

a detailed study of this problem is not central to the thesis. However, it is just noted here 

that a robust solution can be obtained by analysing and distinguishing the characteristics 

of accesses of robots from that of humans.    

 
Once the useless records from the log file are removed, then the cleaned log is segmented 

to identify individual visits called sessions. The identification of these sessions from the 

log is not straight forward, which will be discussed in detail in next chapter. The collected 

sessions are examples of the site usage by its visitors and can be mined to extract 

interesting hidden user access patterns. 

 
2.3.3.2 Pattern discovery 
 
Pattern discovery draws upon methods and algorithms developed from several fields such 

as statistics, data mining, machine learning, and pattern recognition [Fayyad et al. 1996]. 

The following are the kinds of mining activities that have been applied to the Web 

domain: association rule generation, Clustering, Classification and sequential patterns 

finding. 

 
2.3.3.2.1 Association rule 
 

In brief, an association rule is an expression X⇒Y, where X and Y are sets of items. The 

intuitive meaning of such a rule is that transactions in the database (log), which contains 

the items in X (antecedent), tend to also contain the items in Y (consequent). Association 

rules are valuable patterns because they offer useful insight into the types of dependencies 

that exist between attributes of a data set [Tan et al. 2000]. An example of such a rule 

might be that “when people buy bread and butter, they are also likely to buy milk”. The 

idea of mining association rules originates from the analysis of Market-basket data where 

rules like above are found. A Market Basket is a collection of items purchased by a 

customer in an individual customer transaction. Retailers accumulate large collections of 

transactions by recording business activity over time. 

 
Suppose data are collected at the checkout cash registers at a large bookstore. Each 

customer transaction is logged in a database, which contains the title of the books 
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purchased by the respective customer, perhaps additional magazine titles and other gift 

items and so on. Hence, each record in the database will represent one customer 

(transaction) and may consist of a single book purchased by that customer or it may 

consist of many (perhaps hundreds of) different items that were purchased, arranged in an 

arbitrary order depending on the order in which the different items (books, magazines, 

and so on) came down the conveyor belt at the cash register. A common analysis runs 

against the transactions database is to find associations between the items that were 

purchased, i.e., to derive association rules that identify the items and co-occurrences of 

different items that appear with the greatest frequencies. For example, given a customer 

purchases (or is about to purchase) a particular book, which books are likely to be 

purchased by him/her are to be learnt. This type of information could then quickly be used 

to suggest to the customer those additional titles. 

 
Two numbers are associated with each rule that indicates the support and confidence of 

the rule. The support of the rule X⇒Y represents the percentage of transactions that 

contain both X and Y. The confidence of the rule X⇒Y represents the percentage of 

transactions containing items in X that contain items in Y. Rule support and confidence 

are measures of statistical significance that respectively reflect the usefulness and 

certainty (the correlation between items) of discovered rule.  For example, consider the 

following rule: 

 

Tea and Butter ⇒ Milk [support 80%, Confidence 60%] 
 
A support of 80% means that 80% of all the transactions show that Tea, Butter and Milk 

are purchased together. A confidence of 60% means that 60% of the transactions that 

contain Tea and Butter also contain Milk. Typically, association rules are considered 

interesting if they satisfy both a minimum support threshold (a minimum amount of 

evidence) and a minimum confidence threshold (a minimum correlation between items). 

Users or domain experts can set such thresholds. 

 
In the context of Web Usage Mining, association rules refer to sets of pages that are 

frequently accessed together in the same session [Tan et al. 2002]. Consider an 

association rule is set to the Web sessions shown in Table 2.3 as TV⇒Sports [80% , 

100%]. That is, all the accesses for TV and Sports with 80% support and 100% 

confidence are required. The five sessions shown in Table 2.3 comprise of 7 pages. The 
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support for {Sport, TV} is 2/5 (40%) and the confidence is 2/2 (100%). Thus, no 

association rules are generated. But, if the usefulness of the rule i.e. support, is set 40%, 

two association rules are generated.  

 
Table 2.3: A Sample of Web Sessions 

Session Web Pages 

1 Homepage, Music 

2 Homepage, Music, Video, Sports 

3 Homepage, Sports, TV, Music 

4 Homepage, Sports, TV, Theatre 
5 Homepage, Music, Weather 

 
An association rule discovery algorithm searches the space of all possible patterns for 

rules that meet the user specified support and confidence thresholds. One example of an 

association rule algorithm is the Apriori algorithm [Agrawal et al. 1994]. The problem of 

discovering association rules can be divided into two steps: 

 
1. Find all itemsets (sets of items appearing together in a session) whose support is 

greater than the specified threshold. Itemsets with minimum support are called 

frequent itemsets. 

 
2. Generate association rules from the frequent itemsets. Confidence of a candidate rule 

X⇒Y is calculated. All rules that meet the confidence threshold are reported as 

discoveries of the algorithm. 

 
Knowledge derived from the association rules can be used for the following purposes: 
 

• To assist Web site administrators in restructuring the organization of their Web sites 

by adding, deleting, promoting or demoting hyperlinks [Spiliopoulou 2000]. 

 

• To predict what is the next Web page requested by an ongoing session. Such 

information can be used to develop caching policies at proxy servers and to pre-

generate HTML pages so that the latency caused by dynamic Web page generation 

can be reduced [Yang et al. 2003; Zhang et al. 2000]. 

 

• To collect business intelligence about the behaviour of the Web site visitors. Such 

information can be used to develop effective marketing promotions targeted towards 

certain group of Web users [Agrawal et al. 1993]. 
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It is worth to note here that the support/confidence framework in association rule mining 

has some drawbacks when one is looking for deeper and consistent associations and 

correlations [Sheikh et al. 2004; Tan et al. 2000]. First, confidence is asymmetric, which 

is unnatural in market basket analysis, i.e., confidence is directed and gives different 

values for the rules X⇒Y and Y⇒X. Second, it does not compare the confidence to the 

frequency of consequents. For example, a confidence of 96% is not so interesting if the 

frequency of consequent is 97%. Third, the consequents with higher support will 

automatically produce higher confidence values even if there exists no association 

between items. Another drawback is that items that occur infrequently in the data set 

(lower support) are pruned although they would still produce interesting and potentially 

valuable rules. A more informative measures like lift and leverage proposed in [Sheikh et 

al. 2004] allow a more thorough analysis of associations. Another alternative to evaluate 

the significance of association patterns using chi-square test is proposed in [Brin et al. 

1997]. 

 
2.3.3.2.2 Clustering 
  
Clustering is a technique to group together a set of items having similar characteristics. In 

the Web usage domain, there are two kinds of interesting clusters to be discovered: 

session clusters (which lead to user clusters as shown below) and page clusters [Cooley et 

al. 1999a]. 

 
In session clustering, it is assumed that there is a set of n unique URLs appearing in the 

session file; U = {url1, url2…urln} and a set of m user sessions; T={t1, t2…tm}. To 

facilitate clustering, each session is viewed as n-dimensional vector over the space of 

URL references: 

 
t = <w(url1, t), w(url2, t)… w(urln, t)> where  w(urli,t)  = 1       if urli∈t   

                                                                   = 0       O/W            
 
Here w(urli,t)  is a weight in the session t associated with the urli and is determined based 

on whether the URL reference occurs or does not occur in the session.  

 
Given the mapping of user sessions into a  n-dimensional space as vectors of URL 

references, standard clustering algorithm, such as k-means [Kaufman et al. 1999; 

Steinbach et al. 2000], generally partition this space into groups of sessions that are close 
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to each other based on a measure of distance or similarity. This partitioning process is 

shown for n=3 in Figure 2.4. Given two sessions t and s, the similarity sim(t, s) is defined 

as the normalized cosine of the angle between the two vectors.  

 

                                 sim(t, s) = 
||.||

||

st

st ∩
 

 
Session clustering will result in a set C={c1,c2,….,ck}of clusters where each ci is a subset 

of T, i.e., a set of user sessions. Each cluster represents a group of users with similar 

access (navigational) patterns. Clustering of user sessions tends to establish groups of 

users exhibiting similar browsing patterns. For example, users in a cluster for a news site 

access articles related to sports and finance. Each session cluster may potentially contain 

thousands of user sessions involving hundreds of URL references. Finally, these clusters 

are reduced to URL clusters by using the compression technique presented in [Cooley et 

al. 1999a] (see Figure 2.4).  
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Figure 2.4: URL clusters obtained by reducing session clusters 

 
The URL clusters obtained by reducing session clusters group together pages that co-

occur commonly across “similar” sessions. By similar, it means that sessions have some 

URL references common to other sessions. Such knowledge is especially useful for 

providing personalized Web content to the users or inferring user demographics in order 

to perform market segmentation in E-commerce applications.  

 
In providing personalized Web content to the users, each of session clusters can be 

viewed as virtual user profile indicating how various groups of users may access a set of 

links in the site within their respective user sessions. Once a new user starts a session, 
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his/her partial session is matched with the appropriate clusters and a recommendation is 

provided to him/her. The recommendations would be presented as a set of links of the 

cluster, which will be dynamically added to the top of the page corresponding to the last 

URL reference made by the user. To decide which of the URLs from these matching 

clusters are to be presented to the user, a recommendation score for each URL within the 

cluster is computed [Mobasher et al. 2000b]. 

 
Market segmentation is the division of a market into different homogeneous group of 

customers. A basis for segmentation is a factor that varies among groups within a market, 

but that is consistent within groups.  A demographic segmentation is based on variables 

such as age, gender, ethnicity, education, occupation, income and family status. 

Demographic information, in general, is obtained directly from user registrations, or 

purchased from a third party. But the clusters already discovered can be used to infer the 

demographic information. For example, [Murray et al. 2000] outlines a method to 

produce demographic inferences for anonymous Web users. Rather than offer the same 

marketing management decisions to vastly different customers, market segmentation 

makes it possible for a company to tailor the marketing management decisions for specific 

target markets. Target market is the specific group of customers that a company aims to 

capture and the company can use its customer profile to quantify it target market. It needs 

to determine how many potential customers fit into that profile within a geographical 

location.  

 
In the second kind of clustering, the URL clusters of page references are directly 

computed based on how often they occur together across user sessions (rather than 

clustering sessions themselves). [Mobasher et al. 2000b] has explored the use of 

Association Rule Hypergraph Partitioning (ARHP) technique [Han et al. 1997] for this 

purpose. The ARHP clustering technique groups related items in user sessions using 

association rules and hypergraph partitioning. Association rules capture relationships 

among URLs based on their co-occurrence in navigational patterns of users. The 

association rule discovery methods such as the Apriori algorithm [Agrawal et al. 1993], 

initially find groups of URLs occurring frequently together in many sessions. Such groups 

of URLs are referred to as frequent item sets. Frequent itemsets are used to form a 

hypergraph (see Figure 2.5).  
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Figure 2.5: Association Rule Hypergraph Partitioning (ARHP) 
 
A hypergraph H = (V,E) consists of a set of vertices (V) and a set of hyperedges  (E). A 

hypergraph is an extension of a graph in the sense that each hyperedge can connect more 

than two vertices. The set of vertices V corresponds to a set of URL references and 

hyperedges represent the frequent itemsets. Then a hypergraph partitioning techniques 

[Karypis et al. 2000] is used to partition the vertices of a hypergraph into k equal-size 

parts, such that the number of hyperedges connecting vertices in different parts is 

minimized. The URL cluster obtained in this way (see Figure 2.5) can also be used to 

provide personalized Web content to the users as described above. 

  
2.3.3.2.3 Classifications 
 
Classification is the organization of data in given classes [Ganti et al. 1999]. Also known 

as supervised classification, the classification uses given class labels to order the objects 

in the data collection. Classification approaches normally use a training set where all 

objects are already associated with known class labels. The classification algorithm learns 

from the training set and builds a model. The model is used to classify new objects. For 

example, starting a credit policy, managers could analyse the customers’ behaviour with 

three possible labels “safe”, “risky”, “very risky”. Classification analysis would generate a 

model that could be used to either accept or reject credit requests. Classification tree, also 

called decision tree is the widely used classification model in data mining [Ganti et al. 

1999].  

 
In Web Usage Mining, classification techniques allow one to develop a profile for clients 

who access particular server files based on demographic information available on those 
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clients, or based on their access patterns [Demiriz 2002]. For example, classification on 

WWW access logs may lead to the discovery of relationships such as the following: 

 
• Clients from government agencies who visit the site tend to be interested in the 

page /company/product1. Note that IP address recorded in the access log is 

resolved to extract the client type. For example, .org for non-profit agencies, .edu 

for educational agencies and .gov for government agencies. 

 
• 50% of clients who placed an online order in  /company/product2, were in the 20-

25 age group and live in the West Coast. 

 
Tan et al [Tan et al. 2002], build classification models from Web usage data to eliminate 

superfluous sessions created  by Web robots. They employ the C4.5 [Ross 1993] decision 

tree algorithm to distinguish robot from non-robot sessions. Based on the assumption that 

the navigational patterns for Web robots are inherently different than those of Web users, 

the features needed for building the decision tree are derived from the Web server logs. 

Some of these features as noted in [Tan et al. 2002] are:  

 

• total number of pages requested 

• percentages of image pages (.gif/.jpg) requested 

• whether robot.txt file is requested 

• approximate total time for the session 

• average time between two successive HTML requests 

• percentages of requests made with HEAD method 

• percentages of requests with empty referrer fields 

 
2.3.3.2.4 Sequential Patterns 
 
Sequence pattern mining is an extension of association rule mining [Demiriz 2002]. In 

association rule mining, the order in which pages are selected is not taken into 

consideration. The technique of sequential pattern discovery attempts to find inter-session 

patterns such that the presence of a set of items is followed by another item in a time-

ordered set of sessions. Sequential pattern mining, which discovers frequent patterns in a 

sequence database (Web server log), was first introduced in [Agrawal et al. 1995] as 

follows: given a sequence database where each sequence is a list of transactions ordered 

by transaction time and each transaction consists of a set of items, find all sequential 
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patterns with a user-specified minimum support, where the support is the number of data 

sequences that contain the pattern.  

 
For example, suppose a fragment of Web access records the information as shown in 

Table 2.4.  

 
Table 2.4:  A Simplified Sample of Web Access records 

IP address Access time Page viewed 

137.154.89.141 25-06-2003 30 

137.154.89.141 30-06-2003 90 
137.154.89.142 10-06-2003 10, 20 

137.154.89.142 15-06-2003 30 

137.154.89.142 20-06-2003 40, 60, 70 

137.154.89.143 25-06-2003 30, 50, 70 

137.154.89.144 25-06-2003 30 

137.154.89.144 30-06-2003 40, 70 

137.154.89.144 25-07-2003 90 
137.154.89.145 12-07-2003 90 

 
Here URLs of the pages accessed by the users are mapped into integers for simplicity and 

assume that the users are uniquely identified by IP address of the machines that the 

requests were made. Table 2.5 shows the access records in Table 2.4 expressed as a set of 

user sequences. With minimum support set to 25%, i.e., a minimum support of 2 

customers, two sequences: <(30) (90)> and <(30) (40 70)> are the desired sequential 

patterns. Note that these patterns need to be contiguous. Algorithms like AprioriAll 

[Agrawal et al. 1995] and AprioriSome [Agrawal et al. 1995] could be used to mine the 

sequential patterns.  

 
Table 2.5: User Sequences of Table 2.4 

IP address User sequences 

137.154.89.141 <(30) (90)> 

137.154.89.142 <(10 20) (30) (40 60 70)> 

137.154.89.143 <(30 50 70)> 
137.154.89.144 <(30) (40 70) (90)> 

137.154.89.145 <(90)> 

 
 
Web server access log is defined as the ordered sequence of pages visited (or requested) 

by a user in a session [Demiriz 2002]. By analysing the sequential patterns in server logs, 

the Web mining system can determine temporal relationships among data items such as 

the following: 
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• 30% of clients who visited  /company/products, had done search in Yahoo, within 

past week on keyword “search_key1” 

 
• 60% of clients who placed an online order in   /company/product1, also placed an 

online order in  /company/product4 within 15 days. 

 
The discovery of sequential patterns in Web server access logs allows Web based 

organizations to predict user visit patterns [Mobashar et al. 2002; Nakagawa et al. 2003a] 

and helps in targeting advertising aimed at groups of users based on these patterns.  

 
2.3.3.3 Pattern Analysis 
 
It has been recognized early on in the knowledge discovery literature that a discovery 

system can generate a glut of patterns, most of which are of no interest to the user 

[Silberschatz et al. 1996]. For example, in Web Usage Mining, the number of association 

rules from large collections of data can be so large that browsing the rule set and finding 

interesting rules from it can be quite difficult for the user [Klemettinen et al. 1994]. One 

of the main goals of pattern analysis is to assist an analyst in identifying patterns that are 

potential interest. The definition of interestingness is often subjective, and based on the 

domain knowledge of the particular analyst.  The notion of what makes discovered 

knowledge interesting has been addressed in [Cooley et al. 1999c; Hilderman et al. 1999; 

Padmanabhan et al. 1998; Silberschatz et al. 1996].  Patterns discovered by the end of the 

pattern discovery step should be in accordance with the predefined properties of 

interesting patterns, i.e. valid, novel, potentially useful and ultimately understandable. 

 
The motivation behind pattern analysis is to filter out uninteresting rules or patterns from 

the set found in the pattern discovery phase. In Web Usage Mining, as with many data 

mining domains, thresholds for values such as support and confidence are often used to 

limit the number of discovered association rules to a manageable number. However, high 

thresholds rarely discover any knowledge that was not previously known and low 

thresholds usually result in an unmanageable number of rules. For example, Toivonen et 

al in [Toivonen et al. 1995] used an enrolment database of courses in computer science to 

find association rules. The data set consists of registration information of 1066 students 

who had registered for at least two courses. The total number of courses is 112 and on 

average, a student registers for 5 courses. With support threshold of 1%, there were 2010 
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rules for confidence threshold γ = 0%. With γ = 70%, there were still 420 rules, and with γ 

= 90%, 99 rules. By raising the support threshold, only 4 rules of those 99 rules with γ = 

90% have a support of 10%.  

 
One of the reasons for the rule quantity problem when association rule mining is 

employed is that most of the association rule mining model treat the mining process as a 

black-box  - only allowing the user to set the thresholds at the beginning, showing the user 

all association satisfying the thresholds at the end, but nothing in between [Ng et al. 

1998]. Ng et al in [Ng et al. 1998] used the constraints provided by a user to mitigate the 

problem. In constraint-based association rule mining, the user is provided with many 

opportunities to express the focus. For example, user can guide the mining process into 

finding associations from item sets whose total price is under $100 to item sets whose 

average price is at least $1,000 with the intention of verifying whether the purchases of 

cheap items occur together with those of expensive items. In another attempt to limit the 

number of rules generated by the rule mining process, Liu et al in [Liu et al. 1999] used 

the standard χ2 test to prune insignificant rules and to find a special subset of association 

rules that represent the essential underlying relationship in the data. 

 

2.4 Methods of Tracking User Sessions 
 
Effectively capturing user sessions in Web server logs is one of the major objectives of 

Web usage mining and the validity of its results depends on the accurate identification of 

user sessions. As a consequence of the stateless nature of the HTTP protocol and the fact 

that server logs do not, by default, explicitly record user identities, the task of identifying 

user sessions from the server logs is non trivial. As such, more powerful user tracking 

techniques such as requiring authentication (a unique user-id/password combination) 

[Zaiane et al. 1998], storing cookies [Elo-Dean et al. 1997a], or generating dynamic 

URLs with an embedded session ID [Yan et al. 1996] have been used. Though these 

techniques accurately identify the user sessions hidden in the server log, due to the 

incompleteness of the information in the server log they may not reflect the actual user 

behaviour. Web servers only account for the requests directly served by them. The 

requests that are satisfied by the browser cache and the proxy cache are not recorded in 

the Web server logs. Even for those entries captured by server logs, the temporal features 

of user interactions such as view-time of pages are recorded inaccurately. For more 
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meaningful Web usage mining, they are also considered highly informative in deducing 

user preferences. Researchers have proposed several techniques to accurately capture this 

missing information in the server logs. The following sub sections describe these explicit 

user-tracking techniques and the last sub section briefly introduce an implicit method 

based on heuristics which will be dealt with in large scope in the next chapter. 

 
2.4.1 Session ID 
 
In [Yan et al. 1996], the NCSA httpd server was modified to design a new Web server 

capable of maintaining user session.  The Web server in this design tracks the user 

sessions by encoding session identifiers (sessionID) in URLs. When the user first submits 

a request to the Web site, a new session identifier is generated. In the HTML document 

returned, this identifier is encoded in all URL referring to other pages on the same Web 

site. Thus, the next time the user clicks on these encoded URLs, the session identifier is 

passed back. This way, a session can be maintained across multiple URL requests. An 

identifier timeout mechanism can also be used to make sure different sessions from the 

same client are given different identifiers. A drawback of this method is that the user 

using a URL of this type received through a mail by a friend could be incorrectly tracked 

as the friend [Pitkow 1997]. The similar techniques were proposed in [El-Ramly et al. 

2000; Niu et al. 2002]. Another drawback is when a URL of this kind is bookmarked for 

later access. 

 
2.4.2 Cookies 
 
Cookies are server-generated identifiers that enable the management of state between 

users and servers. A cookie records activities of a user on a Web site. When a Web site is 

visited, the Web site server can transmit a cookie file that records the files that the visitor 

has requested in his previous visit. The cookie is placed in a folder on the visitor’s 

computer and associates a cookie identifier with his or her browser. Whenever the visitor 

requests a page from the Web server, the cookie identifier is attached to the request and 

returned to the server. This identifier is sufficient to recognize the user that launches each 

URL request as long as s/he does not use different machines within overlapping time 

intervals [Berendt et al. 2001]. Having this information in the log file enables improved 

tracking of individual user sessions. 

 



 40 

In [Kamdar et al. 2000], cookies were used to obtain user sessions in order to generate 

personalized version of a Web page for individual users. The data mining results from the 

1996 Olympics site [Elo-Dean et al. 1997b] were obtained using cookies to identify site 

users and user sessions. In [Berendt et al. 2002], Berendt et al. assume that the set of 

sessions obtained by employing cookies with sessionID is identical to the set of real 

sessions in evaluating the performance of heuristics used to reconstruct sessions from the 

server log data. 

 
One of the drawbacks of this method is that some users or companies set their browsers to 

reject all cookies [Greenspun 1999].  It is also impossible to know whether more than one 

person visits the Web site using the same instance of a browser. Another drawback of this 

method is, cookie files have received a bad name from instances where they had stored 

information that has invaded the user’s privacy. 

 
2.4.3 Dynamic Page Rewriting 
 
An innovative method, called page conversion was introduced in [Lin et al. 1999] to 

effectively capture the user behaviour. This mechanism involves software downloading 

and works as follows. First, a Web page is encoded into cipher by a server-side 

enciphering module. The original Web page is replaced by this enciphered Web page. 

Then, a client-side program, called deciphering module, deciphers these encoded data and 

displays the content to Web user. The deciphering module is downloaded from the server. 

The deciphering module will also report the user behaviour to the Access Pattern 

Collection Server (APCS) before the data is deciphered and shown. The enciphering 

module and the APCS are run at the server side. By having the enciphering and 

deciphering mechanism, one can ensure that these Web pages will not be shown unless 

the deciphering module is called and the APCS is informed, preventing deliberate 

bypassing of the data collection process. Each line of the APCS log consists of access 

time, user name, host name, host address and the URL of the Web page accessed. 

Compared to logs in an ordinary Web server, APCS logs can give adequate information 

for accurate user session identification. The main concern in this method is that data 

acquisition at application servers is only possible when actually users interact with the 

application services. As APCS server captures users’ identities, the method also violates 

the users’ privacy concerns. 
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[Felciano et al. 1996] developed, Lamprey, a standardized engine for tracking users as 

they navigate through the Web. Lamprey tracks users by rerouting all of their Web 

navigation through a central tracking gateway. The central mechanism of Lamprey’s user 

tracking system is the parsing of HTML pages and embedding of tracking information 

(e.g. email address) in every hypertext link in the page. The user’s tracking information is 

obtained by asking them to login to the Lamprey system. When a user being tracked by 

Lamprey requests a page, the system fetches it and changes every URL in that page to 

reroute it through Lamprey. An altered URL includes all the parameters necessary for 

Lamprey to fetch the original page and return it to the user. Once the user sends a URL to 

the Lamprey application, all subsequent activities are logged in Lamprey log files. The 

major drawback of this method is that Lamprey can track navigation within a single page 

only if the user uses HTML anchors within the page to navigate to different points. Thus, 

Lamprey fails if the user enters a new URL in the location box, select “Open URL” to go 

to new page or choose a Bookmark entry to go to a previously visited page. 

 
2.4.4 Client-level Data Collection (Remote Agent) 
 
Actual user behaviour as determined from client-side data collection, can supplement the 

understanding of Web users with more concrete data. Client-side data collection can be 

implemented by using a remote agent. A remote agent developed as Java applet was 

introduced as a client-side profiler in [Shahabi et al. 1997]. In [Shahabi et al. 2001], a 

client-side Web usage data acquisition system was developed based on this remote agent. 

When a user first enters a Web site, the remote agent is uploaded into the browser at the 

client side. Thereafter, it captures all required features of user interactions with the Web 

site such as hits and view-times of Web pages and transfers the acquired data to a data 

acquisition server, called the acquisitor, where data are directly dumped into a database to 

be analysed without any further preprocessing.  When the agent is uploaded into the 

browser, it receives a globally unique session ID from the acquisitor and labels all 

captured data sent to the server with that ID.  In addition, the remote agent reports visits 

of cached pages (whether at the proxy or at the browser) to the acquisitor server, which 

results in more accurate tracking as compared with what records at Web server logs. Thus, 

the aquisitor can transparently store data captured by different agents as separate semantic 

units, i.e., user sessions, without further requirement for user session re-identification. The 

main drawback with this implementation is that running the remote agent at the client side 

requires users’ cooperation in enabling Java at their browsers. Note that the 
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spyware/adware uses the same method of implementation that is used by the java applet 

above although spyware/adware need not necessarily be based on java.  Spyware or 

adware is attached to the application softwares freely downloadable from Internet and 

downloaded to the user’s computer with the application in order to gather user 

information without his/her knowledge through the user’s internet connection. However, 

the current usage of spyware/adware is to collect users’ information in order to display 

advertisements on the Web browsers or desktops. It may track user’s navigational data in 

order to serve advertisements related to the user.  

 

2.4.5 Client-level Data Collection (Modified Browser) 
 
People revisit a considerable number of Web pages that they have viewed previously 

during their Web browsing and they heavily use “Back” button provided at the top of the 

popular browsers. Browsers employ techniques to cache the pages that have recently been 

accessed and hand them to a client requesting them without leaving a trace in the server 

logs. Client-side data collection using remote agent was described in the previous section. 

This can also be implemented by modifying the source code of an existing browser to 

enhance its data collection capabilities. A modified browser is much more versatile and 

will allow data collection about a single user over multiple Web sites. As the data are 

collected at the client side, all cache hits are captured. In [Catledge et al. 1995; Cunha et 

al. 1995; Tauscher et al. 1997a; Tauscher et al. 1997b], a Mosaic browser was modified 

to capture user interaction events at the client side and an analysable log was created. In 

[Ellis et al. 1998], Listener, a tool for client-level investigation, is designed to operate in a 

similar manner without the need for browser source code modification. Listener has the 

added ability of being able to place Netscape into special mode where all of the standard 

browser navigation controls are hidden. In this mode, the user must navigate solely 

through links embedded in the hypermedia. The most difficult part of using this method is 

convincing the users to use the browser for their daily browsing activities. 

 

2.4.6 Heuristic 
 
Unlike the other methods, the heuristic method in identifying user sessions does not 

require expensive additional server configuration, intermediate servers, remote agent or 

modified browsers to track users. It uses only the information available in the Web server 

logs looking for relationships that may exist among the log data and makes using them to 
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assess whether requests registered by the Web server can belong to the same individual 

and whether these requests were performed during the same visit. Thus, the heuristic 

method also does not violate the user privacy concerns in surfing the Web.  As the 

heuristic method uses only the information available in server logs and most of the Web 

sites are unauthenticated, the method is applicable in wide range of Web sites. But, as the 

method uses limited data to the identification of user sessions, there are many challenges 

to overcome. The difficulty of identifying user sessions from Web server logs using 

heuristic has been addressed by several researchers [Berendt et al. 2002; Cooley et al. 

1999b; Pitkow 1997] and proposed a set of heuristics. The details of the issues and the 

already proposed heuristics will be discussed in detail in the next chapter. 

 
 

2.5 Summary 
 
This chapter discusses three categories of Web Mining methods, Web Content Mining, 

Web Structure Mining and Web Usage Mining in understanding the Web and its users. In 

this discussion, more focus is given to Web Usage Mining, where this thesis mainly falls 

on. The chapter presents Web Usage Mining by describing three main phases of it, 

Preprocessing, Pattern Discovery and Pattern Analysis. In fact, the thesis falls on the first 

phase. The objective of the thesis is to effectively capture user session on the Web using 

Web server logs. User sessions, once captured, need to be analysed to discover interesting 

user access patterns, which is the ultimate target of Web Usage Mining. Different 

methods of tracking user sessions are also discussed by highlighting the Heuristic method 

by which the thesis approaches the research question. In the next chapter, heuristics 

methods are studied in detail and a new heuristic is proposed to achieve the objective of 

the thesis. 
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Chapter 3 
 

Methodology 
 

3.1 Introduction 
 
The previous chapter laid a foundation of a theoretical framework for Web Usage Mining 

in the overall context of Web Mining through a review of the relevant literature. As 

formulated in the thesis research question, the main focus of the research is on how to 

effectively capture the user sessions from the Web server logs. There are various ways of 

resolving this problem and they can be classified into heuristic methods and non-heuristic 

methods. Non-heuristic methods were described in detail in the previous chapter. These 

methods need exact user identities and to that end employ powerful user tracking 

techniques such as user authentications, cookies and session IDs. However, it is not 

always viable to make users authenticate through username/password, because of privacy 

consideration. Similarly, cookies also raise concerns regarding user privacy [Greenspun 

1999] even though they rely on implicit user cooperation. The tracking of users through 

session IDs is accomplished by inserting session identifiers into the URLs issued by the 

server and channelling all subsequent requests through a central system. Such session IDs 

are implemented as an extension of the Web server and the technique is very expensive 

computationally to the server [Pitkow 1997; Yan et al. 1996]. As a result, Web server 

logs, in general, do not contain this additional information. 

 
The absence of an exact user session identification strategy implies the need for a 

heuristic strategy alternative. Heuristic methods use only the information available in the 

Web server logs.  They look for relationships that may exist among the log data to assess 

whether requests registered by the Web server came from the same individual and 

whether these requests were performed during the same visit. Developing a set of 

heuristics to accurately identify users’ sessions is not straightforward. Many researchers 

[Baraglia et al. 2002; Berendt et al. 2001; Berendt et al. 2002; Cooley et al. 1999b; Niu et 

al. 2002; Pirolli et al. 1996; Wu et al. 1998]  have proposed several heuristics, but, not 

being exact methods, they can always be improved.  This chapter deals comprehensively 

with the existing methods, their limitations and possible improvements in them.  The 
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chapter also introduces new heuristics that take into consideration factors that impact 

upon the reliability of identifying user sessions.  

 
This chapter is organised as follows. As the heuristic approach is based on the 

characteristics of data recorded in the server logs, log data are analysed in Section 3.2.  

Web server log, in general, consists of large amount of irrelevant data. Section 3.3 

discusses the cleaning tasks needed to be done before identifying user sessions. Existing 

heuristics and issues in heuristic approaches are described in Sections 3.4 and Section 3.5 

respectively. Section 3.6 and Section 3.7 present the proposed heuristics and the algorithm 

of their implementation respectively. Finally, chapter summary is given in Section 3.8. 

 

3.2 Web Server Logs 
 
In the previous section, sources of usage data collected at client, proxy and server levels 

were generally described. Compared to the other sources, Web server logs are the most 

commonly used source for Web Usage Mining. They explicitly record the browsing 

behaviour of site visitors. Thus, this thesis contributes on Web server logs.  Web server 

logs consist of details about file requests to a Web server and the server responses to those 

requests. As described in the previous section, Web server logs written in ECLF capture 

most of the data for log analysis. Hence, this thesis analyses ECLF server logs. As the 

thesis uses heuristic methods, which are based on the characteristics of data recorded in 

the server logs, log data are analysed in detail in this section.   

 
3.2.1 Server Log Data 
 
Host Name 
 
Usually, this field represents the IP address of the user machine that made the request. If 

configured, the server will look up the Domain Name Server (DNS) and log it in place of 

the IP address. For example, tl28serv.uws.com.au is the DNS of IP address 

137.154.86.200. However, this configuration is not recommended since it can 

significantly slow the server [Drott 1998]. As proxy servers are used widely in many 

existing Web sites for efficiency and security reasons, this field may also represents the IP 

address of the Proxy server. In this case, one person’s requests cannot be easily discerned 

from another by using IP address alone. 
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Login or Identity 
 
This is a field for logging the remote login name of the client. This field is typically 

empty and just a dash (-). 

 
User Authentication 
 
For certain types of authentication, a user name is recorded whenever someone attempts 

to log into a password-protected Web area. Both valid and invalid usernames are 

recorded. Once logged in, the username will be recorded for subsequent files requested by 

this user. 

 
Date and Time 
 
This represents the time when the server completed the request. Sometime, this time can 

also be interpreted as the time that the server received the request as the difference of two 

times is in the order of a fraction of milliseconds and can be ignored. But, it is 

considerably different from the time when the user initiated the request. For example, 

suppose the user requests a page at time t0 and the server completes the request at time t1. 

Generally, t0 and t1 are not the same, as the request has to be transferred through the 

network. The time difference between t0 and t1 is defined as the network transfer time and 

the time recorded for each server log entry t1 is affected by it. Depending on the 

connection speed of the client, the size of the page requested, and network congestion, the 

network transfer time may range from a second to several minutes. Therefore, the actual 

viewing time of the page by the user is much less than the ‘recorded’ viewing time at the 

server side. 

 
Request 
 
This is the actual request sent by the remote user and consists of method, protocol and 

URL for the object being requested. The method portion for the request is usually GET, 

POST or HEAD. GET requests an object from the Web server, POST sends information 

to the Web server and HEAD requests just the HTTP header for an object. Different 

methods of request were described in Table 2.1(a) in chapter 2. The protocol is the http 

communication protocol used by the client to make the request. Currently, it is HTTP/1.0 

or HTTP/1.1. The URL is either a static file in the local file system or the name of an 

executable program that will be called in response to the request. 
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Status Code 
 
This variable indicates whether the transmission between the client and the Web server 

succeeded or failed. For example, a status code “404” means resource is not found on the 

server. Generally, 2xx codes are successful requests from a client, 3xx report server 

redirects, 4xx are used for client errors and 5xx are used for server errors. Different values 

of the status code variable were described in Table 2.1(b) in chapter 2.  For a complete 

description of status codes, consult the status code definitions in [Fielding et al. 1998]. 

 
Bytes Sent 
 
The amount of data (in bytes) returned by the server as a response to the user’s request, 

not counting the header line. Usually, this represents the actual size of the page that the 

user has requested. Sometimes, this field may not show the actual file size. The user may 

hit the STOP button on his/her browser soon after submitting a request, which interrupts 

the transfer of a page. In this case, the server records only the amount of bytes transferred 

up to the interruption. If the field contained a “-” or “0”, this probably means that only the 

header information was requested (most often used by spiders and Web robots). 

 
The browser may also verify from the server if it finds the page in its cache that has been 

modified recently. If the page has not been modified, the server informs this to the 

browser without sending the actual page. In this situation, the server records the file size 

of zero with the status code equal to “304”.  

 
User Agent 
 
A user agent is an application that is used to browse the Web. It is whatever software the 

user used to access the WWW. When Internet users visit a Web site, users send, as a visit 

sign, an information string about their browsers. This is a text string that mainly indicates 

the operating system and browser software used by the client (see Section 3.2.2.2 for 

more details). 

 
Referrer 
 
A referrer is the URL of the page the client was on before requesting the current page. 

This information is very useful to Web administrators, as it allows them to measure, 

which sites are driving traffic to their site. But some Web servers leave the referrer 
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undefined denoted by “-“ under a large number of conditions including submitting a URL 

from the address window or clicking on a bookmark entry [Wu et al. 1998]. (see Section 

3.2.2.1 for more details). 

 
3.2.2 Referrer and User Agent 
 
Unless a Web site uses an auxiliary mechanism, such as cookies or requires a login, all 

that can be determined of a user’s identity from the server log is his IP address. As 

mentioned in Chapter 1, this IP address may be only tenuously connected to an actual 

user. Therefore, care must be exercised in drawing any conclusions from this field alone. 

These fields can provide interesting information about the users visiting a Web site. In 

fact, it is possible to joint these fields with IP address to effectively identify the actual 

users and their activities than the use of IP address itself. These two fields are further 

analysed here. 

 
3.2.2.1 Referrer 
 
The referrer field, described before, points to the page containing the link that a user 

clicked to generate the request. Most of the popular browsers usually send referrer 

information with the HTTP request when users use hyperlink structure of the Web site to 

browse the Web. i.e., when they click links embedded in an HTML page. But browsers 

must decide what referrer information to send when the page has been generated 

dynamically, for example, by a JavaScript program, or was retrieved via a non-HTTP 

protocol such as ftp or gopher [Stein 1998]. The referrer information is useful to discover 

how users get to a given page.  

 
Many browsers have options to turn off referral string generations as a security measure. 

Internet Explorer suppresses the referrer field whenever there is a transition between two 

protocol types, such as https: to http: or ftp to http: [Microsoft]. This prevents the chance 

of disclosure of confidential information as some URLs carry information that people do 

not want to leak outside their organizations. See Section 3.5.4 for more details about the 

unavailability of referrers. 
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3.2.2.2 User agent 
 
User agent is usually a browser, but it could equally be a Web robot or a link checker. 

Different Web browsers and different operating systems leave different user agent string, 

and some of the most common are listed in Table 3.1. 

 
Table 3.1: Some of the most common User Agents [PGTS 2004]  

User Agents Description 

Mozilla/4.0 (Compatible; MSIE 5.5; Windows NT 5.0) Internet Explorer 5.5 on 
Windows 2000 

Mozilla/4.0 (Compatible; MSIE 6.0; MSN 2.5; Windows 
98) 

Internet Explorer 6.0 in 
MSN on Windows 98 

Mozilla/5.0 (X11; U; SunOS sun4u; en-US; rv. 1.0.1) 
Geko/20020920 Netscape/7.0 

Netscape 7 on Sun Solaris 

Mozilla/5.0 (Windows; U; Windows NT 5.1;en-US; rv. 
1.6) Gecko/20040206 Firefox/0.8 

Mozilla Firefox 0.8 on 
Widows XP 

Mozilla/4.0 (Compatible; MSIE 5.0; Windows 2000) 
Opera 6.03 [en] 

Opera 6.03 on Windows 
2000 cloaked as MSIE 

Opera/7.23 (Windows 98; U) [en] Opera 7.23 on Windows 98 

Mozilla/5.0 (Macintosh; U; PPC Mac OS X; en) 
AppleWebKit/124 (KHTML, like Gecko) Safari/125 

Safari v125 on Mac OS X 

 
 
The user agent string is set by the software manufacturer, and can be anything they choose 

to be. Potentially, it tells a lot about what software is being used to access the site. While 

some software manufacturers withhold this identifier without disclosing in which case it 

appears in the log as “-“, some other manufacturers let it visible and editable. As such it 

cannot be relied upon, although most reputable software writers will use a string that 

helps identify the client – many “software writers” will also use (similar) string to 

disguise their “client” (usually a bot). 

 
Well-behaved Web robots will usually use this string to identify themselves, their web 

sites and an email address. But some robots designers attempt to disguise their identities 

by using the same user agent information as standard browsers. There are various Web 

robot repositories available on the Internet [Actu 2004; PGTS 2004; Webcrawler 2004] . 

These repositories maintain a list of User Agents and IP addresses of known robots. Some 

of the robots are listed in Table 3.2. 
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Table 3.2:  A list of some robots [Actu 2004; PGTS 2004; Webcrawler 2004] 

Robot User Agent IP address 

Googlebot 
(Google) 

Googlebot/2.1(http://www.googlebot.com/bot.html 216.239.46.** 
64.68.85.** 
64.68.84.** 
64.68.82.** 

Scooter 
(AltaVista) 

Scooter/3.2 216.39.48.82 

MSNBOT 
(MSN) 

Msnbot/0.11 (http://search.msn.com/msnbot.htm) 204.95.98.*** 

Yahoo!Slurp 
(Yahoo) 

Mozilla/5.0 (compatible;Yahoo Slurp;  
http://help.yahoo.com/help/us/ysearch/slurp) 

66.196.72.*** 

Slurp 
(Inktomi) 

Mozilla/5.0 (Slurp/cat; slurp@inktomi.com; 
http://www.inktomi.com/slurp.html) 
 
Mozilla/3.0 (Slurp/si; slurp@inktomi.com; 
http://www.inktomi.com/slurp.html) 

66.196.90.*** 

Voila 
(VoilaBot) 

Mozilla/4.0 (compatible; MSIE 5.0; Windows 95;) 
VoilaBot BETA 1.2 

195.101.94.*** 

Big Brother Big Brother (http://pauillac.inria.fr/~f-pottier/)  

W3C 
Validator 

W3C_Validator/1.xxx libwww-perl/5.5x  

Ask Jeeves Mozilla/2.0 (compatible; Ask Jeeves)  

Ask Jeeves 
Teoma 

Mozilla/2.0 (compatible; Ask Jeeves/Teoma)  

Java 1.4.0 Java 1.4.0  

MS Front 
 Page 

MS Front Page/4.0 
Mozilla/2.0 (compatible; MS Front Page/4.0) 

 

Unknown Mozilla/4.0 
(compatible;+MSIE+6.0;+Windows+NT+5.0;+NET
+CLR+1.1.4322) 

 

 
 
3.2.3 Data Models  
 
In general, a Web page is composed of various elements or files such as HTML text, 

graphic images such as .gif, .jpg, .bmp, audio or video files and so on. When a user clicks 

on a link or types in URL in the address in his/her browser, it retrieves a Web page by 

issuing a series of HTTP requests for all objects embedded on it. Therefore, requesting a 

Web page often results in multiple hits to the server representing each of the hyperlinked 

elements embedded in the page. These individual server hits do not provide any support 

for providing proper user-oriented log analysis. For example, the number of hits a site 

receives can be a misleading way to judge its popularity [Fuller et al. 1996] as the user 

may not explicitly ask for, for example, “n” graphics to be loaded into his or her browser. 

All the hits necessary to display a page represent one user access. This group of hits is 
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called page view, which is the smallest data model that can be viewed on the server log 

[Webopedia]. Since user perceives Web server responses correspond to retrieval of a page 

view, the page view serves as a systematic underlying data model for proper user-oriented 

log analysis.  

 
Usually, a user spends sometime on a Web site and requests several pages during his/her 

visit. A group of requests a user made from the time s/he starts a session on the Web site 

until s/he leaves it is called user session, which is the most important data model that can 

be viewed on the server log. As described in Section 2.3, transactions and missions also 

represent data models that can be built on server logs, and may be derived from user 

sessions.  The user session carries valuable information about the user interests [Shahabi 

et al. 1997] and is the major input to Web Usage Mining. However, the server log is just a 

record of hits with no notion of page views and user sessions.  HTTP, which is the 

protocol that operates between the client and the server, does not provide any means to 

delimit the beginning or the end of a page view or user session. As it was described in 

Section 2.4 in Chapter 2, researchers have proposed various methods to resolve the 

problem of user session identification, but none of those methods are without serious 

drawbacks. In this thesis, a heuristics method is proposed to effectively capture user 

sessions. 

 
3.2.4 Viewing Time 
 
Consider the following Figure 3.1, which demonstrates client interactions with the server 

from the time the user requests a page (t0) until the time the server receives the user’s 

subsequent request for another page (t5). The time that the server receives the request for a 

document (t1) is recorded in the server log. As mentioned in the Section 3.2.1, this time 

can be interpreted as the time that the server sends the document requested (t2) [Shahabi et 

al. 1997] (i.e., t2≈t1).  
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Figure 3.1: Client/Server Interaction [Shahabi et al. 1997] 

 
The time that users spend looking at a Web page, called viewing time, (t4 – t3), is  an 

important piece of information that can be used to measure user’s interest in the page 

[Liang et al. 2002; Shahabi et al. 1997]. For example, a person who, five minutes after 

downloading a page, downloads the next page may have spent that time in careful reading 

and analysis. It may be possible to use server log to calculate the viewing time by 

comparing the time of the current request and the next request of a single user (i.e., t5-t2). 

But this time may not represent the correct viewing time as t2≠t3 and t4≠t5 due to network 

transmission time, the time the network takes to transmit the document over it. Even 

though there is no network transmission delay, the viewing time for a page as recorded in 

the server log may be longer than the actual viewing time on the client side as users may 

be involved in other activities such as answering the telephone, off for a coffee break or 

meeting, visiting other Web sites or frequent backtracking. Users heavily use  “Back” 

button provided at the top of the browsers to revisit the pages [Catledge et al. 1995; 

Greenberg et al. 1999; Tauscher et al. 1997a], which are often retrieved from the browser 

cache leaving no trace in the server log. 
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3.3 Data Cleaning 
 
Web server logs, in general, easily reach tens of megabytes per day, and may contain 

many of unnecessary data for the analysis. These data may severely distort any analysis 

done based on server logs. As this thesis is concerned with identifying user sessions, 

which represent the actual behaviour of users that a Web site is designed for, the 

irrelevant data must be identified and removed before the identification really starts. Thus, 

the heuristic should apply on the cleaned server log. What records are regarded as 

irrelevant will depend on the Web site and the type of the Web log analysis. As a general 

rule, entries for image retrieving, robot accesses and errors are filtered out, which will be 

described in detail in the following sections. But there may be other cleaning tasks 

specific to a Web site that needs to be done. They also must be identified and cleaned 

before analysing the logs. 

 
3.3.1 Removing Requests for Images 
 
User requests for one URL frequently results in multiple entries in the server logs, 

independent of one another, representing requests for the hyperlinked elements, such as 

images. The group of entries necessary to display a page is called a page view.  For 

example, Table 3.3 shows a page view where the user’s click on a URL /iwsd/default.htm 

results in three entries in the server log corresponding to one html and two image files, 

line.jpg and border.jpg. In general, a user does not explicitly request all of these images; 

the browser due to the HTML tags automatically downloads them. 

 
Table 3.3: A Page View 

 
 

Whether to keep or remove the log files for these images depends much on the purpose 

for Web Usage Mining. When the purpose is to support Web caching or prefetching, the 

analyst should not remove the log entries referring to images. For a Web cache 

application, predicting requests for such files is more important because the files are 

2003-06-04 10:00:04 137.154.69.217   GET /iwsd/default.htm 200 0 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+5.5;+Windows+NT+5.0) 
http://tl28serv.uws.edu.au/iwsd/siteman.asp 

2003-06-04 10:00:04 137.154.69.217   GET /iwsd/line.jpg 200 5221 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+5.5;+Windows+NT+5.0) 
http://tl28serv.uws.edu.au/iwsd/default.htm 

2003-06-04 10:00:04 137.154.69.217   GET /iwsd/border.jpg 200 8454 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+5.5;+Windows+NT+5.0) 
http://tl28serv.uws.edu.au/iwsd/default.htm 
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usually bigger than the HTML documents. In contrast, when an analyst wants to find the 

shortfalls in the site’s structure or to offer personalized dynamic links to the site’s user, he 

or she might keep only explicit requests because they represents user’s actions. For the 

Web sites that are mainly not image based and the applications that are not image specific, 

log entries referring to images should be removed. The log entries referring to images 

could be identified based on the suffix of the URL such as gif, jpg, jpeg, png. 

 
3.3.2 Removing Errors 
 
The http status codes describe how a client’s request was served. For example, a status 

code 200 means that a valid document was made directly available to the client from the 

server. The 4xx response codes are intended for cases in which the client seems to have 

made errors and the 5xx codes for the cases in which the server has made errors. For 

example, the most common failure codes are 401 (failed authentication), 403 (forbidden 

request), 404 (file not found) and 500 (internal error).  

 

Removing errors may lead to missing of valuable information about user behaviour. For 

example, a sequence of server side errors may influence user perception of the site. This 

can be an indicator of source unreliability, in a situation when an automatic bot attempts 

to collect a data set of relevant news article for mining them further. Therefore, removing 

of errors from server logs depends on the purpose of mining tasks will be performed. As 

the purpose of the thesis is to investigate the relative performance of heuristics on the 

identification of user sessions from Web server logs, the log entries with server response 

codes 4xx and 5xx are removed. 

 

3.3.3 Removing Web Robots 
 
The other important step of data cleaning is the removal of robot accesses from the log 

data. In general, robot refers to any programmable software agent that does not access a 

site interactively. These requests can distort the process of user session identification 

because these sequences do not reflect the way human visitors navigate the site. 

Therefore, robot accesses in the server logs should be removed. Usually, a robot identifies 

itself into the User Agent field of the server log. By comparing the User Agent field of the 

request against those of known robots, accesses by many of the well-known robots can be 

detected. Another indicator for identifying robots is an access of a “robots.txt” file. 
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Robots that follow the general guidelines stated in [Koster 1993] will always check for 

the existence of a file named robots.txt in order to get instruction about which pages are 

“off-limits” to robots.  

 
3.3.4 Removing Undefined User Agents 
 
The user agent string is set by the software manufacturer, and can be anything they choose 

to be. Usually, this field is not allowed to change. But, it is possible that for privacy 

reason, one can withhold this information. For example, a robot may keep the user agent 

string empty if it does not wish to disclose its identity.  Therefore, user agents with empty 

string are removed.  

 

3.4 Existing Heuristics 
 
The first heuristics in Web Usage Mining is in [Pirolli et al. 1996] in 1996, which 

explored the use of server logs combined with the structural and content analysis in order 

to identify the usable structures and aggregates in Web. In 1999, the same heuristics with 

greater details were formally presented in [Cooley et al. 1999b]. Cooley et al [Cooley et 

al. 1997; Cooley et al. 1999b] proposed four heuristics for the attribution of requests to 

different users, which  are introduced here. Let they be denoted by h1, h2, h3 and h4. 

 
3.4.1 Heuristic h1 
 
Heuristic h1 states that each different user-agent type for an IP address represents a 

different user. A user-agent identifies the browser version and the operating system. The 

rationale here is that a user rarely employs more than one browser when navigating the 

Web. Hence, a user session is defined by aggregating accesses on unique user agents for 

an IP address. However, the heuristic ignores the possibility that requests made by a 

single user (in a single visit) may have multiple IP addresses and the requests of different 

users may have the same IP address and user agent. While different users behind the same 

proxy server lead to the same IP address in multiple sessions, multiple proxy servers used 

by some ISPs lead to multiple IP addresses in a single session. 

   
3.4.2 Heuristic h2 
 
Heuristic h2 is based on the user’s navigational behaviour on the site. It states that if a 

Web page is requested and this page is not reachable from previously visited pages, then 
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the request should be attributed to a different user. A new session is also suspected if the 

referrer is undefined. The rationale behind this heuristic is that users generally follow 

links to reach a page. However, two users can easily be confused as a single user if they 

are looking at the same set of pages. Conversely, if a user types in URLs to reach pages 

not connected via links, then the absence of referrer can be misconstrued to represent a 

different user. Further, the consultation of the Web site topology is needed when a cache 

at the browser or proxy satisfies the user request for a page leaving no record of it in the 

sever log.  

 
3.4.3 Heuristic h3 
 
The heuristic h3 is based on the time that the user spends on the site. It states that the 

duration of a session must not exceed a pre-specified threshold. The threshold is an upper 

bound on the time user spent in the site during his/her visit. Users who request pages after 

the time threshold are assumed to start a new session. The rationale behind this heuristic 

is that users in general spend a limited time on a Web site.  The duration is determined 

externally, based on generic observation of user behaviour or subjectively.  

 
3.4.4 Heuristic h4 
 
Heuristic h4 is based on the time that the user makes his/her next request. Heuristic h4 

states that a new session is assumed if the time spent on a page exceeds a pre-specified 

time threshold. The threshold here is an upper bound on the time user takes to make 

his/her next request. Users who do not request pages within a certain time limit are 

assumed to have left the site. The rational behind this heuristic is that users in general 

spend a limited time on a page. 

 
The problem with these last two time heuristics is that Cooley et al relied upon the 

threshold value of 30 minutes as determined empirically from end-user navigation pattern 

in [Catledge et al. 1995]. But, as mentioned in [Göker et al. 2000; Huang et al. 2003; 

Huang et al. 2004; Zhang et al. 2004], the different Web site structures and different user 

groups should have different thresholds. For example, users are likely to spend time 

reading when in informational sites and in transacting when in e-business sites.  They may 

also spend more time in browsing, for example, at night or during the weekends.  The 

average time spent in the site is likely to be affected by these differences. 
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Researchers have used some or all of the heuristics described in Section 3.4 to identify 

user sessions. In [Yao et al. 2000], IP and user agent are used to identify unique users and 

a time period of 6 hours is used as an upper bound for a session (h1 and h3 together). In 

[Berendt et al. 2000], the IP address and the user agent are used to identify the sequences 

of requests and an upper bound of the session duration as a whole is used to split these 

sequences into sessions (h1 and h3 together). In [Wu et al. 1998], user sessions are 

constructed using the referrer page and the URL of the requested page (h2). In [Pirolli et 

al. 1996], new sessions are created for each combination of IP address and user agent 

when the time between two consecutive requests is greater than the pre-specified 

threshold. New sessions are also created when the requested page is not connected to the 

last page in the session (h1, h2 and h4 together). 

Huang et al [Huang et al. 2004] proposed n-gram language model to identify sessions. In 

their work, an n-gram language model, which has been widely used in statistical language 

modelling for speech recognition, was applied to identify session’s boundaries. They 

assumed that a user’s next step depends only on his/her previous accesses and a 

significant decrease of the probability of a page sequence indicates a clear signal of a 

session boundary. The concept used here is much similar to the concept behind the 

heuristic h2. However, in their approach, the problem of interleaved sessions is expected 

to be solved in advance based on the user’s IP address. When the IP address is not reliable 

to identify a user, the performance of this approach will decrease. 

 

3.5 Issues and Problems in Heuristic Based Approaches 
 
Though heuristic methods do not violate user privacy and require expensive server 

configuration, the identification of user sessions only using limited available information 

in the server log is not straightforward. As seen in Section 3.4, the heuristic methods are 

affected by the existence of proxy servers, chain of proxy servers, cache hits, undefined 

referrer, the stateless nature of HTTP transport protocol and time thresholds. The 

following subsections describe each of these issues in detail. 

 
3.5.1 Presence of Proxy Severs 
 
As described in Section 2.2.2 in Chapter 2, a proxy server is a service, which allows 

clients to make indirect network connections to other network services. A client connects 

to the proxy server and then requests a connection for a file, or other resource available on 
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a different server. The proxy provides the resource, possibly by connecting to specified 

server. Due to the use of proxy servers by Internet Service Providers (ISPs) and firewalls 

by commercial corporate gateways, true client IP addresses are not available to the Web 

server. Instead of various distinct clients IPs, the same proxy server or firewall IP will be 

recorded in the server log files, representing requests of different users who come to the 

Web site through the same proxy server or firewall. For example, Table 3.4 may represent 

different users’ requests coming behind a common proxy server holding an IP address 

137.154.189.12. These requests may overlap within the same time period. As such, the 

tasks of inferring user sessions from the log data using only the IP address become non-

trivial.  

Table 3.4: Typical Log Entries Representing a Proxy Server 

 
1 

2003-06-04 10:00:02 137.154.189.12    GET /iwsd/default.htm 200 2654 HTTP/1.1 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+98) 
 http://tl28serv.uws.edu.au/iwsd/siteman.asp 

 
2 

2003-06-04 10:00:03 137.154.189.12    GET /iwsd/client.asp 200 0 HTTP/1.1 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) 
http://tl28serv.uws.edu.au/iwsd/siteman.asp 

 
3 

2003-06-04 10:00:03 137.154.189.12    GET /iwsd/main.htm 200 3467 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+5.0;+Windows+NT+5.0) 
http://tl28serv.uws.edu.au/iwsd/siteman.asp 

 
4 

2003-06-04 10:00:03 137.154.189.12    GET /iwsd/bnc.css 200 141 HTTP/1.1 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) 
http://tl28serv.uws.edu.au/iwsd/client.asp 

 
5 

2003-06-04 10:00:03 137.154.189.12    GET /iwsd/logo.jpg 200 354 HTTP/1.1 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) 
http://tl28serv.uws.edu.au/iwsd/client.asp 

 
6 

2003-06-04 10:00:04 137.154.189.12    GET /iwsd/default.htm 200 0 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+5.5;+Windows+NT+5.0) 
http://tl28serv.uws.edu.au/iwsd/siteman.asp 

 
7 

2003-06-04 10:00:04 137.154.189.12    GET /iwsd/process.htm 200 3221 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+5.5;+Windows+NT+5.0) 
http://tl28serv.uws.edu.au/iwsd/default.asp 

 
8 

2003-06-04 10:00:04 137.154.189.12    GET /iwsd/border.jpg 200 4454 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+5.5;+Windows+NT+5.0) 
http://tl28serv.uws.edu.au/iwsd/default.asp 

 
9 

2003-06-04 10:00:06 137.154.189.12    GET /iwsd/order.htm 302 2354 HTTP/1.1 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+98) 
 http://tl28serv.uws.edu.au/iwsd/default.htm 

 
10 

2003-06-04 10:00:06 137.154.189.12    GET /iwsd/customer.htm 200 9305 HTTP/1.1 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+98)  
http://tl28serv.uws.edu.au/iwsd/order.htm 

 
 

3.5.2 Presence of Chain of Proxy Servers 
 
It is not rare that the Web sites use multiple servers running on different computers to 

handle heavy traffic. In fact, this was one of the techniques used in the Web site for the 

1998 Winter Olympic Games in Nagano, Japan, which was one of the most popular sites 
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up to its time to control the heavy traffic received around the world [Iyengar et al. 2000]. 

Some Internet Service Providers use this techniques and each request the user makes may 

go through different proxy servers. As there are many users at any one time, requests 

made by a single user (in a single visit) may be pointed to different servers and different 

requests made by different users may be pointed to the same proxy server. The latter case 

is similar to the problem discussed in the previous section. The former case results in 

multiple IP addresses appearing in a single user session. For example, Table 3.5 shows a 

sequence of consecutive requests from a single user that contains multiple IP addresses. 

Each of these IP addresses (shown in bold) could represent a different proxy server. Note 

that all the IP addresses have a single sub-domain 203.27.69. This further complicates the 

use of IP addresses for the session identification. 

 
Table 3.5: A Part of a Single Session with Multiple IP Addresses 

 
1 

1:53:15 203.27.69.91    GET /iwsd/siteman.asp   200 0 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) 
http://tl28serv.uws.edu.au/iwsd/siteman.asp 

 
2 

1:53:42 203.27.69.92    GET /iwsd/assignment2/cat_sear.asp 500 0 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) 
http://tl28serv.uws.edu.au/iwsd/siteman.asp 

 
3 

1:53:42  203.27.69.92    GET /iwsd/assignment2/c_2_bg.gif 304 165 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) 
http://tl28serv.uws.edu.au/iwsd/assignment2/cat_sear.asp 

 
4 

1:53:42 203.27.69.124  GET/iwsd/assignment2/cart.gif 304 165 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) 
http://tl28serv.uws.edu.au/iwsd/assignment2/cat_sear.asp 

 
5 

1:53:42 203.27.69.112  GET /iwsd/assignment2/menu_1.gif 304 165 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) 
http://tl28serv.uws.edu.au/iwsd/assignment2/cat_sear.asp 

 
6 

1:53:42 203.27.69.92    GET /iwsd/assignment2/border.jpg 404 4184 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) 
http://tl28serv.uws.edu.au/iwsd/assignment2/cat_sear.asp 

 
7 

1:53:42 203.27.69.124  GET /iwsd/assignment2/tit_back.gif 304 164 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) 
http://tl28serv.uws.edu.au/iwsd/assignment2/cat_sear.asp 

 
8 

1:53:44 203.27.69.112  GET /iwsd/assignment2/cat_sear.asp 500 0 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) 
http://tl28serv.uws.edu.au/iwsd/siteman.asp 

 
9 

1:53:57 203.27.69.124  GET /iwsd/assignment2/cat_sear.asp 500 0 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) 
http://tl28serv.uws.edu.au/iwsd/siteman.asp 

 
10 

1:53:57 203.27.69.124  GET /iwsd/assignment2/cart.gif 304 165 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) 
http://tl28serv.uws.edu.au/iwsd/assignment2/cat_sear.asp 

 
11 

1:53:57 203.27.69.104  GET /iwsd/assignment2/c_2_bg.gif 304 165 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) 
http://tl28serv.uws.edu.au/iwsd/assignment2/cat_sear.asp 

 
12 

1:53:57 203.27.69.94   GET /iwsd/assignment2/border.jpg 404 4184 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) 
http://tl28serv.uws.edu.au/iwsd/assignment2/cat_sear.asp 
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3.5.3 Presence of Cache Hits 
 
There are various levels of caching embedded in the Web. They cache the pages that have 

been recently accessed by users to improve the performance of page retrieving. Caching 

attempts to improve performance in three ways [Feldmann et al. 1999]: 

 
i. It attempts to reduce the user-perceived latency associated with obtaining Web 

documents. User-perceived latency is defined as the period of time, starting at the 

moment when a user issues a request for a document, till the time a response is 

received [Cohen et al. 2000] and it can be reduced by storing cache pages closer to 

the user. 

ii. It attempts to reduce the network traffic from the Web servers. Network load is 

lowered because documents that are served from the cache typically have to 

traverse less than when they are served from the Web server. 

iii. It reduces service demands on Web servers since cache hits need not involve the 

server. 

 
Web clients or browsers employ some techniques to cache the pages that have recently 

been accessed. As described in Section 3.2.4, users revisit a considerable number of Web 

pages that they have viewed previously during their Web browsing and they heavily use  

“Back” button provided in the browsers to revisit pages [Catledge et al. 1995; Greenberg 

et al. 1999; Tauscher et al. 1997a]. The browser cache satisfies these requests. The proxy 

servers also cache the pages that are often requested by users through them. Figure 3.2 

illustrates how proxy cache generally works. 
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Figure 3.2: How Proxy Cache Works 
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1. A browser issues a request for a file named DOC.HTML. This request is sent to the 

proxy cache. The request results in a “cache miss” because the proxy cache has never 

serviced a request for that document before. 

 
2. The proxy cache initiates a request for DOC.HTML from the origin Web server on 

behalf of the browser. This request is sent to an ISP, then traverses the Internet until it 

arrives at the origin server. 

 
3. The origin Web server responds to the proxy’s request by sending DOC.HTML. The 

proxy then places DOC.HTML in its cache. 

 
4. The proxy cache responds to the original browser request with DOC.HTML. 

 
5. Now when the same browser (or any other browser) issues a request for DOC.HTML, 

the request results in a “cache hit” because the proxy has kept a copy of the document 

in its cache. 

 
6. In this case, the proxy replies immediately to the browser request because it has 

DOC.HTML in cache. Thus, eliminates the need to fetch the document again from the 

origin server on the Internet. 

 
Note that due to proxy caching, multiple users could actually view the results of a single 

request from the server. Those requests that are satisfied by the caches employed by 

browser or proxy server are not recorded in Web server logs. The server records only the 

requests that are retrieved from it. As observed at the end of Section 3.4, the relation 

between the referrer and request page can be used to reconstruct the user sessions from 

the server logs. As the cache hits make the server log incomplete source of user activities, 

this relationship cannot be reliably used. Hence, the missing cache hits in the server log 

make the session identification process difficult. 

 
3.5.4 Undefined Referrers 
 
The referrer field, described before is designed for link backtracking and verification. It is 

useful to determine which sites are driving traffic to and how users move among pages on 

the site.  Most of the popular browsers usually send referrer information with the HTTP 

request only when the link or image is actually embedded in an HTML page. However, 

the browser is not aware of the referrer if users type in URLs directly in the address 
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location or use bookmarks from their favourite list to retrieve a page without using a sites 

link structure. In this case, nothing is passed as the referrer and the empty referrer is 

recorded in the server log as “-“. The referrer is also not available for the following three 

reasons: (1) a robot does not immediately follow the hyperlinks on the Web. For example, 

the requests of crawlers are based on the list of URLs given or compiled in advance. (2) 

the user has certain privacy features activated to block the referrer, which sometimes 

carries his/her confidential information attached to it. (3) the referrer field of the first 

entry of most of the sessions is not defined. The presence of empty referrers in the server 

logs has also made the exploitation of the referrer information to infer user sessions non 

trivial. 

 

3.5.5 Stateless Nature of HTTP 
 

Web uses the Hyper Text Transfer Protocol (HTTP) [Fielding et al. 1998] for 

communication between the clients and the servers on the Internet. HTTP is a simple, 

connection-oriented, application level protocol that employs the Transmission Control 

Protocol/Internet Protocol (TCP/IP) [Postel 1981] to manage connections and provide 

reliable bi-directional communication channels between the clients and the servers. 

Communication is initiated by a Web client in the form of a request to the Web server. 

After TCP/IP has established a communication channel, the client sends a request to the 

server. The server parses the request received from the client, retrieves the requested 

information, and returns it to the client. Every request results in a response from the 

server. After a response is received, the TCP/IP connection is generally closed. However, 

HTTP 1.1 allows the client to request to keep a connection open for some time period. 

Usually, this time period is small as 15 seconds. But, this connection is also closed by the 

server after the time out specified. If the same client makes a new request (after the time 

out in the case of HTTP 1.1), the server does not know what request the browser made 

previously or what state the browser was left in. This means that every request from the 

client to the server is treated independently and information from previous connections is 

not maintained for use in future connection [Iyengar 1997]. Further, even the multiple 

requests generated by a single click cannot be generally assigned to the individual user 

who has initiated it with 100% certainty. Hence, HTTP is stateless and does not allow 

support for establishing long-term connections between the Web server and the 

browser/user. The information about accesses by a single user is intermingled in the 
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server log with those from other users. As such, the identification of users sessions from 

server log is not straightforward.   

 
3.5.6 Time Threshold 
 
As described in Section 3.4, a time threshold is used to identify the session boundaries. It 

assumes that average user sessions last for only certain duration. Determination of a 

correct threshold value is very important. Ideally, a session identified by a heuristic 

should contain only the activities of one user. In this respect, the threshold value should 

not be too large since the larger the value, the higher the risk of grouping activities from 

different users. Having too small threshold value also has its problem as it incorrectly 

splits the actual sessions into many smaller sessions.  The generally accepted threshold 

value was first empirically determined from end-user navigation patterns in [Catledge et 

al. 1995]. The authors calculated the average time interval between two consecutive 

events by a user as 9.3 minutes and 25.5 minutes was subsequently recommended as the 

threshold assuming that the most statistically significant events occur within 1.5 standard 

deviations from the mean. But, the reason for selecting this standard deviation was not 

justified. The threshold was then rounded to 30 minutes and used as the threshold value of 

h3 or h4 by other researchers in [Baraglia et al. 2002; Cooley et al. 1999b; Schechter et 

al. 1998; Spiliopoulou et al. 1999] after that. However, this threshold value is likely to 

vary from site to site depending on the specific characteristics of the sites and, as 

mentioned in Section 3.4, the different Web site structures and different user groups 

should have different thresholds.  

 

3.6 New Heuristics 
 
In general, an Internet Service Provider (ISP) employs a single proxy server to satisfy its 

users. But, it is not rare now that the ISPs use multiple proxy servers to handle heavy 

traffic that they receive nowadays due to the tremendous increase in number of Web users 

recently. Therefore, whereas the earlier logs might have recorded a single IP address for 

multiple sessions, it is now even possible that multiple IP addresses appear in a single 

session. Previous research has partially addressed the problem of a single proxy server but 

not of multiple proxy servers. Since it is now quite possible to get multiple IP addresses in 

a single session, all the heuristics developed in the past suffer adversely in their heuristic 

estimates of user sessions. This thesis proposes three new heuristics among which the first 
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(H1) mainly supports to overcome this problem. Other two heuristics (H2 and H3) 

overcome the problems of caching and undefined referrers. They achieve this by 

strengthening the relationship between referrer and request page recorded in the server 

logs. These three new heuristics are combined with an existing heuristic h4 described in 

Section 3.4, the threshold value of which is empirically determined in this thesis. The 

three new heuristics are introduced here in detail. 

 

3.6.1 New Heuristic H1: Each different user agent for an IP address or a common 

domain of a group IP addresses represents a different user session. The group of IP 

addresses refers to multiple proxy servers. 

 

An IP address has two parts: the identifier of a particular network on the Internet (network 

address) and an identifier of the particular device within the network (local or host 

address). As some large organizations handle many devices, their networks are divided 

into several physical sub networks (for example, several different local area networks). 

Part of the local address can identify these subnets.  The IP address is usually expressed as 

four decimal numbers, each separated by period. For medium-sized network, the first two 

decimal numbers identify the network and the next two identify the device within a 

subnet. An IP address is generally converted to more human readable form of domain 

address. For example, the IP address 137.154.86.200 gives the domain address 

tl28serv.uws.edu.au. In general a suffix of the domain address (“uws.edu.au”) is used to 

represent the domain name. Conversely, a prefix of the IP address is used to represent the 

same. For example, the prefix 137.154 of the IP address 137.154.86.200 represents the 

same domain name. 

 
As explained in the previous section, it is both possible that a single IP address appears in 

multiple sessions or multiple IP addresses appear in a single session. In the former case, 

true IP addresses of different users are covered with a single proxy address. For example, 

consider Table 3.6, which shows a sample of log entries of a university Web server 

corresponding to the student accesses from a lab in the university. The IP addresses 

shown in Table 3.6 are the IP addresses of the individual machines occupied by the 

students in the lab. Thus, in this explicitly selected sample, sessions created by students 

are identifiable by IP address. Thus, there were four user sessions represented by log 

entries (1,9,10), (3), (2,4,5) and (6,7,8). 
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Table 3.6: Users Uniquely Represented by IP Address  

(the first column is for referencing purposes and would not be part of an actual log) 

 
1 

2003-06-04 10:00:02 210.49.90.176    GET /iwsd/default.htm 200 2654 HTTP/1.1 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+98) 
 http://tl28serv.uws.edu.au/iwsd/siteman.asp 

 
2 

2003-06-04 10:00:03 210.49.88.63      GET /iwsd/client.asp 200 0 HTTP/1.1 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) 
http://tl28serv.uws.edu.au/iwsd/siteman.asp 

 
3 

2003-06-04 10:00:03 137.154.69.122  GET /iwsd/main.htm 200 3467 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+5.0;+Windows+NT+5.0) 
http://tl28serv.uws.edu.au/iwsd/siteman.asp 

 
4 

2003-06-04 10:00:03 210.49.88.63     GET /iwsd/bnc.css 200 141 HTTP/1.1 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) 
http://tl28serv.uws.edu.au/iwsd/client.asp 

 
5 

2003-06-04 10:00:03 210.49.88.63      GET /iwsd/logo.jpg 200 354 HTTP/1.1 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) 
http://tl28serv.uws.edu.au/iwsd/client.asp 

 
6 

2003-06-04 10:00:04 137.154.69.217   GET /iwsd/default.htm 200 0 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+5.5;+Windows+NT+5.0) 
http://tl28serv.uws.edu.au/iwsd/siteman.asp 

 
7 

2003-06-04 10:00:04 137.154.69.217   GET /iwsd/process.htm 200 3221 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+5.5;+Windows+NT+5.0) 
http://tl28serv.uws.edu.au/iwsd/default.asp 

 
8 

2003-06-04 10:00:04 137.154.69.217   GET /iwsd/border.jpg 200 4454 HTTP/1.0 
Mozilla/4.0+(compatible;+MSIE+5.5;+Windows+NT+5.0) 
http://tl28serv.uws.edu.au/iwsd/default.asp 

 
9 

2003-06-04 10:00:06 137.154.149.176 GET /iwsd/order.htm 302 2354 HTTP/1.1 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+98) 
 http://tl28serv.uws.edu.au/iwsd/default.htm 

 
10 

2003-06-04 10:00:06 137.154.149.176 GET /iwsd/customer.htm 200 9305 HTTP/1.1 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+98)  
http://tl28serv.uws.edu.au/iwsd/order.htm 

 
Now, Suppose that the same accesses are rooted through a proxy server with IP address 

137.154.189.12. The corresponding sample of log entries will then appear as in Table 3.4 

in Section 3.5.1. This table is repeated here leaving all the fields blank except the IP 

address and user agent fields for the convenience of reader.  The only difference is that 

the proxy server hides IP address of each machine. Now, the four sessions hidden in Table 

3.6 cannot be identified by IP address alone. But, each session uses different user agent. 

As the heuristic combines IP address with user agent, it correctly differentiates all four 

sessions (1,9,10), (3), (2,4.5) and (6,7,8). In this case, the heuristic acts exactly like the 

existing heuristic h1. The novelty of H1 lies on the fact that it is robust against the ISP 

that runs multiple proxy servers to cope with heavy traffic. No existing heuristic alone or 

combined with other existing heuristics addresses this problem of multiple proxy servers. 

As Section 3.5.2 has implied, this problem had been there when Cooley proposed his four 

heuristics in 1999. 
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Table 3.4 (repeated from 3.5.1): Typical Log Entries Representing a Proxy Server 

1 - - 137.154.189.12 - - - - - Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+98) - 

2 - - 137.154.189.12 - - - - - Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) - 
3 - - 137.154.189.12 - - - - - Mozilla/4.0+(compatible;+MSIE+5.0;+Windows+NT+5.0) - 

4 - - 137.154.189.12 - - - - - Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) - 

5 - - 137.154.189.12 - - - - - Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) - 

6 - - 137.154.189.12 - - - - - Mozilla/4.0+(compatible;+MSIE+5.5;+Windows+NT+5.0) - 

7 - - 137.154.189.12 - - - - - Mozilla/4.0+(compatible;+MSIE+5.5;+Windows+NT+5.0) - 

8 - - 137.154.189.12 - - - - - Mozilla/4.0+(compatible;+MSIE+5.5;+Windows+NT+5.0) - 

9 - - 137.154.189.12 - - - - - Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+98) - 

10 - - 137.154.189.12 - - - - - Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+98) - 

 
As described in Section 3.5.2, some ISPs use multiple proxy servers and the requests of a 

single user may go through different proxy servers. Thus, the true IP address of a single 

user is hidden by the multiple IP addresses and multiple IP addresses appear in a single 

session. These IP addresses represent the IP addresses of proxy servers belonging to a 

single ISP. As ISP represents an organization and in general, IP addresses within the 

organization share a common domain. For example, consider Table 3.5 shown in Section 

3.5.2. This table is repeated here leaving all the fields blank except the IP address and user 

agent fields for the convenience of reader. All the entries shown in Table 3.5 were related 

to a single session where six different IP addresses appear. As each of these IP addresses 

shares a common domain 203.27.69 and the session uses only one user agent, the new 

heuristic introduced here correctly identifies this session too.  

 
Table 3.5 (repeated from 3.5.2): A Part of a Single Session with Multiple IP Addresses 

1 - 203.27.69.91 - - - - - Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) - 

2 - 203.27.69.92 - - - - - Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) - 
3 - 203.27.69.92 - - - - - Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) - 

4 - 203.27.69.124 - - - - - Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) - 

5 - 203.27.69.112  - - - - - Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) - 

6 - 203.27.69.92 - - - - - Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) - 

7 - 203.27.69.124 - - - - - Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) - 

8 - 203.27.69.112  - - - - - Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) - 

9 - 203.27.69.124 - - - - - Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) - 
10 - 203.27.69.124 - - - - - Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) - 

11 - 203.27.69.104 - - - - - Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) - 

12 - 203.27.69.94   - - - - - Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) - 

 
 

However, the success of this heuristic depends on the correct identification of multiple 

proxy servers. For example, a group of students in a same lab may share a common 
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domain of IP addresses of their working machines and H1 may incorrectly groups their 

sessions into a single session. Unless it is known in advance, a group of IP addresses used 

for multiple proxy servers cannot be directly identified. But, the groups of IP addresses, 

which used in a same lab and shared a common domain, can be easily found as the local 

knowledge about the internal distribution of IP addresses (subnets) is readily available. 

Therefore, this thesis in forming H1 identifies and isolates the groups of IP addresses that 

share a common domain and do not represent proxy servers, and treats their IP addresses 

without considering the domain. The isolation of local subnets from multiple proxy 

servers is implemented in Table 3.12 in Section 3.7 below. 

 
3.6.2 New Heuristic H2: Let p and q be two consecutive page requests in a session S 

identified by heuristic H1. Let also r(q) and ip(q) be the referrer and IP address of q 

respectively. The membership of q in S is confirmed if one of the following three 

conditions is satisfied. 

1. If r(q) is equal to r(p) or p , or r(q) was previously invoked within S 

2. If r(q) is undefined and q was previously invoked within S 

3. If r(q) is undefined and ip(q) does not represent a common proxy server 

Otherwise, q belongs to a new session. 
 
In support for overcoming the limitation of H1 is the fact that some sites force visitors to 

use the same browser (usually the Internet Explorer) as the functionality of the site is best 

viewed with it. The previous heuristic H1 confirms that pages requested by the same user 

are not separated into different sessions if he or she does not employ more than one 

browser (different) and operating systems when navigating in the Web. As the market for 

both browsers and computer operating systems become more consolidated, it is likely that 

multiple accesses from different users coming behind the same proxy will have the same 

user agent. For instance, users may use the same version of Microsoft Internet Explorer 

running on a Windows 2000 computer while coming through the same proxy server, thus 

generating the same IP address and user agent description in the logs. As such, H1 may 

combine sessions from different users to one single session. Heuristic H2 further checks 

each session identified by H1. 

 

As the referrer is the URL of the page the client was on before requesting the page if the 

user follows hyperlinks to reach a page in their Web navigation, each access pair of the 

referrer page and the requested page will constitute a connected traversal path during a 
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user session. That is, if none of the pages is brought from the cache, r(q) should be equal 

to p. For example, consider the sample log information of a day shown in Table 3.7. All 

of the requests shown in the table have come behind the two proxy servers with IP 

addresses 137.154.189.12 and 137.154.189.13. When H1 is applied to Table 3.7, it 

identifies two user sessions represented by log entries (1, 2, 3, 4, 7, 9, 11, 12, 13) and (5, 

6, 8, 10) as each session uses a unique combination of user agent and domain. Heuristic 

H2 identifies two sessions in the first group of log entries viz. (1, 2, 4, 9, 11, 12, 13) and 

(3,7) because the third entry, page L is not directly reachable from pages A or B and the 

seventh entry, page R is only reachable from page L.  

 
Table 3.7: Sample Log Information 

# IP address Time Method/URL/Protocol Status Referrer User Agent  

1 137.154.189.12 03:04:41 GET A.html HTTP/1.0 200 - Mozila/4.0+(IE+6.0+Win2000) 

2 137.154.189.13 03:05:34 GET B.html HTTP/1.0 200 A.html Mozila/4.0+(IE+6.0+Win2000) 

3 137.154.189.12 03:05:39 GET L.html HTTP/1.0 200 K.html Mozila/4.0+(IE+6.0+Win2000) 

4 137.154.189.13 03:06:02 GET F.html HTTP/1.0 200 B.html Mozila/4.0+(IE+6.0+Win2000) 

5 137.154.189.12 03:06:58 GET A.html HTTP/1.0 200 - Mozila/4.0+(IE+6.0+Win98) 

6 137.154.189.13 03:07:42 GET B.html HTTP/1.0 200 A.html Mozila/4.0+(IE+6.0+Win98) 

7 137.154.189.12 03:07:55 GET R.html HTTP/1.0 200 L.html Mozila/4.0+(IE+6.0+Win2000) 

8 137.154.189.12 03:09:50 GET C.html HTTP/1.0 200 A.html Mozila/4.0+(IE+6.0+Win98) 

9 137.154.189.13 03:10:02 GET O.html HTTP/1.0 200 F.html Mozila/4.0+(IE+6.0+Win2000) 

10 137.154.189.13 03:10:45 GET J.html HTTP/1.0 200 C.html Mozila/4.0+(IE+6.0+Win98) 

11 137.154.189.12 03:12:23 GET G.html HTTP/1.0 200 B.html Mozila/4.0+(IE+6.0+Win2000) 

12 137.154.189.13 05:05:22 GET A.html HTTP/1.0 200 - Mozila/4.0+(IE+6.0+Win2000) 

13 137.154.189.12 05:06:03 GET D.html HTTP/1.0 200 A.html Mozila/4.0+(IE+6.0+Win2000) 

 
 

If r(q)≠ p, the assumption is that the user probably accessed a cached page connecting 

them. These cache hits are missed in the server logs. But these missing cache hits must 

have come from the server in the past. As such Heuristic H2 does not need the requested 

page to be accessible from the page immediately accessed before it. For example, 

consider the log entries contained in the session (1, 2, 4, 9, 11, 12, 13). The referrer page 

of page G at log entry 11 is not equal to the requested page O at 9. However, G is 

accessible from page B (entry no. 4) which would be present in the cache.  It’s likely that 

the user has backtracked to the cached page B to access a G.  Thus, r(G) at 11 is equal to 

the requested page at 2 or r(F) at 4. Hence, heuristic H2 suggests that the log entry 11 still 

belongs to the same session. 
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Whether a page is reachable from another page can be easily checked by consulting a site 

topology (site structure). Consultation of the site topology presupposes the availability of 

the site’s graph in an appropriate format. Checking reachability in this way would not be 

practical as it is too expensive and not deterministic given the fact that the Web pages 

change in time. Therefore, the reachability of a page from another is determined using the 

sessions already compiled from the server logs. If r(q)≠ p, all the sessions similar to S 

(same user agent and same IP or IP domain) are searched for r(q) starting from S. If 

found, q belongs to the session where the r(q) was found or S depending on whether ip(q) 

represents common proxy server or not. A proxy server is said to be common if numerous 

overlapping requests from multiple users come behind it within a very small period of 

time. As such, H2 assumes that q should belong to the session where the r(q) was found if 

the request came behind the common proxy server. Otherwise it belongs to S irrespective 

of where the r(q) was found. The session identification algorithm given in Table 3.11 in 

Section 3.7 further illustrates these issues in checking reachability and corresponding 

actions. In Table 3.11, Line 11 shows the searching of r(q) in S and, Line 20 and Line 29   

show searching of r(q) in other similar sessions with respect to the  type of the proxy 

server. 

 

However, the checking reachability cannot be done using referrer when it is not available. 

As described in Section 3.5.4, referrer may not be available mainly because users 

sometimes do not follow the hyperlinks on the Web in the usual way they are intended to 

use in making requests to the server. The existing heuristics h2 similar to H2 assumed that 

if no referrer information is available in the log, the corresponding log entry is the 

beginning of a new session. But, this thesis has studied these adhoc behaviours of users 

and incorporated the finding into H2. As stated in the second and third condition of the 

H2, when r(q) is undefined, the heuristic assures the membership of q in the session 

depending on whether q was previously invoked or ip(q) does not represent a common 

proxy server. As users mostly deviate from following hyperlinks by typing URLs directly 

in the address location or using bookmarks from their favourite list, it is assumed that the 

request page (q) must have been requested in the past. If so, H2 assumes that q should 

belong to S. If not, it is not reasonable to assume that q should be in S when ip(q) does not 

represent a common proxy server as numerous requests from many different users 

generally coming behind it. However, if ip(q) does not represent a common proxy server, 
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H2 assumes that q should be part of S as each of the requests of S carries the same user 

agent and, the same IP or IP domain. H2, in this case, also assumes that sessions created 

by different users being behind this type of proxy do not generally overlap.   

 
3.6.3 New Heuristic H3:  Let S be a session identified by H1. All consecutive requests in 

S that are invoked within a small time interval belong to the same session. 

 
As mentioned before, user requests for one URL frequently result in multiple entries in 

the server logs independent of one another representing requests for the hyperlinked 

elements such as images, style sheets and so on. Though users have initiated them with 

100% certainty, the multiple requests so generated by a single click cannot be assigned to 

the individual user. As they are automatically downloaded due to the HTML tags, the 

time spans between these multiple entries are extremely small. In general, this time span 

is zero or one seconds.  There are other such instances where the activities of a single user 

are recorded with extremely small time gap. It is possible that the request for the same 

page is repeated with a very short time period. Such repetitions typically result from 

impatient or a mistake (clicking twice), or from a cache first requesting whether a cached 

page has changed and then, if it has changed, retrieving the new page. All these requests 

or activities are related to one single user sessions. Usually, H1 and H2 identify them into 

one single session. It was found in a few instances that H2 has identified such file requests 

into separate user sessions. For example, consider the two consecutive log entries of a 

university Web server log shown in Table 3.8. The first entry shows that the page 

“text9.css” was requested from the referrer page “products.htm”. This proves that 

“text9.css” is a hyperlink embedded in “Products.htm”. Usually, the request page follows 

the referrer page in the sever logs. But, the second entry in this particular example has 

distorted the usual convention. This inaccurate order of recording of page requests in logs 

causes severe damage to H2, successful implementation of which entirely depends on the 

fact that the request for the referrer page follows the requested page in Web server log. 

The example shown in Table 3.8 highlights only one particular instance out of few 

observed manually. But numerous such situations can be expected. For each such case, 

H2 incorrectly opens a new session. No existing heuristic resolves this type of problem. 

 

 

 



 71 

 
Table 3.8 - Recording of Inaccurate Request Ordering 

 

2003-06-07 12:47:43 210.10.185.249 GET 
/iwsd/iwsd460/assignment1/text9.css 304 1546 HTTP/1.1 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1)  
http://tl28serv.uws.edu.au/iwsd/iwsd460/assignment1/Products.htm 

2003-06-07 12:47:43 210.10.185.249 GET  
/iwsd/iwsd460/assignment1/Products.htm 200 2377 HTTP/1.1 
Mozilla/4.0+(compatible;+MSIE+6.0;+Windows+NT+5.1) 
http://tl28serv.uws.edu.au/iwsd/iwsd460/siteman.asp 

 

Therefore, the thesis introduces another heuristic to resolve the problem of this type. It 

presents H3, which considers all consecutive requests that are invoked within a small time 

interval as part of the same session. This small time interval acts as a time threshold, 

which should be reasonably small so that the overlapping requests coming from different 

users are not identified to the same session. Note that H3 is applied for the sequence of 

log entries identified by H1. As the numerous overlapping requests from many different 

users may come from the common proxy servers, the time threshold sets for the common 

proxy servers should be much smaller than that of sets for other proxy servers. 

 

3.7 Algorithm in Implementing New Heuristics  
 

The three new heuristics proposed in the previous section are combined with h4 to 

identify user sessions from the server logs. The algorithm in implementing them for 

identifying user sessions is described here. The algorithm uses server logs as inputs and 

produces sessions as outputs. These inputs and outputs are described in Table 3.9. 

 
Table 3.9: Main Data Structures Used 

structure log entry                                           structure session 
{      {   
 IP: string,     first_access: seconds, 
 date:date,     last_access: seconds, 
 time: seconds,     IP: string, 
 request: URL,     agent: string, 
 method: string,    referrer_list: array of referrers, 
 protocol: string,    page_list: array of requests, 
 status: string,    }       
 agent: string,     
 referrer: URL 
} 
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Web server log consists of sequence of log entries recordered in ascending order of date 

and time. As described in Section 3.3, server logs need to be cleaned prior to session 

identification process. Each log entry is passed through these two steps. Table 3.10 

describes this. Here, H denotes the set of sessions already identified at the time of the 

current log entry is processed. 

 
Table 3.10: Data Cleaning and Session Identification 

let H denotes set of sessions; 
let L denotes a time-ordered log entries; 
Let T denotes the threshold value of h4 
Let T1 and T2 denote two time parameter  in H3 
 

LINE: for each l ∈ L do 
     next LINE if l is irrelevant; #Data Cleaning               
                FindSession(l,H);                 #Session Identification 
           enddo; 
 

 
 
The key steps of the session identification algorithm for each relevant log entry l of the 

server log L are summarized in Table 3.11. First of all, the heuristic H1 is applied to l. Let 

S denotes the set of sessions of H that have the same IP and agent as l. They are the ones 

that l will most likely belong to. In the case of the multiple IP addresses appeared in the 

same session due to the use of multiple proxy servers, the whole session is registered with 

the IP address of the first log entry in the session. Therefore, the IP address of l, denoted 

as l.IP may be represented in the history of sessions (H) by different IP address but with 

the same domain in which case the domain of l.IP is used to find the corresponding IP 

address from H. That is, if P denotes the set of all IP addresses in H, l.IP will be checked 

against P for the actual IP of l. This is the key step in applying H1. Note that as explained 

at the end of Section 3.6.1, the groups of IP addresses that share common domains and do 

not represent proxy servers need to be isolated in implementing H1. Lines 1 to 5 of Table 

3.11 do this. Note that the key step in applying H1 is shown at Line 4 and described in 

Table 3.12. 
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Table 3.11: Session Identification 

    sub FindSession(l: log entry, H: set of sessions){  
 1      let S denotes set of sessions that have the same IP and agent as l; 
 2      let P denotes set of IP addresses in H;       
3 agent = l.agent; 

*********** ************************************************ 
Start of H1 

*********************************************************** 
4 IP = getIP(l, P); # If IP address does not already exist, check for the IP  
                                     address with the same domain as l 

 5      S = H(IP, agent); # extract all the sessions with the same IP and agent  as in l 
 6      if (S is NULL){ 

 7          create s∈S; 
 8         newSession(l,s); 
9 }else{ 

*********************************************************** 
Start of H2 

        *********************************************************** 

10          let sc∈S denotes current session; 
11          new = currentSesion(l, sc);  # check l in the current session 
12      if (new = 0){# in current session 
13             addSessions(l, sc); 
14      }else{ # not in the current session 
15    # a new user behind a proxy server or the same user accessed a cache page  
        # proxy server may be common where numerous requests behind it are  
        # expected 
16              if (IP is common proxy){   

17                  SESSION: for each s ∈ S do { # check l with all session in S 
18                                         elapse_time_s = l.time - s.last_access_time; 
19                                         next SESSION if elapse_time_s > T;                                
20                                         new = referrerInPast(l, s); # check referrer of l in s 
21                                         if ( new = 0){ 
22                                             addSessions(l, s); 
23                                             exit; 
24                                         } 
25                                         new = 1;                                          
26                                    }endfor 
27              }else{ # not a common proxy 
28                         # a cache hit is suspected.  

29                  for each s ∈ S do { 
        # check referrer of l in referrer list or request page list 

30                       if ((l.referrer ∈ s.page_list) or (l.referrer ∈ s.referrer_list)){ 
31                           addSession(l, sc); # add to current session 
32                           exit; 
32                       } 
33                  }endfor 
34              } # end of IP check 
35          } # end of check l for its session  
36          if ( new = 1 ){ l does not belong to any session 
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37             create new s∈S; 
38             newSession(l,s); 
39          } 
40  } 

 
 
 

Table 3.12: A Key Step in H1 

sub getIP(l: log entry, P: set of IP addresses){       
      unless((l.IP is common proxy server) or l.IP is common subnet)){          
              l.IP = IP address that has the same domain name as l.IP 
         } 
     } 
     return l.IP; 
} 
 

 
 
S may be null, in which case l is the first entry of new session. Otherwise, l should belong 

to one of the sessions in S. The process of assigning l to a session in S consists of two 

steps; checking the membership of l in the current session and other sessions in S. The 

current session is the one, to which the log entry previous to l was assigned. This session 

is denoted in the algorithm as sc. Line 11 describes the first step. It attempts to map l to sc 

by applying the rest of the heuristics H2, H3 and h4. Table 3.13, 3.14 and 3.15 shows this. 

Note that, as illustrated in Section 3.6.3, H3 is applied before H2 and, T1 and T2 are two 

time thresholds required for H3.  

 

The variable “new” being used throughout the algorithm is global and takes one of the 

values 0 and 1. When new=1, l will be the first entry of a new session. Otherwise, it will 

be added to a session in S. The value of “new” is initially set to 1 and the algorithm 

updates its value to 0 only when an existing session is detected for l. 

 

In Line 6 of Table 3.13, H2 is applied to l, membership of which in the current session 

depends on three conditions specified in Section 3.6.2. Table 3.15 describes the 

application of H2. The first condition, which checks whether l is reachable from 

previously visited pages, is checked at Line 3 of Table 3.15. The second condition, which 

checks whether l was previously invoked, is implemented at Line 11 of Table 3.15. The 

last condition, which deals with common proxy servers, is executed at Line 7 of Table 

3.15.  
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Table 3.13: Check in Current Session 

1 sub currentSesion(l: log entry, s: session){ 
2          new = 1;           
3          elapse_time = l.time - s.last_access_time;   
4          if  (elapse_time < T ){                          # h4 
5              new = frameLoad(elapse_time,IP);  # H3                     
6              new = referrerInCurrent(l,s);            # H2          
7          } 
8          return new;        
9 } 

 
 

Table 3.14: Grouping Requests with Small Timestamp 

1 sub frameLoad(elapse_time: seconds, IP: string){ 
2     if (IP is not a common ISP){ 
3         if (elapse_time < T1){ 
4               new = 0; 
5           } 
6     }else{ 
7           if (elapse_time < T2){ 
8               new = 0; 
9           } 
10     } 
11     return new; 
12 } 
 

 
Table 3.15: Checking referrer in Current Session 

1 sub referrerInCurrent(l: log entry, s: session){ 
2      if (l.referrer = internal referrer){ 

3          if ((l.referrer ∈ s.page_list) or (l.referrer ∈ s.referrer_list)){ 
4                new = 0; 
5           } 
6     }else{ 
7            if (IP is not a common ISP){ 
8                 new = 0; 
9            }else{ # handling empty referrers when users are behind a 
                       # common proxy 
10                  if (l.referrer = ‘-‘){ 

11                     if ( l.URL ∈ s.page_list ){ 
12                         new = 0; 
13                     } 
14                  } 
15             } 
16       } 
17       return new; 
18 } 
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If l does not belong to the current session (as checked at Line 14 of Table 3.11), it may 

belong to other sessions in S. This is the second step involved in assigning l to a session in 

S. Line 14 to 34 of Table 3.11 describe the second step and they attempt to assign the log 

entry l to these remaining sessions in S. This assignment is done depending on whether 

the l.IP represents a common ISP or not. If l.IP represents a common ISP, the heuristic H2 

is applied to each remaining session, which was not expired. Line 17 to 26 of Table 3.11 

shows this, of which Line 20 (procedure “referrerInPast”) executes H2 for each remaining 

sessions. Table 3.16 describes the implementation of H2 for remaining sessions in detail. 

The algorithm described for “referrerInPast” in Table 3.16 is similar to the algorithm 

described for “referrerInCurrent” in Table 3.15. Note that the procedure “referrerInPast” 

is applied when l.IP represents a common proxy server. The log entry l  belongs to the 

session where the value of the variable new is first updated to 0. 

 

Table 3.16: Check Other Sessions behind Proxy 

sub referrerInPast(l: log entry, s: session){ 
      if (l.referrer = internal referrer){ 

           if ((l.referrer ∈ s.page_list) or (l.referrer ∈ s.referrer_list)){ 
                new = 0; 
           } 
      }else{ 
           # definitely an access behind proxy # 
           if (l.referrer = ‘-‘){ 

               if ( l.URL ∈ s.page_list ){ 
                   new = 0; 
              } 
           } 
      } 
      return new; 
} 
 

 
When l.IP does not represent a common ISP, each remaining sessions in S is checked for 

the membership of l in sc as described at Line 29-33 of Table 3.11. Note that sc in the 

procedure addSession(l, sc) at Line 31. 

 
As described above, depending on the value of the variable new, l is assigned to a new 

session or an existing session. When new=1, l is assigned to a new session by the 

procedure “newSession” described in Table 3.17. The procedure “addSession” described 

in Table 3.18 adds l to an existing session when new=0.  
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Table 3.17: Create New Session 

sub newSession(l: log entry, s: session){ 
      s.first_access = l.time; 
      s.last_access = l.time; 
      s.IP = l.IP; 
      s.agent = l.agent; 
      add l.referrer to s.referrer_list; 
      add l.URL to s.page_list;       
      add s to S; 
      add s to H; 
} 
 

 

 

 
Table 3.18: Add to an Existing Session 

sub addSession(l: log entry, s: session){ 
      s.last_access = l.time; 
      add l.referrer to s.referrer_list; 
      add l.URL to s.page_list;       
} 

 

 

3.8 Summary 
 
This chapter dealt comprehensively with the existing heuristic methods and Web server 

log data, and assimilates their limitations and possible improvements in them.  The 

chapter then proposes new heuristics that take into consideration factors that affect the 

reliability of identifying user sessions from Web server logs. The chapter also shows that 

the new heuristics use only five key fields: IP address, date and time, request page, 

referrer page and user agent, and thus assures the user privacy issue in using the Web. It is 

generally believed that the results of the heuristic approaches are of lower accuracy than 

those of the unambiguous methods. It is, therefore, crucial to analyse and understand how 

good a particular heuristic is. The next chapter concentrates on and proposes a 

methodology for data collection and strategies for testing the proposed new heuristics. 
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Chapter 4 
 

Experimental Set up 
 

4.1 Introduction 
 
The previous chapter dealt comprehensively with the existing heuristic methods, their 

limitations and possible improvements in them, and introduced new heuristics that take 

into consideration factors that impact upon the reliability of identifying user sessions. 

Theoretically, the perfect heuristic would reconstruct all sessions by placing all activities 

of each user during each visit and only those activities into the same session. In reality, 

the heuristics are not perfect because the understanding of data is not perfect. By 

definition, the heuristics yield inexact and variable results. They attempt to associate 

requests to individuals after the interaction with Web site, based on the existing, 

incomplete records in the server logs. It is generally believed that the results of the 

heuristic approaches are of lower accuracy than those of the unambiguous methods such 

as user authentication and the activation of cookies.  It is, therefore, crucial to analyse and 

understand how good a particular heuristic is. It requires a well-defined and justified 

testing strategy. This chapter concentrates on and proposes a methodology for data 

collection and strategies for cleaning the data collected and testing the new heuristics. 

 
As described in the previous chapter, the new heuristics are developed using five key 

fields: IP address, date and time, request page, referrer page and user agent.  The Web 

server logs written in Extended Common Log Format (ECLF) provide this data. In 

validating the new heuristics, the Web server logs should be collected from different Web 

sites with different, well-understood characteristics. Most importantly, if the server logs 

also capture the user identities, then there is a form of controlled environment for the 

testing of heuristics. This well-defined controlled environment facilitates to directly 

compare the heuristics with the actual measures of user sessions established on the base of 

explicit user ids. The actual measures represent number of user sessions, average number 

of pages per session, average time duration per session and average time spent on a page 

within a session.  

 
This chapter describes three environments, one of which did record user identities 

explicitly and thus forms a controlled environment to test and validate the heuristics. The 
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other two sites had different characteristics, did not record user identities and their 

analyses provide a further but limited validation of the heuristics.  

 
The chapter is organised as follows. Section 4.2 describes the collection and the analysis 

of the data required to test the new heuristics. Section 4.3 shows the cleaning procedure 

undertook for the collected data. Procedures and parameters to conduct the test are 

described in Section 4.4. Finally, the chapter is summarized in Section 4.5.  

 

4.2 Data Collection 
 
The University of Western Sydney (UWS), where this research was conducted, is one of 

the largest educational institutions in Australia, with more than 35,000 students and 3,000 

staff across six campuses in Sydney. It employs many Web servers for teaching and 

research activities. For the purpose of this thesis, Web server logs relevant were obtained 

from three different Web servers, called ‘TL28 Server’, ‘PlatformWeb’ and ‘AeIMS’. 

TL28 server was used in a teaching lab, exclusively accessed by students, teachers and 

administrators.  All users had to log on to the server using a pre-allocated userId. 

PlatformWeb had both an ‘open’ access without any userId and a ‘closed access’ that 

required userId. The PlatformWeb logs used for analysis here came without any userId, 

for reasons of confidentiality and privacy. AeIMS server is openly accessible and does not 

record any explicit userId.  All these server logs are written in ECLF. These Web servers 

are described in more detail below. 

 
4.2.1 TL28 Server 
 
TL28 Web server is mainly used by a subset of the students of the University of Western 

Sydney (UWS), Australia. They create their own Web sites and learn scripting for both 

client-side and server-side processing. For this purpose, practicals are assigned for each 

week and two assignments, some quizzes and a mini-project are scheduled during the 16 

week-semester. Two assignments were due on May 7 and June 4. Students access the 

server from the allocated lab, other labs or from outside, using either the university dial-

up lines or some ISP. For the duration over which the logs have been analysed, the server 

ran Microsoft Internet Information Server 5.0 (IIS 5.0) on Windows 2000 advanced server 

platform. The server logs were created daily, starting at 10.00 AM and went on for the 

next 24 hours. The lab has 20 Workstations, each with a unique, hard-wired IP address. 

These machines primarily run Windows 2000 professional. Each student is given a user id 
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and required to log in to the server using it.  For outside connections, the university routes 

traffic from two proxy servers identified by IP addresses 137.154.189.12 and 

137.154.189.13. The autumn semester of 2003, viz. March-June 2003 was chosen for the 

study, as it was the latest semester when the experiments were launched. Web server logs 

from March 12th to June 30th of this semester have been used for the evaluation. 

Approximately 388 students used the TL28 server during this period. 

 
4.2.1.1 Distribution of Student Activities 
 
Figures 4.1 and Figure 4.2 show the numbers of log entries and the sizes of the logs for 

each daily log of the semester. The maximum number of entries recorded by the logs is 

273,677 and the size of the largest log file is 77.08 MB, both recorded on June 3. It is 

expected that the traffic of the server should be periodically changed as the practicals are 

scheduled weekly through out the semester. But, as shown in the Figure 4.1, the traffic is 

periodic only for the weeks 2, 3, 4, 9, 12 and 13 and more or less uniform otherwise. 

Weeks 9, 12 and 13 coincide with the assignment submission dates, May 7 and June 4. 

The first three weeks periodic traffic is ascribed by the teaching staff to the fact that the 

students at the beginning of the semester are unfamiliar with the set up and attend to the 

practical classes scheduled weekly in the lab. Once they got familiar with the procedures, 

the students were allowed to do their practicals at different times, spread uniformly over 

the weekend from home. It can also be seen that the number of hits around the time of 

submission of second assignment is too high compared to that of first. This is because the 

second assignment carried more weight and also the deadline was the last chance for 

resubmission of the first assignment for everyone including those who had not submitted 

or done well on the first assignment. 
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Figure 4.1: Total numbers of sever log entries (TL28) 
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Figure 4.2: Sizes of server logs (TL28) 

 

As depicted in Figure 4.1 and Figure 4.2, there are two interesting close correlations of the 

distribution between the “number of entries” and the “log size” values. First, the two 

figures assures the general fact that higher the access frequency larger the size of the 

accessed content. Note the scale on the axis “log size” is in MB. Second correlation, 

which is specific to TL28 server is that the size of accessed content is directly 

proportional to the frequency of accesses, i.e. the rate of change of access frequency over 

the different dates is almost equal to that of accessed content. This special characteristic 

of TL28 server lies in its setup. The whole setup of TL28 server is such that students 

create their own sites and works entirely on their own Web pages, which they do not share 
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with others. They basically check and modify their scripts written to learn how they 

process at client-side as well as server-side. Therefore, the visible deviation of the size of 

the content of accesses cannot be expected. 

  
4.2.1.2 Distribution of Server Reponses 
  
There are many possible responses to client requests. These responses were classified into 

following five categories for the testing purpose. 

 
1. Successful (200): a valid document, which the client has permission to access, was 

found on the server and returned to the client. 

2. Not Modified (304): the client, which already has a copy of the documents in its 

cache but wishes to verify that the document is up-to-date, is told that the 

document has not been modified at the server.  

3. Found (302): the requested document is known to reside in a different location 

than was specified by the URL provided by the client, so the server response with 

the new URL (but not the document). 

4. Error (4xx/5xx): either no such document exists or the client did not have 

permission to access this document or an error occurred at the server. 

5. Other: most of the log entries are classified into one of the above. Any response 

that is not classified into the above categories is placed here. 

 
Figure 4.3 provides an overall view of the response code frequencies observed in the 

server logs for the full semester. From this figure, it is clear that about 70% of the requests 

made to the server result in the client successfully obtaining the document (200 and 304). 

Cache related queries that result in Not Modified category (304) are about 15%. This 

suggests either the limited use or limited effectiveness of client or proxy level caching and 

may be used as an estimate for cache hits in later logs. However, the browser’s action to 

retrieve a page from its cache depends on how the browser preferences are set. Students 

may set their browsers to always get a new copy or replace copies of a certain age or 

always to use cache files if they are available. Whether a cached page is available depends 

on how much space the student has allocated for the cache and the size of the pages and 

graphics loaded. But, it can be assumed that students usually do not think much about 

browser setting, so browser behaviour with respect to loading from cache tend to be a 

matter of chance. The default for most of the popular browsers is the cache copy.  
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Figure 4.3: Distribution of Server Responses (TL28) 
 
 
4.2.1.3 Distribution of Document Types 
 
The document requests are analysed based on the type of the document, which can be 

identified by the suffix used in the document name (eg., .html, .gif). For this analysis, the 

document requests are classified into the following eight categories as shown in Table 4.1. 

More explanation of the file extensions are available at [FileExt 2005] 

 
Table 4.1: Classification of Documents Based on File Extensions. 

 

Document Type File Extension 

HTML “.html”, “.htm” 

Images “.gif”, “.jpg”, “.jpeg”,  “.png” 

Dynamic “.asp”, “.cgi”, “.pl”, “.perl”, “.js”, ”.java”, ”.php”, ”.exe”, ”.dll”, 
”.cpp”, ”cbl” 

Audio “.au”, “.wav”, “.snd” 

Video “.mov”, “.mp2”, “.avi”, “.mpeg”, “.mpg” 

Compressed “.z”, “.zip”, “.rar” 

Formatted “.ps”, “.pdf”, “.ppt”, “.txt”, “.rtf”, “doc”, “swf”, “.mdb”, ”.xlf” 
,”.pps”, ”.css”, ”.wpd” 

Others document that is not classified into the above categories 

 
 
The statistics on the types of documents that are successfully requested over the entire 

semester are summarized in Figure 4.4. The figure shows that the usage of HTML and 

Image documents only accounts for 29.06% of the total requests to the server, which is 

quite low compared to the common characteristic of server workloads that over 90% of 

client requests are for either HTML or Image documents [Arlitt et al. 1997]. The usage of 

dynamic document is quite significant here and it is about 68% of the total requests. The 

absence of video, etc. is due to the setup of the assignment.    

Response Code % 

Successful (200)   55.04 

Found (302)   15.31 

Error (4xx/5xx)   14.35 

Not Modified (304)   15.11 

Other     0.19 

Total 100.00 
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Figure 4.4: Distribution by Document Type (TL28) 
 
 
4.2.2 PlatformWeb 
 
PlatformWeb [PlatformWeb] is an integrated administration/teaching Web based 

information system and includes an automatic integration with the university student 

enrolment, staff, subject and courses databases. While the PlatformWeb includes online 

quizzes, discussion groups, various forms of student online assignment submission and a 

variety of messaging, its major usage falls on online Tutorial Registration for all subjects 

across the campus, Unit Timetable, Examination Timetable and Examination Results. In 

Tutorial Registration, the Web site displays all subjects allocated to a staff member. For 

these subjects, the staff member can access the online tutorial allocations, move students 

between groups and set full flags. As the tutorial registration is operated on first come 

first serve basis, the students heavily use the Web site at the beginning of each semester 

for their tutorial registration. 

 
For the period of the logs used here, PlatformWeb server ran Microsoft Internet 

Information Server 5.0 (MIIS 5.0) on Windows 2000 advanced server platform and 

maintained daily logs. It recorded its users’ accesses in the server logs in W3C Extended 

Log Format. The university routes traffic from two proxy servers identified by IP 

addresses 137.154.189.12 and 137.154.189.13, as before.  The semester started on August 

5 2002. Tutorial registrations were ‘opened’ before July 2002.  This study used logs for 

the entire month of July 2002. 

 

 

Type Requests % 

HTML 225014 11.93 

Images 322975 17.13 

Dynamic 1285582 68.19 

Audio 1 0 

Video 0 0 

Compressed 13 0 

Formatted 527 0.03 

Other 51296 2.72 

Total 1885408 100.00 
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4.2.2.1 Distribution of Activities 
 
Figure 4.5 shows the number of log entries in each daily logs in July. There were no 

special activities on the Web in July other than the tutorial registration at the beginning of 

the semester. From previous experience, higher traffic was expected in early July, as 

illustrated in the figure. The maximum traffic is recorded on July 4.  
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Figure 4.5: Total numbers of sever log entries (PlatformWeb) 

 
4.2.2.2 Distribution of Server Reponses 
 
The response code frequencies for Platform Web server is shown in Figure 4.6, which is 

referred to the early description given in Section 4.2.1.2. According to the figure, the 

clients’ successful request rate is higher than TL28 server. The PlatformWeb also shows 

the more limited effectiveness of the cache accesses. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4.6: Distribution of Server Responses (Platform Web) 
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4.2.2.3 Distribution of Document Type 
 
The document requests for Platform Web are classified into the eight categories as shown 

in Table 4.1 in Section 4.2.1.3. The statistics of types of documents for successful 

requests for PlatformWeb are shown in Figure 4.7.  Though numbers of requests are 

higher, the percentages of accesses on types of documents for PlatformWeb are very 

similar to TL28 server. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4.7: Distribution by Document Type (PlatformWeb) 
 
 
4.2.3 AeIMS 
 
Advanced enterprise Information Management Systems (AeIMS) research group at the 

University of Western Sydney (UWS) in Australia conducts research on strategic use and 

management of information in organizations in the networked information age and share 

the results in all appropriate forms through a Web site with the same name [AeIMS]. 

Unlike other two Web sites, AeIMS is frame-based, where the browser window is divided 

into multiple frames, and a click on a link on one frame loads it in a different frame.    

Usually, one of the frames acts as a menu to the Web site. AeIMS research group has 

strong links with Small and Medium Enterprises (SMEs) in the Western Sydney Region, 

which is the fastest growing economic region in Australia [AeIMS]. The actual Web 

server is setup behind a reverse proxy server. Both servers run on Apache on Linux 

platform and the reverse proxy server is connected to UWS network, which routes traffic 

from two proxy servers identified by IP addresses 137.154.189.12 and 137.154.189.13 as 

before. As the reverse proxy server is the direct interface to the users, it captures all the 
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Images 479566 18.76 
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Audio 0 0 

Video 0 0 

Compressed 13 0 

Formatted 21866 0.86 

Other 100872 3.94 

Total 2556321 100.00 
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user accesses coming to the actual server. Thus, the reverse proxy logs are examined in 

this thesis. Since the rate of access to the Web site is low, this server logs all users’ 

accesses into one single file. Server logs from October 2003 to August 2005 were selected 

for the study. The number of entries recorded in the log is 29296 and the total size is 6.5 

MB. 

 
4.2.3.1 Distribution of Server Reponses 
 
As given the general explanation in Section 4.2.1.2, the response code frequencies for 

AeIMS are shown in Figure 4.8. According to the figure, the clients’ successful request 

rate is little lower than Platform Web. The cache access rate here is little higher than other 

two sites. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4.8: Distribution of Server Responses (AeIMS) 
 
 
4.2.3.2 Distribution of Document Type 
 
The document requests for AeIMS are classified into the eight categories as shown in 

Table 4.1 in Section 4.2.1.3. The statistics of types of documents for successful requests 

for AeIMS are shown in Figure 4.9.  Unlike the other sites, AeIMS shows just five 

requests for html documents. Thus, it is not html based. The script written in Perl and 

PHP active at server side dynamically generates most of the documents.  Mainly, the site 

publishes the information about researchers and, their activities and publications.  

 

 

 

Response Code % 

Successful (200)   66.24 

Found (302)     2.28 

Error (4xx/5xx)     9.45 

Not Modified (304)   22.03 

Other     0.00 

Total 100.00 

0

10

20

30

40

50

60

70

Suc
ce

ss
fu

l

Fou
nd

E
rro

r

N
ot

 M
od

ifi
ed

O
th

er

Responce Codes

P
e

rc
e

n
ta

g
e

 (
%

)



 88 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4.9: Distribution by Document Type (AeIMS) 
 

4.3 Data Cleaning 
 
As described in Section 3.2 and Section 3.3, server logs are analysed to understand the 

data and cleaned from irrelevant data. The new heuristics are applied on the cleaned log. 

The cleaning tasks required for three Web sites are identified and the results of the 

individual cleaning tasks are given in this section. Three cleaning tasks, removing images, 

errors, robots and undefined user agents were described in Section 3.3. These tasks are 

mostly general and applied to the three Web sites.  

 

Note that as these Web sites are not image specific, all the images are removed. But, it can 

be argued that the images that constitute the document itself should not be removed since 

they are important in the session. But, as far as the session identification heuristics are 

concerned, removing of images only affects the time span between two consecutive log 

entries in the server log as this time span plays vital roll in some heuristics. The removing 

of images may increase the time span. The analysis of images of the three Web sites 

reveals that the sites contains large number of image files, size of which are not 

considerably large so that the servers had at most one second to download these images. 

In fact, most of the images were downloaded in zero seconds.  For example, all the log 

files considered under TL28 server contains 322,940 image files and the average size of 

the image files of individual daily log was in the range, 1– 4 KB. Further, the time 

thresholds used in the heuristics remove this effect of small time span increase. 
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4.3.1 TL28 Server 
 
One extra cleaning task, specific to TL28 server was identified, as the removal of entries 

related to two types of accesses.  The first one is the entries caused by the system 

administrator who had to log into the site for various administrative reasons, for example, 

to fix a server problem. The second type of access was of tutors employed to mark the 

assignments uploaded to the site by the students. Their accesses to the server are 

completely different by the purpose from that of normal users of the server. Therefore, the 

entries corresponding to the activities incurred by the tutors and system administrator are 

removed 

 
Let all the cleaning tasks applied to TL28 server be denoted as follows. 
 
T1 (robots): Removing Robots 

T2 (images): Removing Requests for Images  

T3 (tutors): Removing Accesses of the System Administrator and Tutors 

T4 (agents): Removing Undefined User Agents 

T5 (errors): Removing Errors 
 
The numbers and percentages of log entries removed are shown in Table 4.2. The order of 

the cleaning tasks performed is sequential as shown in the table. While the order of the 

cleaning tasks performed does not affect the ultimate result of the log cleaning, it directly 

affects the statistics for individual cleaning task. For example, T2 does not count the 

images accessed by robots. The reason for performing T1 first is to see the reflection of 

rest of the cleanings only on authorized users. Performing T2 next is to show the 

significance of removing of images from a server where the applications on it are not 

image specific. As the TL28 server is mainly used by the students and their applications 

on it are not image specific, performing T5 last helps to highlight the significance of the 

error rate at most relevant. 

 
Table 4.2: Data Cleaning: Individual Cleaning Task (TL28 server) 

Cleaning Tasks Removed % 

T1 (robots) 2926   0.13 

T2 (images) 462543 21.01 

T3 (tutors) 85764   3.90 

T4 (agents) 7149   0.32 
T5 (errors) 315886 14.35 
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The details of the individual cleaning tasks for each daily log of the semester will be given 

and analysed in the next chapter. Table 4.3 shows the total number of log entries before 

and after cleaning. The last column of the table shows the percentage of the log entries 

removed to the total entries before cleaning. Cleaning process resulted in removing about 

39% of log entries. 

 
Table 4.3: Data Cleaning: Total Cleaning (TL28 server) 

Before After Cleaning (%) 

2,201,304 1,327,036 39.71

 
4.3.2 PlatformWeb 
 
No extra cleaning tasks specific to PlatformWeb is identified. Only four general cleaning 

tasks are applied. Table 4.4 reports the numbers and percentages of log entries removed. 

Unlike for TL28, the cleaning tasks have been applied independent of each other. For 

example, both T1 and T2 count accesses for images. While T2 counts all the image 

accesses, T1 counts the images accessed by only robots. 

 
Table 4.4: Data Cleaning: Individual Cleaning Task (PlatformWeb) 

Cleaning Tasks Removed % 

T1 (robots) 972714   37.87 

T2 (images) 481535 18.76 
T4 (agents) 1704     0.07 

T5 (errors) 12461     0.49 

 
The details of the individual cleaning tasks for each 31 daily log will be given and 

analysed in the next chapter. Table 4.5 shows the total number of log entries before and 

after cleaning. The last column shows the percentage of the log entries removed to the 

total entries before cleaning. Note that there is an overlap among cleaning tasks. Cleaning 

process resulted in removing 55% of log entries. 

 
Table 4.5: Data Cleaning: Total Cleaning (PlatformWeb) 

Before After Cleaning (%) 

2,568,782 1,134,193 55.85

 
Cleaning process resulted in removing 55% of log entries. i.e,. only 45% of the raw server 

logs are analysed by the heuristics. 
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4.3.3 AeIMS 
 
Two extra cleaning tasks, specific to AeIMS server were identified. Unlike other two Web 

sites, AeIMS is frame based. It is observed that requests for most of the pages in AeIMS 

automatically generate requests for a Java Script (with extension .js) and Cascading Style 

Sheet (with extension .css). As the numbers of entries for these automatically generated 

pages are considerably high and users do not specifically request them, all the log entries 

with extension “.js” and “css” are removed. Let this cleaning task be denoted by 

T6(JS/CSS). The other cleaning task is related with IP addresses. Unlike the other two 

sites, AeIMS server is set up behind a reverse proxy server, logs of which are analysed. It 

is observed that the log contains requests from IP address with a format 10.x.x.x. They are 

assigned to some internal machines to hide the actual identity of them. In fact, the actual 

server hosting the site and the reverse proxy server all have IP addresses in this private 

(non routable) range internally. Thus, the log entries with private IP address are also 

removed. Let this cleaning task be denoted by T7(Private IP). Table 4.6 reports the 

numbers and percentages of log entries removed for individual cleaning tasks. Note that 

the cleaning tasks have been applied independent to each other. For example, both T1 and 

T2 count accesses for images. While T2 counts all the image accesses, T1 counts the 

images accessed by only robots. 

 
Table 4.6: Data Cleaning: Individual Cleaning Task (AeIMS) 

Cleaning Tasks Removed % 

T1 (robots) 3016   10.29 

T2 (images) 6669 22.76 

T4 (agents) 408     1.39 

T5 (errors) 2769     9.45 

T6(JS/CSS) 7695   26.27 

T7(Private IP) 83     0.28 
 
As before, Table 4.7 shows log entries before and after cleaning, and the cleaning process 

resulted in removing 64% of log entries. Note that there is an overlap among cleaning 

tasks 

 
Table 4.7: Data Cleaning: Total Cleaning (AeIMS) 

Before After Cleaning (%) 

29,296 10,382 64.56
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4.4 Testing Strategy 
 
In the previous two sections, three types of data required for the testing of new heuristics 

were collected and cleaned. In this section, the measures and hypothesis used to test the 

performance of the new heuristics and strategies required to conduct the test are 

established. 

 
4.4.1 Test Hypothesis and Performance Measures 
 
As mentioned early in this chapter, the perfect heuristic would reconstruct all sessions by 

placing all activities of each user during each visit into the same session, assigning no 

activity to the wrong session. As described in Section 3.5 in Chapter 3, several factors 

affect the heuristics methods and thus the new heuristics produce approximations of the 

“real sessions”. In such an approximation, some activities of a session may be missing 

while some others are erroneously assigned. The objective of the heuristic methods should 

be to reduce this error. Thus, the hypothesis for the test is set as the new heuristics best 

approximate the accesses from a user than all the existing heuristics. In order to test this 

hypothesis, it is necessary to quantify the performance of the heuristics with respect to the 

quality of all sessions they build. In an ideal set up, each entry of a session produced by 

the heuristics is compared with the corresponding page of the real session for exact 

matching. The real sessions can be generated using methods described in Section 2.4.  

 

Berendt et al in [Berendt et al. 2001; Berendt et al. 2002] introduced a set of measures  

that compute the extent to which real sessions are successfully reconstructed  by three 

different heuristics h2/, h3 and h4 derived based on Cooley’s heuristics. While h3 and h4 

represent the same time-based heuristics of Cooley, h2/ slightly deviates from Cooley’s 

referrer-based heuristic h2. Unlike in h2, in h2/, an attempt to resolve the problem of 

undefined referrer was made. As the authors pointed out, in a frame-based Web site, a 

page may consist of a set of frames (called “frameset”) and, upon a request for this page, 

all frames of the frameset are loaded in sequel, all of them having the same referrer. But, 

they observed that the log does not reflect this characteristic for framesets. The referrer 

pages of these framesets were found undefined. As such, h2/ identifies these framesets 

based on the time delay between two consecutive pages into the same session. The 

implementation of h2/ is more simplistic as the caching was prohibited by the site used to 

reflect the navigation behaviour of users as accurately as possible.  
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 In evaluating the performance of h2/, h3 and h4, Berendt et al generate sessions by 

different methods derived by combining each of the heuristics individually with cookie. 

These sessions are then tested with real sessions. As the Web site they considered is based 

on cookie and sessionID, the real sessions are produced by combing sessionIDs with 

cookies. The set of measures introduced by them to compare the real and constructed 

sessions are basically based on “entry” and “exit” pages of sessions. They assumed that if 

both the entry and exit pages of a real session are guessed correctly, then the 

corresponding constructed session is identical to the real one. They also used the measures 

of precision and recall to evaluate the performance of the heuristic h as defined below. 

 

Let E be the set of entry (exit) pages in the real sessions and let Eh be the set of pages 

characterized as entry (exit) pages by the heuristic h. 

 

                  precision(h) = 
h

h

E

EE∩
          ,         recall(h) = 

E

EE h∩
  

 

As in general large numbers of sessions are created by users every day on a site and an 

average user may access many pages in his/her session, this type of comparison is 

computationally very expensive. Note that one user request generates multiple requests. 

 

Huang et al in [Huang et al. 2004] discovered interesting association rules from pre-

segmented Web log data and used them to evaluate their heuristic method. As described at 

the end of Section 3.4 in Chapter 3, their method is based on the assumption that a user’s 

next step depends only on his/her previous accesses and a significant decrease of the 

probability of a page sequence indicates a clear signal of a session boundary. The 

evaluation was conducted by comparing the percentage of interesting rules in the top 

ranked rules, which were decided by the domain experts.  This thesis does not test this 

heuristic but notes here that the similar concept is implemented in h2, which is tested.  

 
Robert Cooley in [Cooley 2000] used number of sessions to quantify the performance of 

the heuristics that he proposed. He compared numbers of real sessions produced by 

session ID with numbers of sessions produced by his heuristic method, which employ h1, 



 94 

h2 and h4. But, the numbers of sessions alone do not say much about the quality of the 

sessions produced.  

 
The thesis extends the criterion proposed by Cooley by proposing three more measures. 

The four measures that also can be used to quantify the performance of the new heuristics 

are as follows.  

 
1. Number of Sessions 

2. Average Session Length by Pages 

3. Average Time Spent on a Page 

4. Average Session Length by Time 

 
Number of Sessions means number of sessions created by users on the Web site. Let it be 

denoted by NS. While this measure can be used to evaluate the heuristics by comparing it 

between constructed sessions using heuristic methods and actuals, it may not sufficiently 

reflect the contents of the sessions.    

 
Average Session Length by Pages means average number of pages accessed by users in 

one session. Suppose that users create N sessions, say S1,S2,……,SN on a Web site on a 

given day and access n1,n2,………,nN pages in these sessions respectively. i.e., number of 

pages in session Si is ni. Let Average Session Length by Pages be denoted by ASLP. It is 

defined as follows. 
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Average Time Spent on a Page is the average time that the users spent on one page. Now 

suppose that the times spent on pages in Si are ti,j where j=1,2,…,ni. Let Average 

Time spent on a Page be denoted by ATP, which is defined as follows. 
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Average Session Length by Time refers to the average time that the users spent on the site 

in one session, which is denoted by ASLT and defined as follows. 
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The first measure NS alone is not very specific since the number of constructed sessions 

may equal the number of real sessions without the reliable session contents. However, 

other three measures, ASLP, ATP and ASLP deals with the characteristics of individual 

sessions. As these three measures represent the attributes of sessions, it is assumed that a 

set of heuristics, which makes a good approximation of the four measures of the real 

sessions best approximate the accesses from a user. Therefore, all four measures together 

are equally used to evaluate the heuristics. In this set up, the values produced for these 

measures by the heuristics are compared with the actuals, which can be produced by 

methods described in Section 2.4 in Chapter 2. These methods require unique 

identification of user sessions. Therefore, this comparison necessitates the need of a well-

defined control environment where users are independently identified and associated with 

specific log entries. As only the TL28 server provides user identities to form a well-

defined controlled environment, the performance of the new heuristics is fully tested for 

it. For other two Web sites, the similar comparison is given with limited validation of the 

heuristics. Note that the two time thresholds suggested for H3 in Section 3.6.3 have been 

compiled into 3 and 6 seconds for all three Web sites after the several manual tests for 

some known cases. 

 
4.4.2 Testing Strategy for TL28 Server 

 

The performance of the new heuristics here is evaluated in two settings. In the first 

setting, the set of performance measures introduced in the previous section, produced by 

the new heuristics is compared with that of the actual measures. As described in the 

previous section, the required well-defined control environment may be built using userId 

recorded in the server logs, as required by TL28 server. The userId uniquely identifies 

every user. As the students may log into the server several times in the same day and work 

on their practicals for long time, the students create multiple sessions with the same 



 96 

userId. These sessions must be separated for well-defined control environment. These 

multiple sessions may be correctly identified by using session IDs described in Section 

2.4. But, TL28 server is not so configured. Therefore, one of the two time-based 

heuristics, h3 and h4 described in Section 3.4 is employed. As the time threshold value of 

h4 is empirically determined for TL28 server, it is assumed that the combination of userId 

and h4 best approximate the control environment required for the testing. The 

determination of this threshold for TL28 server will be described in next section below. 

The main purpose of this setup is to form a best reference model to test all the heuristics 

including the new. Therefore, the method, which uses userId and h4 to accurately identify 

the sessions could be called the exact method as it exactly identifies the user and 

determines his/her session boundaries using the empirically tested threshold parameter. 

Let this method be denoted by M1. Note that, as explained in Chapter 2 (see Section 

2.2.3.2 and 2.4.2), cookies are used with unique global user identifiers associated with the 

users’ browser and automatically sent with all user requests. Therefore, the use of cookies 

is equivalent to the use of userId here as long as the same browser is being used without 

disabling the cookies. As TL28 server does not use cookies, no data related to cookies is 

available. Hence, userId is used in M1.  Let all the proposed heuristics combined and 

applied together be denoted by M2. 

In the second setting, the new heuristics are compared with existing heuristics similarly. 

As explained in Section 3.4, the researchers have used different combinations of h1, h2, 

h3 and h4 to identify user sessions. Though, it was not explicitly defined in Section 3.4, 

let the heuristic that identify the user session by IP address alone be denoted by h0 as it 

can also be a possible alternative to the existing heuristics. A set of methods that use most 

suitable combinations of existing heuristics including h0 is formulated for the comparison 

here. As illustrated in detail in Section 3.4, neither h0(IP) nor h1(IP+agent) uniquely 

identifies the users. As far as the nature of the three heuristics, h2, h3 and h4 are 

concerned, h2 focuses on navigational behaviour of users on the Web and, h3 and h4 

focus on the time spent on a page or session. Therefore, h0 or h1 needs to be combined 

with h2, h3, h4 or an appropriate combination of them in identifying user sessions. As 

such, in formulating the set of methods that use most suitable combinations of heuristics 

for the comparison, either h2, h3, h4 or an appropriate combination of them is used to 

splitting the sequences of accesses from h0 or h1 into sessions. These methods are shown 

in Table 4.8 with the heuristics associated. The base heuristics h0, h1, h2, h3 and h4 
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shown in the table were described in Section 3.4. These five basic heuristics are restated 

in Table 4.9 for reader’s convenience. The threshold parameter of h4 is set to the 

empirical value of 15 minutes, which is empirically determined in next section. As 

described in Section 3.5.6 in Chapter 3, a common threshold value of 30 minutes is set to 

h3. Note that combining h2 with h3 or h4 in splitting the sequence of requests identified 

by h1 is considered in M11 and M12 respectively. But, it is not considered in splitting the 

sequence of requests identified by h0. As the considerations of individual heuristics h2, h3 

and h4 in splitting the sequence of requests identified by h1 or h2 are identified, the 

different effects of these individual heuristics on h0 and h1 in constructing user sessions 

can be understood. Therefore, it is sufficient to understand the effect of the combinations 

(h2, h3) and (h2, h4) on h1 to conclude the same on h0. 

  
Table 4.8: The Existing Heuristics Methods (referred to Section 3.4) 

Methods Heuristic References 

M3 h0  

M4 h0, h2  

M5 h0, h3  

M6 h0, h4 [Baraglia et al. 2002; Joshi et al. 2000; Joshi et al. 1999; 
Schechter et al. 1998] 

M7 h1  

M8 h1, h2  
M9 h1, h3 [Berendt et al. 2000; Yao et al. 2000] 

M10 h1, h4 [Yao et al. 2000] 

M11 h1, h2, h3 [Cooley 2000] 

M12 h1, h2, h4 [Pirolli et al. 1996; Wu et al. 1998] 

 
Table 4.9: The Base Heuristics 

Heuristics Description 

h0 each IP address represents  a different user session 

h1 each different user agent for an IP address represents a different user sessions 

h2 if a Web page is requested and this page is not reachable from previously 
visited pages, then the request should be attributed to a different session 

h3 the duration of a session must not exceed a pre-specified time threshold 

h4 if the time spent on a page exceeds a certain time threshold, it is assumed that 
a user is starting a new session 

 

As the extra measures of average number of pages, session duration and time spent on a 

page are used in this set up as a substitute for 100% check as would be done in the ideal 

situation, analysing the significance of differences of performance measures produced by 
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different methods does the comparison in two settings. The significance of difference 

analysis is done using Chi-square test, which will be explained in Section 4.4.4.   

 

Note that the same procedure can be carried out for the cookie-based Web sites by using 

the cookies instead of userId. Similar to the use of userId, cookie identifies the user and 

has no means of recognizing the end of a visit and the beginning of the next. As described 

in Section 2.4.1, Session IDs can be used to identify the boundaries of the different 

sessions of the same user. But, in general, Web sites do not employ session ID 

technology. With the absence of session IDs, the most suitable alternative for the purpose 

is to use the same heuristic h4 with a suitable time threshold empirically determined for 

the Web site concerned. The same result that will be given for the two setting established 

above, should be given here as long as the users do not use different machines during 

overlapping time intervals.  

 
4.4.3 A Strategy for Time Threshold 
 
As formulated in the previous section, M1 is assumed to accurately identify user sessions 

from server logs. It first accurately identifies the sequences of accesses by users based on 

their user id and then splits these sequences using h4, accuracy of which entirely depend 

on the suitability of the threshold value used there. Without prejudging the average 

session durations, threshold values of 5, 10, 15, 20, 25 and 30 minutes were used to 

separately construct user sessions using M1. The reasoning behind this approach is that 

smaller than the average threshold values will inflate the number of sessions identified 

and this number will decrease as the threshold value approaches the ‘correct’ average.  

Past this ‘correct’ average value, multiple sessions of the same user may be conflated 

further reducing the total number of sessions identified.  However, intuitively it seemed 

that this conflation would be on a much smaller scale and the curve of numbers of 

sessions against the threshold values will flatten out. The decrements may be significant 

at some threshold values and not significant at other values. The minimum time threshold 

after which the decrements remain as not significant as the thresholds increases is selected 

as the best approximation for the Web site. This value is shown to be 15 minutes in next 

chapter. The significance test proposed here is implemented using Chi-square test, which 

is briefly explained in the following section. 
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4.4.4 Significance Test 
 

The significance tests use Chi-square (χ2) test. The χ2 test is one of the simplest and most 

widely used inference procedures in statistical work. A χ2 test is used here to investigate 

the significance of the differences between distributions based on the samples spread over 

m classes, which refer to the number of daily logs under inspection. These samples are 

produced as a result of producing performance measures introduced in Section 4.4.1 by 

different methods mainly introduced in Section 4.4.2. Two methods are tested at a time 

for their significant difference.  

 

The quantity χ
2 describes the magnitude of discrepancy between the Control and Test 

method. It is defined as: 

     
( )

∑
−

=
E

EO
2

2χ  

Where O refers to the observed frequencies and E refers to the expected frequencies. 

 
In order to test whether or not the two distributions where the two samples belong are 

same, the null and alternative hypothesises are taken as follows: 

 
H0: two samples are from same distribution 

H1: two samples are not from same distribution.  

 

The calculated value of χ2 is compared with the table value for given degree of freedom 

(d.f) at a certain specified level of significance (generally 5% level is selected). Degree of 

freedom is the number of classes to which the values can be assigned arbitrarily and it is 

given by: 

 
 d.f. = (number of rows – 1) x (number of columns – 1) 

                  = (m – 1) x (2 – 1) 

                  = m-1 

 

If the calculated value of χ2 or p-value is less than the table value at a certain level of 

significance, the results of the test provide no evidence for doubting the hypothesis or, in 

other words, the hypothesis that two samples are from same distribution holds good. On 

the other hand, if the calculated value of χ2 or p-value is more than the table value at a 
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certain level of significance, the results of the test do not support the hypothesis or, in 

other words, two samples are not from same distribution.  

 
4.4.5 Testing Strategy for Platform Web and AeIMS 
 
Unlike for TL28 server, the performance testing for Platform and AeIMS Web sites is 

limited, as they do not support well-defined controlled environment to compare the 

heuristics with the actual. Therefore, as described in the second setting in the previous 

section, the performance measures are produced using M2 to M12 and compared among 

themselves. As the threshold parameters of h3 and h4 cannot be empirically determined 

for these Web sites, they are set externally. As described in Section 3.5.6 in Chapter 3, a 

common threshold value of 30 minutes is set to h3. As stated in Section 4.4.3, the 

threshold value of h4 for TL28 server will be empirically determined to 15 minutes in 

next chapter. Compared to the TL28 server, users of these two Web sites are more general 

and, involve both staff and students, and have wider range of shared resources to access. 

Generally, they engage in more reading than TL28 server. Therefore, with the absence of 

well-defined controlled environment, the threshold value of h4 for these two Web sites is 

set to higher value of 20 minutes. 

 

 as a well-defined controlled environment to empirically determine it is not available. 

Note that the threshold value of h4 should be an upper bound of the time user makes 

his/her next request and it will be empirically determined to 15 minutes in next chapter. 

 

4.5 Summary 
 
This chapter mainly concentrate on testing the new heuristics proposed in the previous 

chapter. It presented a methodology for data collection for the test and strategies for data 

cleaning and testing the heuristics. Ideally, the heuristics should be tested in a controlled 

environment where users are independently identified and associated with specific log 

entries. The efficacy of the heuristics testing, and their limitations, would then be clearly 

established for that environment.  For the other environments where the unique 

identification of users is not possible, the heuristics have to be tested among themselves. 

Though this type of testing does not support to assess the efficacy of the heuristics, it may 

help to highlight the limitations that the different heuristics have. The underlying motif 

here is that a single set of heuristics is unlikely to be equally effective under all 
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circumstances, which implies that heuristics may have to be tweaked to suit various 

environments and various requirements of the log analysis. The chapter described three 

Web sites where a control environment is only possible for one. In the next chapter, the 

testing is conducted for these Web sites according to the strategies set and the results 

produced are analysed against the heuristic set as the new heuristics best approximate the 

accesses from a user in the statistical sense.  
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Chapter 5 
 

Analysis of Experimental Results and Discussions 
 

5.1 Introduction 
 
Chapter 3 described a theoretical framework to track user sessions through heuristics and 

Chapter 4 explained the experimental set-up to collect data and a strategy to measure the 

accuracy of the new heuristics. Building further on this foundation, this chapter now 

investigates the impact of the new heuristics and reports their relative performance on the 

identification of user sessions from Web server logs. As far as the nature of the heuristics 

methods is concerned, the accuracy of the results of heuristic approaches cannot be 

expected to be perfect. By default, heuristic approach carries some level of uncertainty. 

This uncertainty is caused by the incompleteness of and ambiguity contained in the server 

logs in tracking user sessions. They are incomplete due to the presence of cache hits, 

proxy servers and stateless nature of HTTP protocol. They are ambiguous as they are 

designed to simply record the access of each server resource. Therefore, the objective of 

the heuristic methods should be to reduce the uncertainty to a level so that the results can 

be used with more confidence to understand the Web users. In this chapter, the level of 

uncertainty is accessed based on the four performance measures introduced in the 

previous chapter. The investigation planned to carry out in this chapter is limited to three 

Web sites, one of which did record user identities explicitly and thus forms a well-defined 

controlled environment for the investigation. For other two sites, the investigation is 

carried out only among the heuristics themselves. 

 
This chapter is organized as follows. As only TL28 server provides a well-defined control 

environment, a comprehensive investigation is carried out to it in Section 5.2. A limited 

investigation in justifying the suitability of the new heuristics for Platform Web and 

AeIMS is given in Section 5.3. Section 5.4 summarizes the analysis of heuristics on three 

Web sites. How the new heuristic could lead to better Web mining result is addressed in 

Section 5.5.  Finally, the chapter is summarized in Section 5.6.  
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5.2 TL28 Server 
 
5.2.1 Data Cleaning 
 
Five cleaning tasks were identified and employed over 109 daily logs to clean TL28 

server logs in Section 4.3.1 in the previous chapter. The results for individual cleaning 

tasks were shown in Table 4.2 in the same section. 

 
The details of the individual cleaning tasks for each daily log of the semester are shown in 

Figures 5.1 to 5.5.  Figure 5.1 and 5.2 shows the distribution of requests for images and 

server responses for errors respectively. The distributions of these two graphs are 

consistent with that of Figure 4.1and Figure 4.2 in Chapter 4, which shows the 

distribution of total requests. Note that the maximum number of entries and periodic 

changes of these figures falls on same times. As the total requests increase, the requests 

for images and errors increase. That is, every request seems to generate requests for 

images and students often experience some errors. Note that these errors may be from 

students or servers.   
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Figure 5.1: Numbers of log entries removed - T2 (images) 
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Figure 5.2: Numbers of log entries removed - T5 (errors) 

 
Figure 5.3 shows the removal of robot accesses. The robot accesses are very much less 

compared to image accesses and error responses. In fact, it is the lowest among all the 

accesses under consideration here. This is because the site needs to be authenticated and 

the robots are usually not allowed to surf the authenticated sites. Most of them must have 

failed in their first access to “robot.txt”. Note that cleaning tasks are performed in 

sequential and error accesses are removed last.  

 

As in Figure 5.1 and Figure 5.2, it can be seen that there are similar peaks during the 

periods of assignment submissions for Figure 5.3. The reason for this is that 

“w3c_validator” and “w3c_checklinks” are classified as robots. These are the utility 

programmes that are designed to check the validity of a hyperlink. Many link checkers 

send a special type of request message to determine the validity of a hyperlink. It seems 

that most students have deliberately invited these link checkers during the assignment 

submission periods to verify their Web pages for any broken links.  

 



 105 

0

50

100

150

200

250

300

350

3
/1

2

3
/1

8

3
/2

4

3
/3

0

4
/0

5

4
/1

1

4
/1

7

4
/2

3

4
/2

9

5
/0

5

5
/1

1

5
/1

7

5
/2

3

5
/2

9

6
/0

6

6
/1

2

6
/1

8

6
/2

4

6
/3

0

Logs

N
o

 o
f 

E
n

tr
ie

s
 r

e
m

o
v
e
d

 
Figure 5.3: Numbers of log entries removed - T1 (robots) 

 
Figure 5.4 shows the number of accesses from System Administrator or Tutors. There is 

almost no access from Administrator or Tutors in the first few weeks of the semester. 

Tutors mostly log into the server when students have uploaded their works. Usually, 

students are assigned works that need to be uploaded after enough materials of the subject 

are covered. As the server is not deeply used in first few weeks, there may not be any 

accesses from System Administrator. 
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Figure 5.4: Numbers of log entries removed - T3 (tutors) 

 
Figure 5.5 shows the number of requests where the user agents were not defined. Usually, 

this field should not be empty as it identifies the users’ browser. But, it is possible that for 

privacy reason some manufacturers of Internet browser software can withhold their 



 106 

identities in which case the user agent string is left undefined. Usually, this type of 

browsers is not commonly used. Users, university students specially, use well known 

standard browsers such as Internet Explorer. Note that the numbers of entries removed 

here are very low compared to the other removals. Though some cases of use of unknown 

browsers are recorded in the first two months of the course, it seems that almost all have 

used standard browsers whose identities are disclosed in the user agent string, after that. 
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Figure 5.5: Numbers of log entries removed - T4 (agents) 

 
As described in Chapter 4, cleaning process resulted in removing 39% of log entries, i.e., 

it reduces size of log files and number of log entries by considerable amount, which 

makes the analysis of large log files easier with less storage.  The new heuristics are 

applied on the cleaned logs. 

 
5.2.2 Time Threshold for h4 
 
The heuristic h4 is a part of the new heuristic. It assumes a limit to the time spent by a 

user for browsing a page and if there were a long elapsing time between two visited 

pages, treats the latter page as belonging to another session. To estimate a ‘good’ value 

for the average session boundary, i.e. h4, as described in Section 4.4.3, the logs are 

analysed using M1 with 5 minutes steps thresholds for interval between 5 and 30 minutes. 

As described in Section 4.4.2, M1 is based on user ids and hence regarded as the exact 

method to identify user sessions subject to a ‘proper’ value of h4. Let M1(t) denotes the 

exact method with time threshold t. As explained previously, if the ‘true’ average session 

duration is ‘x’ minutes, any value below it would exaggerate the number of sessions and 
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values above it would under-estimate them. Table 5.1 shows the statistics for sessions 

produced over 109 daily logs by M1 for different thresholds. The first row shows the total 

number of sessions produced for 109 logs and the next row shows the average number of 

sessions produced for one daily log. 

 
Table 5.1:  Sessions Statistics for Different Thresholds 

Item M1(5) M1(10) M1(15) M1(20) M1(25) M1(30) 

Total 36699 24036 19694 17497 16153 15259 

Average 337 221 181 161 148 140 

 
According to the table, as predicted above, numbers of sessions decreases as the threshold 

value increases and the rate of decrement decreases. This behaviour is visually illustrated 

in Figure 5.6 and 5.7 for a part of logs. The curves in these figures represent the rate of 

change of numbers of sessions produced by M1 as the time threshold values increases. 

The part of log is selected as to represent the activities of the most of the users. As shown 

in Figure 4.1 in Chapter 4, TL28 server shows two peak periods at two assignment 

submissions on May 7 and June 4. Thus, all the daily logs on the week where the two 

assignment submissions fall on are selected. The two weekends are excluded. 
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Figure 5.6: The Trend for the Assignment 1 Peak Period 
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Figure 5.7: The Trend for the Assignment 2 Peak Period 

 
 

The graphs show a high rate of decrement from 5 minutes to 10 minutes. This implies that 

most of the users spend more than 5 minutes studying the contents. Therefore, 5 minutes 

limit will inflate the number of sessions identified. Hence, the ‘correct’ threshold is more 

than 5 minutes. The numbers of sessions should decrease as the threshold value 

approaches the ‘correct’ value, after which the curves should flatten out. But, the above 

graphs do not clearly show this ‘correct’ threshold value. The curves continuously 

decrease. But, the decrement is on much smaller scale. Therefore, as described in Section 

4.4.4, the significance of changes of the decrements is statistically analysed using Chi-

square test. The null and alternative hypotheses required by the test are given as follows. 

 
H0: two samples are from same distribution 

H1: two samples are not from same distribution. 

 
The sample represents the numbers of sessions produced by M1(t) where t is a threshold 

value. Table 5.2 shows the results for each pair of samples for different values of t. i.e., 

the significance tests for numbers of sessions produced by pairs of methods M1(05) and 

M1(10), M1(05) and M1(15) and so on. Note that if the test for M1(t1) and M1(t2) where 

t1>t2 is significant, the test for M1(t1) and M1(t) for all t > t2 is also significant. Thus, 

Table 5.2 shows eight tests. 
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Table 5.2: The Significant Test for Different Thresholds 

Method1 Method2 d.f Observed χ2 values p-value Significance at 5% 

M1(05) M1(10) 108 241.72 <0.001 significant 

M1(10) M1(15) 108 67.86 0.999 insignificant 

M1(10) M1(20) 108 165.38 <0.001 significant 

M1(15) M1(20) 108 27.70 1.00 insignificant 

M1(15) M1(25) 108 61.92 1.00 insignificant 

M1(15) M1(30) 108 94.72 0.815 insignificant 

M1(20) M1(25) 108 10.66 1.00 insignificant 

M1(20) M1(30) 108 26.47 1.00 insignificant 
   

As described in Section 4.4.4, each row of the above table shows the calculated χ2 value 

and the p-value for pair of samples considered, and the significance difference of them at 

5%. According to the table, it can be seen that numbers of sessions produced by M1(05) 

and M1(10) are significantly different, which was visually illustrated in Figure 5.6 and 5.7 

above and observed that 5 minutes threshold may not be a good choice. The significance 

test applied for M1(05) and M1(10) confirms it in statistical term, i.e., the hypothesis that 

the two samples obtained for t=5 and t=10 are not from the same distribution. In other 

words, the distribution of numbers of sessions with t=10 is significantly different to that 

of with t=5. It also can be seen that numbers of sessions produced by M1(10) and M1(15) 

are not significantly different but M1(10) and M1(20) are. i.e., as the threshold values 

increase from 10 minutes onwards, the decrement of number of sessions is not constantly 

insignificant. Hence, 10 minutes threshold is also not a good choice. But, as the threshold 

values increase from 15 minutes onwards, the decrement of number of sessions is 

constantly insignificant. i.e., the curves of numbers of sessions shown in Figure 5.6 and 

5.7 above can be considered as flatten out from 15 minutes onwards, which implies that 

most of the users’ do not continue their sessions after 15 minutes. Therefore, it is 

concluded that 15 minutes threshold value is most appropriate for the time threshold of 

h4.  

 
5.2.3 Performance Measures and Analysis of New Heuristics 
 
The hypothesis for the testing of the performance of the new heuristics was set in Section 

4.4.1 in the previous chapter as they best approximate the accesses from a user. In order to 

test this hypothesis, four performance measures were introduced and defined in the same 



 110 

section to quantify the performance of the new heuristics with respect to the quality of all 

sessions they build. They are restated here for reader’s convenience. 

 
5. Number of Sessions (NS) 

6. Average Session Length by Pages (ASLP) 

7. Average Session Length by Time (ASLT) 

8. Average Time spent on a Page (ATP) 

 
As described in Section 4.4.2, the test is carried out in two settings. In the first setting, the 

measures calculated for sessions produced by new heuristics M2 are compared with the 

same produced by the exact method M1. In the second setting, the measures calculated for 

sessions produced by the existing heuristics M3 to M12 are compared with M2. All these 

methods were formally introduced in Section 4.4.2 and are restated Table 5.3 and 5.4 for 

reader’s convenience. 

 
Table 5.3: The Existing Heuristic Methods (referred to Section 3.4) 

Methods Heuristic 

M3 h0 

M4 h0, h2 

M5 h0, h3 

M6 h0, h4 
M7 h1 

M8 h1, h2 

M9 h1, h3 

M10 h1, h4 

M11 h1, h2, h3 

M12 h1, h2, h4 

 
 
 

Table 5.4:  The Base Heuristics 

Heuristics Description 

h0 each IP address represents  a different user session 

h1 each different user agent for an IP address represents a different user sessions 

h2 if a Web page is requested and this page is not reachable from previously 
visited pages, then the request should be attributed to a different session 

h3 the duration of a session must not exceed a pre-specified time threshold 

h4 if the time spent on a page exceeds a certain time threshold, it is assumed that 
a user is starting a new session 

 
The above heuristic methods were implemented in perl. The algorithm of the session 

identification process by new heuristics (M2) was described in Section 3.7.  In the 
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following sections, the results and analysis of four measures calculated for sessions 

produced by M1 to M12 are presented. 

5.2.3.1 Number of Sessions (NS) 
 
The numbers of sessions were calculated for sessions produced over 109 daily logs of 

TL28 server by methods M1 to M12 and, Table 5.5 summarised the results for M1 to 

M12 respectively. The detail results are available in Appendix A. While the first row of 

the table shows total number of sessions produced for 109 logs, the other row shows the 

average number of sessions produced for one log. 

 
Table 5.5: Statistics for Number of Sessions by M1 – M12 

Item M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12 
Total. 19,694 21,483 11,705 109,005 30,052 21,577 12,756 109,276 31,083 22,592 122,617 116,451 

Ave. 180.68 197.09 107.39 1,000.05 275.71 197.95 117.03 1,002.53 285.17 207.27 1,124.93 1,068.36 

 

M1 represents the exact method and has reported 19,694 real sessions. All the other 

heuristics are tested on it in this section. According to Table 5.5, two heuristics, M3 and 

M7 have substantially underestimated M1 and four heuristics M4, M8, M11 and M12 

have grossly overestimated M1 by a large factor. Other heuristics, M2, M5, M6, M9 and 

M10 are closer to M1. They are analysed below. 

As formulated in Section 4.4.2, M3 uses only the IP address (h0) and M7 uses user agent 

with IP address (h1). As described in Section 3.4, they combine the different sessions 

created behind a proxy server. While M3 combines all the sessions created behind the 

same proxy server, M7 combines only the sessions created behind the same proxy server 

that have same user agent. Table 5.5 confirms this with higher number of sessions for M7 

than for M3. According to Table 5.5, the method M3 has underestimated M1 by 41% and 

M7 has underestimated M1 by 35%.  Note that M3 and M7 may combine the sessions 

behind the proxy server irrespective of when they are created. i.e., multiple sessions 

created at any two different times within the same day are combined to a single session if 

they are created from the same machine. This is very likely to TL28 server as students 

may continue their practical works from the same machine at different times while 

attending to other classes. Therefore, it is recommended that h0 or h1 should not be 

employed alone to identify user sessions. 

 
Unlike M3 and M7 where only one heuristic is used, all the other methods use multiple 

heuristics. While M2 uses the proposed heuristics, other methods use h2, h3 or h4 in 
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addition to heuristics employed in M3 and M7. As described in Section 3.4 and 3.6, they 

address the problem of proxy server. i.e., they separate the sessions combined by M3 and 

M7. While h3 and h4 separate these sessions based on the time spent on the page or 

session, h2 does the same based on the relationship between the referrer and request 

pages. Thus, all these three heuristics have a characteristic of splitting the sessions 

identified by M3 and M7. As heuristics are affected by more factors other than proxy 

servers described in Section 3.5 such as caching, undefined referrer and time thresholds, 

they may even split some real sessions, i.e., they may overestimate number of real 

sessions. Table 5.5 confirms this.  

 
Among the methods, which overestimate M1, the methods M4, M8, M11 and M12 

employ h2. As described in Section 3.4, h2 is based on the relationship between the 

referrer and request pages. As described in Section 3.5, this relationship between the 

referrer and request pages is broken for undefined referrers in the server log. Thus, h2 

identifies a new session for each undefined referrer. It is observed that there were 99,806 

entries with undefined referrers among the total of 1,508,331 in all 109 daily logs after 

cleaning. This is averagely 915 among 13,837 for one daily log, i.e., about 7% of the 

cleaned log is with undefined referrers. Therefore, it is expected that the heuristic methods 

M4, M8, M11 and M12 should overestimate real sessions by a large factor. In fact, Table 

5.5 shows that they overestimate M1 by a factor of more than five (500%). Note that 

similar to M3 and M7, the methods M4 and M8 do not employ any time restriction for 

their session identification process. Therefore, it is expected that M4 and M8 may still 

combine different sessions than M11 and M12, i.e., M4 and M8 may combine accesses 

from different users made at any two different times within the same day if they look for 

the same set of pages. This is also possible for TL28 server as students usually continue 

their practicals from the same machine at different times while attending to other classes. 

The Table 5.5 also confirms this behaviour. According to Table 5.5, M4 and M8 

overestimate M1 less than M11 and M12. Hence, M4 and M8 show large number of short 

sessions. Note that, though this type of situation is rare within a short period of time as 

imposed in h3 or h4, it is not rare for long period of time. Therefore, it is recommended 

that the use of h2 for sites with many undefined referrers is not appropriate and the use of 

time based heuristic h3 or h4 is essential. 
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Among the methods, which overestimate M1, the methods M2, M5, M6, M9 and M10 do 

not employ h2. They employ h3 or h4. Therefore, it is expected that they do not 

overestimate M1 by large factor. In fact, Table 5.5 shows that they overestimate M1 by 

9% to 58%, which confirms that the use of h3 or h4 instead of h2 makes considerable 

improvements. Note that while M5 employs h0 and h3, M9 employs h1 and h3. The only 

difference between M5 and M9 is the use of ho or h1. As observed earlier in M3 and M7, 

M5 should combine more different sessions created behind proxy server than M9. For the 

same reason, M6 also should combine more sessions than M10. The values for M5, M6, 

M9 and M10 in Table 5.5 confirm this, i.e., the overestimates of M5 and M6 than M1 is 

less than that of M9 and M10 respectively. 

 
It is observed that among the heuristic methods, which employ h3 or h4, the methods M2, 

M6 and M10 employ h4 and, other method M5 and M10 employ h3. As only the 

threshold value of h4 is empirically determined for TL28 server, it is expected that M6 

and M10 overestimate M1 less than M5 and M9 do respectively. Table 5.5 confirms this. 

Note that M2 also shows the similar performance as M6 and M10 but it employs new 

heuristics completely different to them except for h4. It is also observed that among all the 

heuristics tested here, M2, M6 and M10 are more close to actual values. In fact, they are 

within the range of 9% – 15% deviating from M1.   

 
As the average numbers of sessions over all 109 logs produced by M2, M6 and M10 are 

close to M1 than the other methods, it is worth to compare the averages over each log.   

Figure 5.8 (a), (b) and (c) compare the deviations of these three methods in number of 

sessions from M1 in detail for all 109 daily logs. Each log is shown in the figure as 

month/day, i.e., log 3/12 means March 12. 
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(c) 

Figure 5.8: Comparison of M2, M6 and M10 with M1: (a) M1 and M2, (b) M1 and M6, 
(c) M1 and M10 

 

According to Figure 5.8, M2, M6 and M10 do not show any high deviation from M1 at 

any daily log. Though they show smaller deviations at each log, the significance of the 

deviations can not be justified by Figure 5.8 (and Table 5.5) alone. The significances of 

the deviations in number of sessions produced by all the methods from M1 are tested 

using a statistical method, Chi-square test, in Table 5.9 in Section 5.2.3.5 below, which 

confirms that the deviations are not significant in statistical terms. That is, the chi-square 

test does not give sufficient evidence to conclude that the distributions of numbers of 

sessions produced by M2, M6 and M10 are different. Therefore, these three methods are 

further analysed using the rest of the performance measures for final conclusion in 

Section 5.2.3.6 as follows. 

 
5.2.3.2 Average Session Length by Pages (ASLP) 
 
This measure is obtained using the equation E4.1 derived in Section 4.4.1. The average 

number of pages in a session calculated using this measure for each 109 daily log is given 

in Appendix B. Table 5.6 shows the average number of pages in a session for all logs 

M1 

M10 
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derived from sessions produced by M1 to M12 respectively. The values shown in the 

table are recorded in hh:mm:ss format. 

 

Table 5.6: Statistics for Average Length of a Session by Pages by M1 – M12 

Item M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12 
Ave. 62 58 96 16 42 57 90 16 42 55 14 15 

 
According to Table 5.6, M1 reports 62 average numbers of pages in a real session and all 

the heuristic methods are checked against it similar to the previous section. As described 

in the previous section, M3 and M7 underestimate M1 and others overestimate M1 in 

number of sessions. While the underestimate in number of sessions leads to generate 

sessions that are on average lager than the real sessions, overestimate leads to generate 

sessions smaller than the real sessions. Table 5.6 has best described the underestimate and 

overestimate trends. According to Table 5.6, M3 and M7 overestimate M1 in number of 

pages and others underestimate M1. As M4, M8, M11 and M12 employs h2 and 

overestimated M1 in number of sessions by a large factor, they should underestimate M1 

in number of pages by a large factor too. Table 5.6 confirms this. According to Table 5.6, 

they underestimate M1 in number of pages by a factor of about 4. This confirms, as 

before, that use of h2 is not appropriate and the use of time based heuristic h3 or h4 is 

essential. 

 
 Among the heuristic methods, which employ h3 or h4, the methods M2, M6 and M10 

employ h4 and, other methods M5 and M10 employ h3. As only the threshold value of h4 

is empirically determined, it is expected that M6 and M10 less underestimate M1 in 

number of pages than M5 and M9 do respectively. Table 5.6 confirms this. Note that M2 

also shows the similar performance as M6 and M10. It is also observed that among the all 

the heuristics tested here, M2, M6 and M10 are too close to actual values and within the 

range of 6% – 11% deviating from M1 in number of pages. Significance test results 

shown in Table 5.10 in Section 5.2.3.5 applied for differences between numbers of pages 

of sessions produced by each heuristic method and M1 reveals that M2, M5, M6, M9 and 

M10 are not significantly different to M1. The chi-square test here too does not give 

sufficient evidence to conclude that the distributions of numbers of pages of sessions 

produced by M2, M6 and M10 are different. Note that the test result of M5 for the 

performance measure NS above was significant. 
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5.2.3.3 Average Session Length by Time (ASLT) 
 
The length (duration) of a session is calculated by accumulating all the page lengths 

estimated in the previous section using the equation E4.3 derived in Section 4.4.1. The 

average session lengths (duration) calculated using E4.3 for each 109 daily log is given in 

Appendix C and the same for all logs derived from sessions produced by M1 to M12 is 

given in Table 5.7 respectively. The values shown in the table are recorded in hh:mm:ss 

format. 

 
Table 5.7: Statistics for Average Length of a Session by Time by M1 – M12 

Item M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12 

Ave 0:21:01 0:19:46 1:45:01 0:26:04 0:14:35 0:19:27 1:30:46 0:25:41 0:14:26 0:19:05 0:09:27 0:10:39 

 

According to Table 5.7, as M1 reports, the average duration of a real session is 21 minutes 

and 1 second. Note that 30 minutes threshold value set in h3 is higher than the real session 

duration. As explained in the previous section, the underestimate in number of sessions 

leads to longer sessions than the real sessions and overestimate leads to shorter sessions. 

As expected, M3 and M7 overestimate M1 in session duration by large factor of more 

than six. Note that M3 and M7 do not employ a time constraint in identifying sessions and 

thus multiple accesses at any two different times within the same day are combined to a 

single session if they are created from the same machine. Hence, overestimate by more 

than an hour. It is expected that other methods underestimate M1 as in the previous 

section. But, according to Table 5.7, M4 and M8 do not follow the pattern. The main 

reason for this is that like M3 and M7, they do not employ any time restriction. i.e., 

accesses from different users made at any two different times within the same day are 

assigned to the same session if s/he looks for the same set of pages. Significance test 

results shown in Table 5.11 in Section 5.2.3.5 applied for differences between session 

duration produced by each heuristic method and M1 reveals that only the heuristic 

methods M2, M5, M6, M9, M10, M11 and M12 are not significantly different to M1. The 

chi-square test here too does not give sufficient evidence to conclude that the distributions 

of session durations produced by M2, M6, M10 are different. Note that the test results of 

M5, M11 and M12 for the performance measures NS and ASLP above were significant. 

Note also that among the methods insignificant to M1, the methods M2, M6 and M10 

provide relatively similar results in terms of estimating session by time in Table 5.7.  
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5.2.3.4 Average Time Spent on a Page (ATP) 
 
As described in Section 4.4.1, the length of a page is measured by the time that the user 

spent on it, which is estimated by calculating the time difference of corresponding entries 

in the server log.  This measure is obtained using the equation E4.2 derived in Section 

4.4.1. Note that the time threshold value of h4 is an upper bound for ATP. The average 

lengths calculated using E4.2 for each 109 daily log is given in Appendix D and, Table 

5.8 show the same calculated for all logs derived from sessions produced by M1 to M12 

respectively. The values shown in the table are recorded in hh:mm:ss format. 

 
Table 5.8: Statistics for Average Time spent on a Page by M1 – M12 

Item M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12 
Ave 0:00:26 0:00:27 0:02:40 0:01:07 0:00:38 0:00:29 0:02:45 0:01:04 0:00:38 0:00:29 0:00:29 0:00:23 

 
The average of time spent on a page in a real session is reported in Table 5.8 by M1 26 

seconds. As described in the previous section, the methods M3, M4, M7 and M8 do not 

employ any time constraints and may combine certain accesses at any two different times 

within the same day to a single session. Therefore, they should overestimate M1 in time 

spent on a page by large factor. Table 5.8 confirms this overestimating by factors of 3 to 

6. All the other methods use h3 or h4. They do not show high deviations of time spent on 

a page from M1. But, significance test results shown in Table 5.12 in Section 5.2.3.5 

applied for differences between time spent on a page produced by each heuristic method 

and M1 reveals that only M2, M6, M10 and M12 are not significantly different to M1. 

Note that they all employ h4, which is empirically determined. The chi-square test here 

too does not give sufficient evidence to conclude that the distributions of average times 

spent on a page of sessions produced by M2, M6 and M10 are different. Note that the test 

results of M12 for the performance measures NS and ASLP above turned up as 

significant.  

 

5.2.3.5 Significance Test for Performance Measures 
 
As described in Section 4.4.4, the statistical significance tests are carried out using Chi-

square (χ2) test in this section to assess the significance of deviations of all the heuristic 

methods analysed in the previous section from M1 (exact method). In this test, each 

heuristic method is tested separately with M1 for its significance difference. The null and 

alternative hypothesises required for the test are formulated as follows: 
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H0: two samples are from same distribution 

H1: two samples are not from same distribution.  

 
The sample represents the values produced for four performance measures by methods 

M1 to M12, which were analysed in the previous section. Table 5.9 – 5.12 show the 

significance test statistics for pairs of methods calculated over 109 daily logs for each 

measures. As the test is conducted for each heuristic against the exact method, M1 is 

called the control method and others are called test methods in these tables. These results 

were already used in Section 5.2.3.1 to 5.2.3.4. 

 
Table 5.9: Significance Test for Number of Sessions (NS) 

Control Test method d.f Observed χ2 values P-value Significance at 5% 

M1 M2 108 56.024     1.000 Insignificant 

M1 M3 108 358.8039     <.0001 Significant 

M1 M4 108 4526.1746     <.0001 Significant 

M1 M5 108 351.1062     <.0001 Significant 

M1 M6 108 112.5721     0.3624 Insignificant 

M1 M7 108 315.0235     <.0001 Significant 

M1 M8 108 4515.4171     <.0001 Significant 

M1 M9 108 397.4512     <.0001 Significant 

M1 M10 108 106.0756     0.5344 Insignificant 

M1 M11 108 4067.0250     <.0001 Significant 

M1 M12 108 4144.8023     <.0001 Significant 

 
 

Table 5.10: Significance Test for Average Length of a Session by Pages (ASLP) 

Control Test method d.f Observed χ2 values P-value Significance at 5% 

M1 M2 108 38.25 1.00 insignificant 

M1 M3 108 209.79 <.0001 Significant 

M1 M4 108 548.49 <.0001 Significant 

M1 M5 108 118.81 0.224 insignificant 

M1 M6 108 72.53 0.997 insignificant 

M1 M7 108 169.92 <.0001 Significant 

M1 M8 108 549.15 <.0001 Significant 

M1 M9 108 120.56 0.193 insignificant 

M1 M10 108 70.34 0.998 insignificant 

M1 M11 108 414.76 0.001 Significant 

M1 M12 108 455.65 <.0001 Significant 
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Table 5.11: Significance Test for Average Length of a Session by Time (ASLT) 

Control Test method d.f Observed χ2 values P-value Significance at 5% 

M1 M2 108 9.012 1.000 insignificant 

M1 M3 108 400.026 <.0001 Significant 

M1 M4 108 398.476 <.0001 Significant 

M1 M5 108 49.950 1.000 insignificant 

M1 M6 108 13.205 1.000 insignificant 

M1 M7 108 413.903 <.0001 Significant 

M1 M8 108 362.413 <.0001 Significant 

M1 M9 108 49.252 1.000 insignificant 

M1 M10 108 13.492 1.000 insignificant 

M1 M11 108 107.581 0.493 insignificant 

M1 M12 108 106.497 0.523 insignificant 

 
Table 5.12: Significance Test for Average Time spent on a Page (ATP) 

Control Test method d.f Observed χ2 values P-value Significance at 5% 

M1 M2 108 62.27 1.00 insignificant 

M1 M3 108 1660.31 <.0001 Significant 

M1 M4 108 1224.04 <.0001 Significant 

M1 M5 108 148.39 0.006 Significant 

M1 M6 108 82.52 0.968 insignificant 

M1 M7 108 2012.93 <.0001 Significant 

M1 M8 108 1137.86 <.0001 Significant 

M1 M9 108 151.98 0.003 Significant 

M1 M10 108 85.16 0.949 insignificant 

M1 M11 108 157.91 0.001 Significant 

M1 M12 108 104.88 0.567 insignificant 

 
 
5.2.3.6 Conclusions for Heuristic Analysis 
 

According to the significant test results for four measures NS, ASLP, ASLT and ATP 

shown in Section 5.2.3.5, only the methods M2, M6 and M10 are not significantly 

different to M1 in all measures in the statistical sense. That is, while the chi-square test 

guarantees that the distributions of sessions characteristics, number of sessions, length of 

session with respect to number of pages and duration, and time spent on page, 

demonstrated by other methods are significantly different, it does not guarantee that the 

distributions of the same for M2, M6 and M10 are different. In other word, there is not 

sufficient evidence to say that each sample drawn from M2, M6 and M10 for different 

session characteristics is different to corresponding sample drawn from M1. In addition, 
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the analysis of the statistics discussed in Section 5.2.3.1 to 5.2.3.4 also shows that M2, 

M6 and M10 well describe the session characteristics of real sessions produced by M1. In 

this section, they are further compared and a conclusion of their performance is drawn. 

Table 5.13 shows the values of four measures for M1 and these three methods extracted 

from Table 5.5 – 5.8. 

Table 5.13: Performance Measures for M1, M2, M6 and M10 

Item M1 M2 M6 M10 

NS 19,694 21,483 21,577 22,592

ASLP 62.19 58.28 56.78 55.18

ASLT 0:21:01 0:19:46 0:19:27 0:19:05

ATP 0:00:26 0:00:27 0:00:29 0:00:29

 

While M2, M6 and M10 employ h4, which was empirically determined to 15 minutes, M2 

achieves the same performance as M6 and M10 with new set of heuristics. As described 

in Section 3.5, the heuristics are affected by several factors, all of which must be 

addressed to effectively capturing of user sessions. M6 employs h0 and h4, and assumes 

that multiple sessions created with the same IP address are apart from each other with 

larger time gaps. As explained in Section 3.5.1, there may be many interleaved accesses 

from different users within a short period of time behind a proxy server. For this situation, 

the assumption is no longer valid. But, as M6 does not significantly deviate from M1, 

number of interleaved accesses from different users within a short period of time behind a 

proxy server is not significant to TL28 server. However, M6 may not perform well for the 

situations where this is significant. For example, popular search engines like Yahoo and 

Google may receive a huge number of requests within a short period of time. As of 

September 2000, Yahoo, then the most popular Web site, had collected 48 Gbytes of log 

data for one hour [Joshi et al. 2000]. Note that as explained in Section 3.6. M2 is robust to 

this situation. On the other hand, M10 employs h1 and h4. It uses user agent additional to 

M6, i.e., it separates the interleaved accesses described here assuming that different users 

use different user agents. As quoted before and described in Section 3.6, the dominance of 

a few browsers and the operating systems in the market may invalidate the assumption on 

user agent. As M10 does not significantly deviate from M1, this situation is also not 

significant to TL28 server. However, M10 may also not perform well for the situations 

where this is significant. Note that M2 is within 4% - 9% deviating from M1 in all 

measures. 
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By considering the analysis of all the heuristic method given above, it is concluded that 

only the new heuristics (M2) addresses all the limitations imposed by proxy servers, 

caching and undefined referrers that have affected heuristic approaches in identifying user 

sessions and are applicable to wider range of Web sites. Note that the new heuristics (M2) 

tested here employs three new heuristics, H1, H2 and H3, and one modified existing 

heuristic h4 with demonstrably better threshold value combined together. The 

investigation carried out here reports the performance of them as a whole. The impact of 

each new heuristic on session identification process is discussed in the next section. 

 
5.2.4 Impact of New Heuristics 

 

The proposed heuristic consists of three new heuristics H1, H2, H3 and one modified 

existing heuristic h4. In the previous section, an investigation on the accuracy of the 

proposed heuristic was reported. In this investigation, all these four heuristics are 

encapsulated into one heuristic method M2. The investigation shows that M2 addressed 

all the limitation described in Section 3.5 and is applicable to wider range of Web sites. 

As emphasised in the previous section, M2 achieves this performance by addressing all 

the limitations imposed proxy servers, caching and undefined referrers. As described in 

Section 3.6 when formulating new heuristics, in fact, each individual heuristic of M2 is 

specially designed to address these limitations. Thus, the contribution from individual 

heuristic to overall performance of M2 is significant. In this section, the impact of 

individual heuristic H1, H2 and H3 of M2 on the session identification process is 

investigated. The impact of h4 was already discussed when analysing the heuristics in the 

previous sections. For this investigation, three variations of M2, and M7 already analysed 

above are selected so that the impact of individual heuristics of M2 can be independently 

analysed.  Table 5.14 describes these methods.  

 

Table 5.14: Variations of M2 

Methods Heuristics 
M2 H1 H2 H3 h4

M2-1 H1 H2 h4 

M2-2 H1 h4 

M2-3 H1 

M7 h1  
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Then, the sessions are constructed by the three variants M2-1, M2-2 and M2-3, and the 

values for four performance measures are calculated as in Section 5.2.3. The values for 

NS, ASLP, ASLT and ATP so produced by M2 variants for each daily log of 109 logs for 

TL28 server are shown in Appendix E, F, G and H respectively. As in the previous 

section, the summarized results are shown in Table 5.15.  

 
Table 5.15: Performance Measures for M2 Variants and M7 

Item M1 M2 M2-1 M2-2 M2-3 M7 

NS 19,694 21,483 22,524 20,685 11,468 12,756

ASLP 62 58 56 60 99 90

ASLT 0:21:01 0:19:46 0:19:16 0:20:17 1:38:37 1:30:46

ATP 0:00:26 0:00:27 0:00:27 0:00:27 0:02:34 0:02:45

 
Note that this section introduces three variants of M2 for the purpose of analysing the 

impact of H1, H2 and H3. The testing of their performances is not intended to investigate. 

 
The different pairs of methods M2, M2-1, M2-2, M2-3 and M7 shown in Table 5.15 are 

selected so that each pair isolates individual heuristic H1, H2 and H3 of M2. Three such 

pairs are identified and their significance differences of values for NS, ASLP, ASLT and 

ATP are tested as in Section 5.2.3.5 above using Chi-square test. The results for three 

pairs are shown in Table 5.16 to 5.19.   

 
Table 5.16: Significance Tests for Number of Sessions (NS) for M2 Variants 

Control Test method d.f Observed χ2 values P-value Significance at 5% 

M2-3 M7 108 14.506 1.000 insignificant 

M2-1 M2-2 108 36.190 1.000 insignificant 

M2 M2-1 108 12.302 1.000 insignificant 
 
Table 5.17: Significance Tests for Average Length of a Session by Pages (ASLP) for M2 

Variants 

Control Test method d.f Observed χ2 values P-value Significance at 5% 

M2-3 M7 108 3304.307 <.0001 Significant 

M2-1 M2-2 108 28.82 1.000 insignificant 

M2 M2-1 108 7.26 1.000 insignificant 

 
Table 5.18: Significance Tests for Average Length of a Session by Time (ASLT) for M2 

Variants 

Control Test method d.f Observed χ2 values P-value Significance at 5% 

M2-3 M7 108 143.054 0.014 significant 

M2-1 M2-2 108 5.228 1.000 insignificant 

M2 M2-1 108 1.615 1.000 insignificant 
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Table 5.19: Significance Tests for Average Time spent on a Page (ATP) for M2 Variants 

Control Test method d.f Observed χ2 values P-value Significance at 5% 

M2-3 M7 108 896.493 <.0001 Significant 

M2-1 M2-2 108 4.03 1.000 insignificant 

M2 M2-1 108 1.711 1.000 insignificant 

 
The five tables created in this section are analysed in detail to discuss the impact of 

individual heuristics of M2 in the following three subsections.  

 
5.2.4.1 Impact of the First New Heuristic (H1) 
 
As described in Section 3.5.1 and 3.5.2, the heuristic methods are affected by either a 

single proxy server or multiple proxy servers. While M2-3, which employs only H1 

addresses both problems, M7, which employs only the existing heuristic h1, addresses 

only the former. As explained in Section 3.6, the only difference between H1 and h1 is 

that H1 uses the domains of IP addresses instead of whole IP address. The domain of an 

IP address refers to a common subnet where a group of proxy IP addresses may belong. In 

the case of a single proxy server, the impact of H1 is same as that of h1 and was already 

justified in Section 5.2.3.  Therefore, by comparing M2-3 and M7, the impact of H1 on 

multiple proxy servers will be assessed.  

 

According to the significant test results given in Table 5.16, number of session produced 

by M2-3 and M7 are not significantly different for TL28 server, i.e., the distributions of 

numbers of sessions drawn from H1 and h1 may not be different. In other words, the 

multiple proxy server problem is not significant to TL28 server. Note that it reports only 

about 9.12% of the real sessions with multiple IP addresses. However, according to Table 

5.15, M7 has overestimated M2-3 by 1288 number of sessions. This implies that the 

accesses from the same user routing through different proxy servers of an ISP has been 

incorrectly identified into different sessions by M7. Therefore, it is assumed that M7 has 

incorrectly identified 1288 sessions. As these sessions have resulted from sessions created 

behind ISPs, which employ multiple proxy servers, 1288 sessions may represent the 

results of splitting the correct sessions. Therefore, number of pages and durations of these 

sessions should be less than the corresponding correct sessions, i.e., these 1288 sessions 

should decrease the average values of ASLP and ASLT.  Table 5.15 conforms this and, 

Table 5.17 and Table 5.18 confirm that the decrement is significant. As the consecutive 

requests of a single user who come through these types of ISPs are often routed through 
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among different proxy servers, the additional 1288 sessions might not record the 

consecutive requests of the user. Therefore, it is expected that the time gaps between the 

consecutive pages in these sessions are larger. Thus, this may affect the average time 

spent on a page (ATP) to increase. Table 5.15 confirms this and Table 5.19 confirms the 

increment is significant. Therefore, it is concluded that the impact of H1 on multiple 

proxy servers can be mostly seen on number of pages, session duration and time spent on 

a page rather than the number of sessions. 

 
5.2.4.2 Impact of the Second New Heuristic (H2) 
 
Like existing heuristic h2, H2 is based on the relationship between the referrer and request 

pages. As seen in Section 5.2.3 when analysing Table 5.5 – 5.8, every method, which 

employs h2 has identified large number of short sessions. This is because that relationship 

between the referrer and request pages is broken for missing cache hits and undefined 

referrers. As already reported, there were about 7% undefined referrer entries in the 

cleaned log and h2 creates new sessions for each of them. Unlike h2, H2 addresses the 

cache and undefined referrer problems. According to Table 5.14, the only difference 

between M2-1 and M2-2 is the additional use of H2 in M2-1. Therefore, by comparing 

them, the impact of H2 on cache and undefined problems can be assessed. According to 

Table 5.15, M2-1 overestimates M2-2 in number of sessions and underestimates it in 

number of pages (ASLP) and duration of a session (ASLT). But, according to Table 5.17 

and 5.18, the underestimates and overestimates are not significant. Also, according to 

Table 5.15 and Table 5.19, there is no significant different in times spent on a page (ATP) 

derived from M2-1 and M2-2. 

 
It is recalled that M2-2 combine interleaved accesses from different users within a short 

period of time from the same IP address (same proxy server) and user agent. The addition 

of H2 in M2-1 addresses this issue. But, as H2 is based on the relationship between the 

referrer and request pages, it is affected by missing cache hits and undefined referrers. As 

M2-1 and M2-2 do not significantly differ in all the measures, there is a significant 

improvement on the impact of H2 on cache and undefined referrer problems. 
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5.2.4.3 Impact of the Third New Heuristic (H3) 
 
As explained in Section 3.6, there are instances where some requests recorded in the logs 

should belong to the same session. For example, multiple requests automatically 

generated for embedded hyperlinks of a HTML page. These requests are generated with 

extremely small time gap. H3 identifies all the activities of a single user that are recorded 

with extremely small time gap. When apply H3 combined with other heuristics as M2 

does, it stops leaving these requests for other heuristics, which employs more complex 

checking. As the only different between M2 and M2-1 is the additional use of H3 in M2, 

they can be compared to analyse the impact of H3. According to Table 5.15, the absence 

of H3 in M2-1 has overestimated M2 in number of sessions. This may be because more 

records are exposed to H1 and H2 employed in M2-1 than M2 and those additional 

records may have affected M2-1. As described in [Davison 1999], it is possible for server 

logs to reflect an inaccurate request ordering. Davison has observed an instance in a 

server log where the request for main page follows the requests for three images on that 

main page. If some of these additional requests exposed to M2-1 reflect inaccurate request 

ordering, they definitely badly affect H2, which assumes request page follows the referrer 

page. Note that the logs are cleaned only for known cases. Though an impact of using H3 

on session identification can be seen here, according to the significance tests carried out 

for M2 and M2-1 above, the impact may not be significant, i.e., in most cases, the other 

heuristics H1 and H2 may correctly classify the additional records. However, this impact 

of H3 may be significant for other Web sites. It is concluded that number of sessions 

decreases if H3 is used, and increases if H2 and h4 are used to give better estimates for 

real sessions. 

 

5.3 Platform Web and AeIMS 
 
In Section 5.2, a comprehensive analysis was given for TL28 server, which provided a 

well-defined controlled environment to compare the heuristics with the actual measures of 

user sessions by explicitly identifying users with their user ids. But, such well-defined, 

controlled environments are generally not available to test heuristics.  This section reports 

on analyses of two server logs, Platform Web and AeIMS, which do not explicitly capture 

user ids. This enables a more general assessment of the applicability of the new heuristics. 

The discussion is based on the four session measures introduced in Section 4.4 in Chapter 

4 and on comparison among the heuristic methods used for TL28 server. Note that as 
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well-defined, controlled environment is not available for these logs, the time thresholds 

for h3 and h4 used in these heuristics cannot be empirically determined. The threshold 

value for h3 is set to 30 as other researchers commonly used it.  The threshold value for 

h4 is randomly set to 20 minutes. The following two sections analyses the accuracy of the 

heuristics on PlatformWeb and AeIMS server logs after cleaning. 

 
5.3.1 Platform Web 
 
As described in Section 5.2.3, the four performance measures NS, ASLP, ASLT and ATP 

are calculated for PlatformWeb logs. As described in Section 4.2.2 in Chapter 4, 31 daily 

logs in August are selected. Similar to TL28 server, the values for four measures are 

calculated for sessions produced over 31 daily logs by heuristics methods M2 – M12. The 

details values calculated for NS, ASLP, ASLT and ATP over each log are shown in 

Appendix I, J, K and L respectively. In Section 5.2.3, the performance measures were 

analysed separately and observed the relationships among them. In this section, they all 

are employed together to compare the heuristic Methods. Table 5.20 shows the values for 

four meseaures calculated for all logs. Note that the first row of the table shows the 

average number of sessions for one day instead of total for all month. 

 
Table 5.20: Performance Measures for M2-M12 (Platform Web) 

Item M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12 

NS 5462 3114 17566 4738 4641 4182 18466 5629 5658 18894 18919 

ASLP 6.78 11.89 2.09 7.8 7.97 8.83 1.98 6.59 6.57 1.94 1.94 

ASLT 0:02:21 1:42:44 0:14:36 0:04:49 0:04:36 1:36:16 0:14:20 0:03:12 0:02:46 0:00:56 0:00:48 

ATP 0:00:20 0:10:19 0:06:07 0:00:53 0:00:34 0:14:57 0:07:09 0:00:39 0:00:28 0:00:24 0:00:19 

 
As explained in Section 5.2.3, M4, M8, M11 and M12 should overestimate the number of 

real sessions by very large factor as they employ h2 and generate smaller sessions. It is 

observed that there were 412,859 entries with undefined referrers among the total of 

1,134,193 in all 31 daily logs after cleaning. This is averagely 13,318 among 36,587 for 

one daily log, i.e., about 36.4% of the cleaned log is with undefined referrers. As h2 

identifies a new session for each undefined referrer, number of sessions produced by these 

methods should be more than 13,318. According to Table 5.20, M2 shows 5,462 numbers 

of sessions and, M4, M8, M11 and M12 show 17,566, 18,466, 18,894 and 18,919 

numbers of sessions respectively. M4, M8, M11 and M12 have overestimated M1 by 

12,104, 13,004, 13,432 and 13,457 numbers of sessions respectively. Note that unlike M8, 

M11 and M12, M4 employs only IP address other than h2 and combine more sessions 
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than others. Hence, 12,104 numbers of sessions produced by M4 is less than 13,318 by 

1,214.  The other overestimates by M8, M11 and M12 are close to 13,318. Hence, the 

overestimates in number of sessions by M4, M8, M11 and M12 are mostly due to 

undefined referrers.  

 
As overestimate in number of sessions leads to underestimate in ASLP (number of pages) 

and ASLT (session duration), the underestimates by M4, M8, M11 and M12 in ASLP and 

ASLT are also due to undefined referrer. Note also that among these four methods, M4 

and M8 reports higher values for ASLT (session duration) and ATP (time spent on a 

page) than others. As already explained in Section 5.2.3, the main reason for this is that 

h2 in M4 and M8 checks for the referrer page of the request page within the session 

irrespective of when the request was made and thus accesses from different users made at 

any two different times within the same day are assigned to the same session if s/he looks 

for the same set of pages. Therefore, it is assumed that performance measures produced 

by M2 should be more close to real sessions than M4, M8, M11 and M12.  

 
Other methods do not employ h2. As explained in Section 5.2.3, while M3 combines all 

the sessions created behind the same proxy server, M7 combines only the sessions created 

behind the same proxy server that have same user agent. As such, they should 

underestimate the actual values and M3 should underestimate them more than M7. 

Therefore, it is assumed that the number of real sessions should be higher than that of M7. 

According to Table 5.20, number of real sessions should be higher than 4182. Note that 

numbers of sessions produced by M2, M5, M6, M9 and M10 are higher than 4182.  As 

M3 and M7 do not employ h3 or h4, the other measures should produce higher values 

than the actuals.    

 
The methods M2, M5, M6, M9 and M10 use one of the two time based heuristics h3 and 

h4. The performance measures generated by them do not deviate very much from each 

other. As described in Section 4.4.4, the significance tests for number sessions are carried 

out for each of these methods with M2 and Table 5.21 shows the results.  
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Table 5.21: Significant Test for Number of Sessions (NS) for Platform Web 

Method 1 Method 2 d.f Observed χ2 
values 

P-value Significance at 5% 

M2 M3 30  93.0805      <.0001  Significant 

M2 M4 30  388.9973      <.0001  Significant 

M2 M5 30  11.6901      0.9989  Insignificant 

M2 M6 30  21.1563      0.8829  Insignificant 

M2 M7 30  96.7356      <.0001  Significant 

M2 M8 30  399.1054      <.0001  Significant 

M2 M9 30  19.0734      0.9385  Insignificant 

M2 M10 30 29.0034      0.5174  Insignificant 

M2 M11 30  412.5914      <.0001  Significant 

M2 M12 30  398.7006      <.0001  Significant 

 
According to this table, number of sessions produced by M5, M6, M9 and M10 are not 

significantly different to that of M2. Note that M5 and M6 employs h0 with one of the 

time based heuristic h3 and h4. They assume that multiple sessions created behind the 

proxy server do not occur within the time threshold values used by h3 or h4. As explained 

in Section 3.5.1, there may be many interleaved accesses from different users within a 

short period of time behind a proxy server. This may not be rare for PlatformWeb. Note 

that large number of students may access the site within a short period of time at the 

tutorial registration, which occurred at the beginning of August. The methods M9 and 

M10 employ h1 with h3 or h4. They use user agent additional to M5 and M6, i.e., they 

separate this interleaved accesses assuming that different users use different user agents. 

As described in Section 3.6, the dominance of a few browsers and the operating systems 

in the market may invalidate this assumption. It is recalled that M2 addresses all the 

limitations described in Section 3.5. Note also that M2 addresses multiple proxy server 

problem, which none of the existing heuristic addresses. But, this cannot be verified to 

PlatformWeb as it does not provide a well-defined controlled environment required 

 
5.3.2 AeIMS 
 
As described in Section 4.2.3, AeIMS server logs all users’ accesses into one single file. 

As before, the values for four measures are calculated over single log using M2 – M12 

and the results are shown in Table 5.22. 
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Table 5.22: Performance Measures for M2-M12 (AeIMS) 

Item M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12 

NS 1031 653 782 1055 1049 745 873 1061 1054 1138 1124 

ASLP 10.07 15.9 13.28 9.84 9.9 13.94 11.89 9.79 9.85 9.12 9.24 

ASLT 0:05:17 19:13:25 4:00:38 0:06:03 0:05:26 11:54:08 0:33:47 0:05:58 0:05:24 0:06:10 0:05:45 

ATP 0:00:38 15:24:59 3:25:50 0:00:59 0:00:43 13:20:25 1:57:40 0:00:59 0:00:44 0:00:53 0:00:42 

 

According to Table 5.22, as expected, M3 and M7 report lowest for NS and highest for 

ASLP, ASLT and ATP among the others. In fact, they produced small number of sessions 

with extremely large session duration (ASLP) and time spent on a page (ATP). The 

reason for these large values is that M3 and M7 employ only one heuristic and do not 

employ any time restriction for their heuristics, and the single server log analysed for 

AeIMS accounts for two years of site accesses. That is, multiple sessions created at any 

two different times within the two years period are combined to a single session if they 

are created from the same machine or behind the same proxy server. Therefore, they 

should underestimate the real sessions by very large factor. Unlike M3 and M7, M4 and 

M8 employs extra heuristic h2. As h2 identify new sessions for each undefined referrer in 

log, it is expected that they overestimate the number of real sessions by large factor. But, 

while M3 and M7 produce 653 and 745 sessions respectively, M4 and M8 produce 782 

and 873 sessions respectively, i.e., numbers of sessions produced by M4 and M8 are not 

largely deviated from those by M3 and M7.  The main reason for this is that there is 

hardly any undefined referrers in AeIMS logs. It is observed that there were only 46 log 

entries out of total of 29,296 (0.16%) with undefined referrers before cleaning and 5 log 

entries after cleaning. But, they show higher values for ASLT and ATP.  This is because, 

as mentioned before for M3 and M7, the heuristics employed in M4 and M8 have no any 

time restriction. Note that in addition to accesses from same machine or behind the same 

proxy server, accesses from different users made at any two different times within the two 

years period are assigned to the same session if s/he looks for the same set of pages by 

M4 and M8. Therefore, they should underestimate the real sessions in session duration 

and time spent on a page by large factors. This suggests that the use of h2 does not 

adversely affect on and the use of time based heuristic is essential for AeIMS. 

 
All the other methods M2, M5, M6, M9, M10, M11 and M12 use one of the two time 

based heuristics h3 and h4, and produced values for NS, ASLP, ASLT and ATP, which do 

not deviate among them considerably. But, note that M5 and M6 employs h0 with h3 or 
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h4 and assume that multiple sessions created behind the proxy server do not occur within 

the time threshold values used by h3 or h4. As explained in Section 3.5.1, there may be 

many interleaved accesses from different users within a short period of time behind a 

proxy server. M9 and M10 employ h1 with h3 or h4 and use user agent additional to M5 

and M6, i.e., they separate the interleaved accesses described here assuming that different 

users use different user agents. As described in Section 3.6, the dominance of a few 

browsers and the operating systems in the market may invalidate this assumption. M11 

and M12 employ h2 with h1 in addition to h3 or h4. As explained in Section 3.5, h2 is 

affected by undefined referrers and cached page accesses. AeIMS is not subjected to the 

problem of undefined referrer. But, h2 may be affected by cached page accesses, as it 

does not address the cache problem. Note that H2 employed by M2 addresses it. Note also 

that M2 addresses multiple proxy server problem, which cannot be verified to AeIMS. 

 

5.4 About Heuristics from Three Web Sites 
 
Testing of heuristic methods on TL28 server, PlatformWeb and AeIMS shows the 

followings. 

 
1. M3 and M7 always underestimate numbers of real sessions by large factor as they 

employ only h0 or h1, and do not employ any time constraint.  

 
2. The methods, which employ h2 always lead to overestimate numbers of sessions by 

large factor if number of undefined referrers in server logs is high. 

 
 
3. The methods, which employ a time based heuristic h3 or h4 always improve the 

measures number of pages, sessions duration and time spent on a page 

 
4. While both H1 and h1 address the single proxy server problem, only H1 addresses the 

multiple proxy server problems. 

 
 
5. While both H2 and h2 address the caching problem, only H2 addresses the undefined 

referrer problem. 

 
6. M2, M6 and M10 perform well on three Web sites. M2 employs new heuristics. M6 

employs h0 and h4. M10 employs h1 and h4. 
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7. M6 and M10 may not applicable to situations where many interleaved accesses from 

different users within a short period of time come behind a proxy server.  

 
8. M2 addresses all the limitations imposed by proxy servers, caching and undefined 

referrers that have affected heuristic approaches in identifying user sessions and is 

applicable to wider range of Web sites 

 

5.5 Impact of New Heuristics on Web Mining 
 
The analysis of the performance of new heuristics in identifying user sessions from Web 

server logs has confirmed by conducting a comprehensive and systematic approach that 

the new heuristic outperforms all the existing heuristics at the level of suggested measures 

under the specific circumstances of a university Web server with a controlled 

environment. However, none of these measures compare each entry of a session produced 

by the heuristics to the corresponding page of the real session for exact matching. As most 

of the Web mining applications such as recommendation system, adaptive Web sites, site 

design enhancement, server performance enhancement and target marketing in e-

commerce focus at user sessions and many important decision are made on them, 

accuracy of user sessions is vital for Web mining. As the heuristics, by default, is error 

prone, the question remains whether the sessions collected using new heuristics would 

lead to better Web mining results. The impact of the approximations due to the new 

heuristics for session identification in the accuracy of Web mining applications is 

discussed here. Researcher in this thesis has no intention to conduct new experiments to 

investigate the impact on any application. Rather the discussion is based on the 

comparison of a heuristic, the impact of which investigated in [Berendt et al. 2002] on 

recommender systems, with the new heuristics. 

 

The recommendations system is a Web mining application that depends on the accurate 

identification of user sessions. Based on the co-occurrence of pages found in previous 

sessions, a new user in the current session is given recommendations for links that are 

likely to be interesting to him/her given the pages visited so far in his/her current sessions. 

Berendt et ac in [Berendt et al. 2002] determined the co-occurrences using a clustering 

method [Mobasher et al. 2000a] and studied the quality of the heuristically identified 

sessions for recommendations based on usage profiles. The heuristics considered in the 
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study were h2/, h3 and h4 described in Section 4.4.1 and the study constituted of two 

steps. 

 

First, real sessions were clustered using k-means clustering method and for each cluster C, 

the profile denoted by prc was computed.  prc constitutes of pages of C and their weights 

in C measured as proportions of sessions in which the corresponding pages were visited. 

Then the “weighted average visit percentage”, WAVP [Mobasher et al. 2002] was 

computed for each profile by calculating the average similarity of the profile to each 

session. Based on these values, the profile from which the recommendation will be made 

for given page visited is determined. The WAVP values of each profile prc of real 

sessions were used as the base for testing quality of sessions identified using heuristics for 

recommendations. In the second step, using the same procedure, profiles for sessions 

produced by heuristics was computed and WAVP values of applying these profiles to real 

sessions were obtained. Berendt et ac in their investigation revealed that the differences of 

WAVP values obtained for real sessions and sessions identified using h2/, h3 and h4   

were approximately constant for top 15 profiles. 

 

As the combination of heuristics addresses more issues described in Section 3.5 than the 

individual, it can be argued that higher WAVP values can be expected for sessions 

identified by this combined heuristics narrowing the constant difference. As the new 

heuristic well addresses all the issues described in Section 3.5 and outperforms any 

combination of existing heuristics, researcher in this thesis strongly believe that the 

WAVP values for sessions identified using new heuristics more close to the WAVP 

values for real sessions and the better quality of sessions for recommendations can be 

expected. Hence, the new heuristic could lead to better Web mining results compared to 

any other existing heuristics. 

 

5.6 Summary 
 
This chapter reported on the investigation into the efficiency of the new heuristics 

proposed in Chapter 3. The investigation was carried out on three Web sites TL28 server, 

PlatformWeb and AeIMS based on four measures, number of sessions, sessions duration, 

number of pages in a session and time spent on a page. TL28 server did record user 

identities explicitly and thus formed a well-defined controlled environment for the 
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investigation providing actual values for four measures. The investigation on TL28 server 

has confirmed that new heuristics address all the limitations imposed by proxy servers, 

caching and undefined referrers that have affected heuristic approaches in identifying r 

sessions and is applicable to wider range of Web sites. But, such well-defined, controlled 

environments are generally not available. Platform Web and AeIMS do not explicitly 

capture user ids. The investigation carried out on them was only among the heuristics 

themselves based on the comprehensive understanding of the heuristics gained from the 

previous investigation. This understanding has substantially helped to directly identify the 

unsuitability of some existing heuristics for PlatformWeb and AeIMS. Some other 

existing heuristics performed similar to the new heuristics. The investigation on 

PlatformWeb and AeIMS has confirmed that they do not provide sufficient evidence to 

draw a direct conclusion on the efficiency of the new heuristics. It is worth to note here 

that the new heuristics address multiple proxy server problem, which none of the existing 

heuristic addresses. This was empirically justified for TL28 server but not significant. 

But, it cannot be verified to AeIMS and PlatformWeb, as they do not provide a well-

defined controlled environment required. The underlying motif here is that a set of 

heuristics may be equally effective under some circumstances. The next chapter provides 

the summary of the thesis and further works to be done. 
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Chapter 6 
 

Thesis Summary and Future Work 
 

6.1 Introduction 
 
This thesis has explored the use of Web server logs in effectively capturing user sessions 

on Web and observed that some approaches advocate Web servers to be configured to log 

additional information such as cookies, session IDs and logins in Web server logs in order 

to identify user sessions. As Web server logs, by default, do not record this additional 

information, the thesis has investigated on use of heuristic methods, which do not require 

user identities to identify user sessions and shown that they are adversely affected by 

proxy servers, use of browser and proxy caches, and the existence of undefined referrers 

in the server logs. It has proposed three new heuristics to effectively address all these 

limitations and reported on the investigation into the efficiency of them. In order to 

quantify and test the performance of the heuristics with respect to the quality of all 

sessions they build, the thesis has proposed and employed four measures, number of 

sessions, session duration, number of pages in a session and time spent on a page. The 

investigation on the performance was conducted on three Web sites, among which one 

Web site did record user identities and thus provided a well-defined controlled 

environment to compare the new heuristics with the actual measures and other existing 

heuristics. The analysis on this Web site has confirmed that the new heuristics well 

approximate the measures of real sessions. The well-defined, controlled environments 

were not available for other two Web sites, which do not capture any user identities. The 

suitability of the new heuristics for them was discussed based on the understanding of 

heuristics already gained from the previous Web site and it has shown that the new 

heuristics are also more suitable for them as they addresses all the limitations mentioned 

above and are applicable to wider range of Web sites. 

 
 The rest of the chapter is organized as follows. Section 6.2 summarises the research 

carried out. Section 6.3 describes the specific, major contributions of the thesis. Section 

6.4 explores the areas for future research. Section 6.5 addresses the issues of better 

tracking of user behaviour with and without modifications of ECLF logs. 
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6.2 Research Summary 
 
The usage of Web sites has been of interest to Web administrators and researchers ever 

since the Web started. Analysis of Web site usage data helps to understand the behaviour 

of its users, which is very important, as many important decisions can be made based on 

it. Many organizations realize that the user behaviour in their Web sites can greatly 

determine the success of their business. The user behaviour may be deduced by knowing 

all the activities each user does from the time s/he starts a session on the Web site until 

s/he leaves it, which is collectively called a user session.   In fact, the identification of user 

sessions is essential in a number of applications such as Personalized Services, Adaptive 

Web sites, Web Site Evaluation, Target Marketing and system improvements (e.g. in 

determining policies for Web caching). This thesis has focused on capturing user sessions 

on Web. 

 
There are various ways of collecting Web usage data. Conventionally, focus groups and, 

the usual marketing and product development tools such as online questionnaires are 

employed. But they come with a high price. A group of test persons must be gathered and 

ensured that they are representative of actual users or changing demographics. An 

experimental environment must also be established for them to work. On the other hand, 

Web server logs explicitly record the browsing behaviour of site users and, are readily and 

economically available. This thesis has explored the use of Web server logs in capturing 

user sessions on Web. 

 
Early analytical tools limit their analysis to identifying total numbers of accesses to a site 

and relative frequencies of visits for different Web pages. Newer generations of tools 

analysing Web accesses include statistical results on usage of pages and frequent page 

sequences. While this information is an invaluable help in the administrative task of 

balancing the workload of site servers, it doesn’t give specific information on how each 

user uses the site. The identification of user sessions from Web server logs is hard because 

the HTTP protocol is stateless and server logs do not, by default, explicitly record user 

identities. As such, powerful user tracking techniques such as authentications, storing 

cookies or generating session IDs are employed. But in general, these techniques are not 

necessarily viable in all situations. Most of Web users want to surf the Web anonymously 

without authentication – i.e. without revealing their identity through username/password. 

Usually, cookies rely on implicit user cooperation and can be blocked by browsers or 
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firewalls. The tracking of users through session IDs is very expensive computationally to 

the server. All these techniques basically violate the users’ privacy concerns in browsing 

the Web anonymously. To protect users’ privacy, the standard Web server logs in general 

do not record the cookies or similar measures to uniquely identify the users. This thesis 

has resorted to heuristic strategies to infer user sessions. A heuristic strategy uses only the 

information available in the Web server logs and does not need any additional information 

to identify the user sessions. It identifies relationships that may exist among the log data 

and makes use of them to assess whether requests registered by the Web server can 

belong to the same individual and whether these requests were performed during the same 

visit. Researchers have built several heuristics using IP address, time, request page, user 

agent and referrer recorded in server logs. The presence of proxy servers, use of caches at 

the browsers and proxy servers, and existence of undefined referrers in the server logs 

have adversely affected these heuristic. 

 
When proxy servers are used to facilitate accesses by multiple users, Web servers only 

record the IP addresses of the proxy servers and not those of individual users. The 

researchers have used a combination of IP address and user agent to resolve the users 

coming behind the proxy servers but with the dominance of only a few browsers and use 

of proxies, this strategy was not as successful as desired. A second strategy was based on 

the observation that each access pair of the referrer and URL constitutes a connected 

traversal path during a user session and thus is identifiable with a specific user. This 

strategy suffers from the limitations that cache hits are not recorded in the server logs and 

in many instances the referrer may be undefined in the server logs. The researchers have 

also observed that the time gap between the sessions was usually larger than the time gap 

between the consecutive requests and proposed that the session boundaries can be 

detected by selecting a proper threshold value. A threshold value of 30 minutes was 

determined empirically by one of the early studies and the same value has been used in 

several studies after that. However, this threshold value is likely to vary from site to site 

depending on the specific characteristics of the sites, as for example, in informational sites 

compared to e-business sites. The different Web site structures and different user groups 

may have different thresholds.  

 
In general, an Internet Service Provider (ISP) employs a single proxy server to satisfy its 

users. But, it is not rare now that the ISPs use multiple proxy servers to handle heavy 
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traffic that they receive due to the tremendous increase in number of Web users. 

Therefore, whereas the earlier logs might have recorded a single IP address for multiple 

sessions, it is now even possible that multiple IP addresses appear in a single user session. 

Previous research has partially addressed the problem of a single proxy server but not of 

multiple proxy servers. Since it is now quite possible to get multiple IP addresses in a 

single session, all the heuristics developed in the past suffer adversely in their estimates of 

user sessions. Thus, there are several unresolved aspects in correctly analysing the Web 

server logs in order to identify user sessions.   

 
This thesis proposed a set of new heuristics, which addressed all the limitations that have 

adversely affected the existing heuristics. It reported their accuracy on three Web sites 

based on four measures, number of sessions, session duration, number of pages in a 

session and time spent on a page. Among the three Web sites, one did record user id and a 

comprehensive analysis was given to it, which provided a well-defined controlled 

environment to compare the heuristics with the actual measures by explicitly identifying 

users with their user ids. The analysis on this Web site has confirmed that the new 

heuristics well approximate the real sessions. The well-defined, controlled environments 

were not available for other two sites, which did not capture user ids. The suitability of the 

new heuristics for them was discussed based on the understanding of heuristics already 

gained from the previous Web site. 

 

6.3 Major Contributions 
 
This thesis addressed the problem of effectively capturing user sessions on the Web using 

Web server logs and proposed three new heuristics.  In the process, the research work also 

covers two additional topics, viz. how to determine an appropriate value for a time limit 

between the consecutive requests recorded in the server logs to identify new sessions and 

the need for constructing new heuristics that account for the specific, distinct 

characteristics of Web sites and user groups. 

 
Major contributions of this thesis are: 
 
1. Proposed a new heuristic to address the problem of multiple proxy servers, which 

none of the previous researchers has addressed; 
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2. Proposed a new heuristic that better addresses the problems of caching and undefined 

referrers; 

 
3. Empirically determined a time limit between the consecutive requests recorded in the 

server logs to identify new sessions.   

 
4. Proposed three extra measures that can be applied together to quantify the 

performance of the heuristics with respect to the quality of all sessions they build. The 

three measures represent session duration, number of pages in a session and time spent 

on a page. 

 
5. Proposed and used a testing strategy that directly compares the heuristics with the 

actual measures of user sessions established on the base of explicit user ids in a well-

defined controlled environment. 

 
6. Proposed and used a testing strategy that compares the heuristics only among 

themselves. 

 

6.4 Future Research 
 
As with any research, there is scope for further investigation and improvements in this 

research too. The limitations of the new heuristics and some possibilities for future works 

are discussed in the following sections.  

 
6.4.1 Time Threshold 
 
This thesis has demonstrated the use of two time based heuristics h3 and h4 and the need 

of the predetermination of their threshold values to effectively identify user sessions from 

Web server logs. While h4 uses the time gap between the consecutive requests recorded in 

the server logs, the other uses the time duration of a session. 

 
The threshold value used in h3 was empirically determined to 30 minutes in [Catledge et 

al. 1995] in 1995 and used by many researchers after that. Thus, this thesis has used the 

same threshold value for h3 with no redetermination of it. However, as the users’ 

navigation patterns may have changed over the last ten years alone with the rapid progress 

of technology and the growing popularity of the Web, 30 minutes threshold value may not 

be still valid. This needs to be empirically determined again to suit for the current 
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situation of the Web and Web users. The threshold value is also likely to vary from site to 

site depending on the specific characteristics of the sites and also needs to be empirically 

determined to site to site. However, the thesis empirically determined the threshold value 

of h4. It assumed that the empirically determined time threshold value is equally valid for 

the all the logs considered. However, it is apparent that this value might also vary within 

the site. For example, the site might suggest one threshold value for peak periods and 

another value for non-peak period. Further work is needed in this area. 

 
6.4.2 Testing Heuristics among Themselves 
 
The thesis has given a comprehensive analysis of the performance of heuristic methods 

for the Web site, which explicitly identifies users and thus provides a well-defined 

controlled environment to compare the heuristics with the actual measures. But such well-

defined, controlled environments are generally not available to test heuristics. The thesis 

has applied the understanding of the heuristics gained from the well-defined control 

environment to validate the heuristics for the Web sites, which do not provide a well-

defined controlled environment. Thus, the validation is limited. A more general 

assessment of the applicability of the new heuristics that can apply for any Web site is 

recommended.  

 
6.4.3 Use of Multiple User Agents 
 
This thesis has addressed the problem of single proxy server, which creates same IP 

address in multiple sessions and multiple proxy servers, which create multiple IP 

addresses in a single session. But, it assumes that each user browses the Web site using a 

single browser during his/her single visit. It is possible that the same user may employ 

two instances of the same browser or two different browsers during overlapping time 

intervals of his /her same visit. Thus, the appearance of multiple user agents in a single 

session needs also to be addressed for more effective capturing of user sessions. 

 

6.5 Better Tracking of User Behaviour 
 
This thesis has identified and dealt with the limitations of current heuristics for session 

identification within Web server logs of ECLF type, and proposed new heuristics to 

overcome these limitation. Though the investigation of the performance of new heuristics 

has shown satisfactory results and the formation of new heuristics has convinced that they 
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are applicable to wider range of Web sites, the thesis gives further recommendation in 

addressing the issues of better tracking of user behaviour with and without modifications 

of ECLF logs. 

 

6.5.1 With Current ECLF 
 
The thesis has assumed in forming new heuristics that each user browses the Web site 

using a single browser during his/her single visit. But, it is possible that a single user may 

employ two different browsers of his/her same visit. Working with two different browsers 

by a single user during overlapping time intervals will adversely affect H1 that incorrectly 

splits his/her session into multiple sessions. Thus, the problem with employing more than 

one browser in a single visit needs to be addressed for more effective capturing of user 

sessions. Researcher of this thesis strongly believes that this problem cannot be rectified 

only using the usage information recorded in the current ECLF server logs. But, he 

believes that the pages accessed by the different browsers with overlapping time intervals 

are content coherent. Therefore, user sessions constructed only using the usage 

information need to be combined with content information for better tracking of user 

behaviour. Any text clustering method [Wong et al. 2000] can be used to cluster the pages 

of the Web site based on the content coherent. These clusters can then be used to identify 

content coherent pages of user sessions constructed using Web server logs. Note that the 

pages of a single visit are assumed to be content coherent. It is strongly believed that the 

sub sessions with content coherent pages so identified better track the user behaviour as 

they are identified based on both usage and content information. This notion of sub 

session that integrates different channels of information (usage and content) is likely to 

lead to the next generation of more useful and more intelligent applications on the Web. 

 
6.5.2 Future Server Logs 
 
Among the fields contained in the Web server logs written in ECLF format, only five key 

fields have been identified to have potentials to become candidates for building of 

heuristics. They are IP address, date/time, requested page (URL), user agent and referrer. 

The new heuristics were formed using these five key fields in order to overcome the 

problems caused by proxy servers, cache hits, undefined referrers and stateless HTTP in 

identifying user sessions from the server logs. These problems have made the Web server 

logs incomplete in accurately identifying user sessions. For example, IP addresses 
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recorded in server logs represent the IP addresses of the proxy servers not the users’ 

machines and the catch hits are not recorded in the server logs. As a refinement to the 

incompleteness of the server logs and the building of more effective heuristics for better 

tracking of user behaviour, the researcher of this thesis would like to suggest recording 

the semantic information of what the requested pages contain. For example, at least the 

URLs of the links embedded in the requested page, on which users most likely click next. 

 
 

6.6 Conclusions 
 
This thesis reported on the research in discovering and analysing the patterns of usage by 

Web users, based primarily on the Web server logs. It forms part of the area of work 

generally called data mining as applied to the Web usage and lies in the domain of 

knowledge discovery. All the activities each user does from the time s/he starts a session 

on the Web site until s/he leaves it is collectively called a user session, which is essential 

discovering interesting user access patterns from Web server logs.  In general, Web server 

log has no notion of session. Identifying user sessions without violating user privacy from 

Web server logs in the presence of proxy servers and caching in Web and undefined 

referrers in the log is a challenge. This thesis addressed the challenge by proposing new 

heuristics and reported on the investigation into the efficiency of them on three Web sites. 

The investigation confirmed that the new heuristics well approximate the real sessions and 

are applicable to wider range of Web sites. 

 

Based on the foregoing analysis, it is reasonable to conclude that Web server logs for 

different sites would be affected by varying combinations of problems of proxy servers, 

caching and undefined referrers.  It follows that a single heuristic is unlikely to yield 

optimum results for all Web sites and the work of this research recommends the following 

suggestions for the Web sites to devise their own heuristics 

 
1. Analyse the characteristics of the Web site such as the activities and time periods, 

which create high traffic to the server, the methods of handling high traffic, security 

measures employed to protect the server from users, etc. 

 

2. Analyse the browsing patterns of users such as use of bookmarks, typing of URLs, use 

of back button provided in the browser, use of cached pages, etc.  
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3. Web server logs, in general, easily reach hundreds of megabytes per day, and may 

contain lots of unnecessary data for the analysis such accesses for images, accesses by 

robots. These data may severely distort any analysis done based on server logs. Clean 

the server log for these data; 

 

4. Analyse the server log to see the impact of the server log data IP address, user agent, 

referrer, request page and time on different heuristics.  

 
 
5. Group the server log by varying combinations of IP address, domain of IP address and 

user agent as follows: 

a. group by IP address if users use fix IP address and do not use proxy server 

b. group by IP address and user agent if users access behind a proxy server 

c. group by domain of IP address and user agent if users access through an ISP 

that employs multiple IP addresses. 

 
6. Empirically determine a threshold value for h3 or h4 and refine the sessions grouped 

in step 3 by it; 

 

7. Further refine the sessions identified in step 4 as follows: 

a. use the new heuristic H2 proposed in this thesis if the server logs record 

undefined referrers and reports missing cache hits,  

b. otherwise use h2 
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Appendix A – Number of Sessions (NS) for TL28 Server 
 
Numbers of sessions generated by methods M1, M2, …….., M12 (Table 4.8) over each 
109 daily logs are recorded in the following table. First column identifies the daily logs by 
their date. For example, “3/12” (the first entry) identifies the 3rd of March daily log. Each 
row of the table shows the numbers of sessions generated by the methods over the 
corresponding daily log. 
 

Logs M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12 

3/12 147 220 135 369 256 222 141 371 258 224 464 432 

3/13 107 152 96 406 167 154 102 408 167 154 454 445 

3/14 64 81 61 575 91 83 64 576 93 85 593 589 

3/15 65 86 47 206 102 80 54 209 107 85 251 234 

3/16 87 123 77 276 141 120 80 277 142 120 323 308 

3/17 229 248 149 1100 289 230 159 1103 293 236 1207 1160 

3/18 361 401 234 1170 470 385 247 1176 476 392 1351 1281 

3/19 570 622 362 3380 871 620 402 3392 914 664 3766 3582 

3/20 231 262 163 788 315 255 174 789 326 262 883 845 

3/21 110 114 76 227 151 107 85 229 156 113 296 250 

3/22 74 74 41 209 101 73 42 209 101 73 258 234 

3/23 91 101 59 654 139 105 64 655 139 105 705 679 

3/24 249 266 157 1828 333 253 164 1829 336 260 1987 1917 

3/25 312 322 204 589 400 314 216 594 405 318 771 688 

3/26 489 541 334 2774 728 561 366 2786 744 586 3070 2948 

3/27 258 281 184 1764 386 276 197 1768 395 285 1917 1829 

3/28 138 147 101 569 219 157 110 570 221 159 658 601 

3/29 75 78 55 805 130 91 59 807 130 93 855 828 

3/30 83 92 63 450 151 102 66 450 152 103 518 477 

3/31 232 243 154 1256 302 240 168 1256 309 249 1372 1330 

4/01 278 273 185 1711 390 277 199 1716 398 284 1893 1798 

4/02 530 568 331 3973 851 606 368 3980 877 628 4389 4192 

4/03 236 249 172 781 320 269 183 787 323 272 888 849 

4/04 91 96 78 415 146 107 83 416 149 110 464 441 

4/05 62 72 50 204 95 80 52 205 95 80 240 226 

4/06 96 107 72 215 132 112 75 215 132 112 255 237 

4/07 131 169 106 708 186 172 112 709 189 176 756 746 

4/08 156 200 128 324 224 198 140 327 228 200 386 362 

4/09 222 259 185 975 301 264 202 978 313 276 1055 1021 

4/10 98 110 72 357 114 105 79 357 117 108 378 370 

4/11 46 67 43 137 76 65 49 138 81 70 155 149 

4/12 36 52 30 78 64 60 31 78 64 60 99 95 

4/13 52 58 36 81 62 61 38 81 62 61 97 96 

4/14 114 117 76 264 133 108 80 264 135 110 301 285 

4/15 119 140 72 245 144 116 75 246 148 121 312 300 

4/16 131 136 106 597 164 147 113 598 165 148 629 619 

4/17 92 100 65 151 108 97 66 151 108 97 178 173 

4/18 46 53 25 274 53 50 27 276 55 52 293 288 

4/19 52 58 27 65 71 56 31 65 73 58 98 86 

4/20 32 44 32 597 60 45 32 597 60 45 608 603 
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4/21 68 83 51 260 83 79 55 260 85 81 278 280 

4/22 135 142 97 442 169 136 101 442 172 139 505 482 

4/23 143 149 93 689 174 144 102 691 181 151 747 725 

4/24 77 90 51 169 103 90 53 170 104 91 202 194 

4/25 49 59 36 143 63 58 37 143 63 58 160 160 

4/26 51 70 34 548 91 66 38 548 93 69 584 568 

4/27 48 54 28 86 61 52 31 86 62 54 110 104 

4/28 67 79 47 481 78 80 49 481 79 82 498 501 

4/29 95 113 63 343 123 112 67 343 125 114 383 375 

4/30 119 134 59 358 158 130 70 359 163 136 416 401 

5/01 137 153 72 268 180 153 75 268 181 154 345 324 

5/02 139 146 66 237 174 140 76 238 178 145 319 289 

5/03 96 99 48 227 113 100 51 228 114 101 271 261 

5/04 124 133 62 509 163 128 68 510 164 129 585 549 

5/05 269 299 159 879 350 297 174 882 355 301 984 950 

5/06 593 669 295 2062 735 600 331 2066 767 635 2309 2228 

5/07 860 925 463 3632 1081 901 506 3658 1126 951 4005 3913 

5/08 222 231 146 539 260 226 153 542 266 232 612 594 

5/09 102 102 69 295 113 102 76 295 115 104 318 313 

5/10 71 75 48 200 87 75 52 200 87 76 220 210 

5/11 85 96 70 355 119 101 77 357 119 101 382 368 

5/12 159 178 120 262 219 194 125 263 223 198 327 308 

5/13 192 210 126 872 239 196 143 878 253 209 950 921 

5/14 279 295 182 1005 362 285 198 1009 375 303 1131 1086 

5/15 137 144 94 714 163 142 99 714 165 144 758 742 

5/16 61 71 49 172 94 71 55 172 96 73 203 186 

5/17 45 51 26 72 61 50 31 72 61 50 97 88 

5/18 82 86 42 403 145 100 45 403 146 101 489 451 

5/19 141 167 84 524 213 141 88 524 213 142 636 574 

5/20 179 174 87 975 228 157 99 978 242 167 1101 1050 

5/21 86 90 65 419 149 93 65 419 149 93 487 440 

5/22 179 191 115 293 277 202 117 294 277 202 425 360 

5/23 102 108 60 238 152 110 60 238 152 110 320 283 

5/24 165 189 93 909 317 191 100 911 323 197 1105 993 

5/25 291 299 146 1451 498 322 162 1455 524 347 1762 1616 

5/26 352 376 197 1943 604 382 218 1944 620 399 2262 2078 

5/27 546 595 282 3869 956 661 314 3876 999 704 4391 4172 

5/28 835 819 386 4405 1369 835 434 4417 1432 884 5194 4745 

5/29 423 435 206 1277 683 433 221 1278 704 461 1671 1461 

6/01 569 600 244 6473 978 591 279 6475 1028 642 6988 6726 

6/02 971 1057 407 7980 1598 1014 469 8002 1673 1101 8838 8462 

6/03 1583 1732 630 14799 2915 1676 712 14827 3090 1827 16574 15713 

6/04 807 924 454 5607 1692 902 513 5631 1797 987 6530 6011 

6/05 304 315 158 2642 554 330 174 2646 598 373 2925 2782 

6/06 171 192 97 1238 335 249 105 1242 356 265 1429 1371 

6/07 97 91 48 566 207 169 51 568 208 170 671 646 

6/08 38 44 33 932 125 67 33 932 125 67 1001 961 

6/09 90 92 62 661 179 150 65 663 179 150 742 717 

6/10 109 107 76 473 124 105 84 475 129 110 497 492 
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6/11 70 75 49 608 80 69 55 609 83 73 616 613 

6/12 51 59 37 324 62 56 39 324 65 59 341 337 

6/13 33 35 32 142 41 37 36 142 42 40 145 143 

6/14 19 20 15 110 21 20 15 110 21 20 113 113 

6/15 47 45 31 223 55 46 31 223 55 46 243 236 

6/16 27 27 27 51 31 30 27 51 31 30 52 52 

6/17 23 24 22 53 28 23 22 53 28 23 58 54 

6/18 28 27 25 110 31 26 26 110 32 27 112 110 

6/19 39 34 22 105 48 34 23 106 48 34 125 115 

6/20 27 20 18 48 39 20 18 48 39 20 66 53 

6/21 10 10 9 22 11 10 10 22 11 10 23 22 

6/22 10 10 10 25 13 12 10 25 13 12 26 26 

6/23 19 18 17 98 20 18 18 98 20 18 98 98 

6/24 25 26 22 50 39 28 24 50 40 29 61 53 

6/25 26 22 17 146 39 23 17 146 39 23 157 146 

6/26 25 32 17 279 37 28 19 279 37 28 286 286 

6/27 15 19 18 820 37 21 19 820 37 21 826 821 

6/28 5 5 5 288 7 5 5 288 7 5 288 288 

6/29 12 12 12 15 12 12 12 15 12 12 15 15 

6/30 48 48 31 45 51 48 34 46 51 48 56 53 
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Appendix B - Average Session Length by Pages (ASLP) for TL28  

                        Server 
 
The average numbers of pages in a session for sessions generated by methods M1, M2, 
…….., M12 (Table 4.8) over each109 daily logs are recorded in the following table. 
These numbers are obtained using the equation E4.1 derived in Chapter 4. First column of 
the table identifies the daily logs by their date. For example, “3/12” (the first entry) 
identifies the 3rd of March daily log. Each row of the table shows the average numbers of 
pages in a session for sessions genera rated by the methods over the corresponding daily 
log. 
 

Logs M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12 

3/12 51.33 16.00 60.91 22.28 32.12 37.04 58.32 22.16 31.87 36.71 17.72 19.03 

3/13 40.36 18.75 49.17 11.63 28.26 30.65 46.27 11.57 28.26 30.65 10.40 10.61 

3/14 32.31 144.20 38.87 4.12 26.05 28.57 37.05 4.12 25.49 27.89 4.00 4.03 

3/15 62.14 137.79 88.87 20.28 40.95 52.21 77.35 19.99 39.04 49.14 16.64 17.85 

3/16 57.44 70.88 67.27 18.77 36.74 43.17 64.75 18.70 36.48 43.17 16.04 16.82 

3/17 65.80 123.00 104.49 14.15 53.87 67.69 97.92 14.12 53.14 65.97 12.90 13.42 

3/18 58.39 60.23 93.01 18.60 46.31 56.53 88.11 18.51 45.72 55.52 16.11 16.99 

3/19 85.49 27.11 137.18 14.69 57.01 80.10 123.53 14.64 54.33 74.79 13.19 13.86 

3/20 61.33 17.50 88.92 18.39 46.01 56.84 83.30 18.37 44.46 55.32 16.41 17.15 

3/21 80.75 17.40 119.16 39.89 59.97 84.64 106.54 39.55 58.05 80.14 30.59 36.22 

3/22 59.58 155.45 109.98 21.57 44.64 61.77 107.36 21.57 44.64 61.77 17.48 19.27 

3/23 55.30 58.85 87.12 7.86 36.98 48.95 80.31 7.85 36.98 48.95 7.29 7.57 

3/24 82.00 36.85 131.80 11.32 62.14 81.79 126.18 11.31 61.59 79.59 10.41 10.79 

3/25 71.69 28.13 111.50 38.62 56.87 72.44 105.31 38.29 56.16 71.53 29.50 33.06 

3/26 92.30 22.67 137.06 16.50 62.88 81.60 125.08 16.43 61.53 78.12 14.91 15.53 

3/27 105.74 39.22 150.02 15.65 71.51 100.01 140.12 15.61 69.88 96.85 14.40 15.09 

3/28 99.22 25.50 136.70 24.27 63.05 87.94 125.52 24.22 62.48 86.84 20.98 22.97 

3/29 112.35 34.57 155.15 10.60 65.64 93.77 144.63 10.57 65.64 91.75 9.98 10.31 

3/30 121.71 44.32 161.51 22.61 67.38 99.75 154.17 22.61 66.94 98.79 19.64 21.33 

3/31 86.06 39.04 131.82 16.16 67.22 84.58 120.83 16.16 65.70 81.53 14.80 15.26 

4/01 104.60 46.19 158.95 17.19 75.40 106.16 147.76 17.14 73.88 103.54 15.53 16.35 

4/02 127.20 61.30 205.36 17.11 79.88 112.17 184.71 17.08 77.51 108.24 15.49 16.22 

4/03 89.87 162.52 124.85 27.50 67.11 79.83 117.35 27.29 66.49 78.95 24.18 25.29 

4/04 86.16 83.35 102.29 19.23 54.65 74.57 96.13 19.18 53.55 72.54 17.20 18.09 

4/05 63.61 74.42 81.08 19.87 42.67 50.68 77.96 19.78 42.67 50.68 16.89 17.94 

4/06 66.33 92.51 90.24 30.22 49.22 58.01 86.63 30.22 49.22 58.01 25.48 27.41 

4/07 46.61 115.17 60.09 9.00 34.25 37.03 56.88 8.98 33.70 36.19 8.43 8.54 

4/08 55.37 120.13 70.10 27.69 40.06 45.32 64.09 27.44 39.36 44.87 23.25 24.79 

4/09 50.66 71.88 64.00 12.14 39.34 44.85 58.61 12.11 37.83 42.90 11.22 11.60 

4/10 39.13 88.07 56.19 11.33 35.49 38.53 51.22 11.33 34.58 37.46 10.70 10.94 

4/11 37.70 74.21 43.70 13.72 24.72 28.91 38.35 13.62 23.20 26.84 12.12 12.61 

4/12 48.42 88.86 61.13 23.51 28.66 30.57 59.16 23.51 28.66 30.57 18.53 19.31 

4/13 37.88 71.37 56.53 25.12 32.82 33.36 53.55 25.12 32.82 33.36 20.98 21.20 

4/14 49.25 72.70 75.80 21.82 43.32 53.34 72.01 21.82 42.67 52.37 19.14 20.21 

4/15 46.34 70.58 79.54 23.38 39.77 49.37 76.36 23.28 38.70 47.33 18.36 19.09 

4/16 45.29 61.96 57.39 10.19 37.09 41.38 53.83 10.17 36.87 41.10 9.67 9.83 

4/17 42.68 53.05 62.03 26.70 37.33 41.57 61.09 26.70 37.33 41.57 22.65 23.31 
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4/18 34.76 58.45 66.60 6.08 31.42 33.30 61.67 6.03 30.27 32.02 5.68 5.78 

4/19 46.56 83.43 90.89 37.75 34.56 43.82 79.16 37.75 33.62 42.31 25.04 28.53 

4/20 86.94 58.32 89.06 4.77 47.50 63.33 89.06 4.77 47.50 63.33 4.69 4.73 

4/21 35.60 55.42 49.49 9.71 30.41 31.95 45.89 9.71 29.69 31.16 9.08 9.01 

4/22 48.66 49.86 70.07 15.38 40.22 49.98 67.30 15.38 39.52 48.90 13.46 14.10 

4/23 47.76 45.31 74.94 10.11 40.05 48.40 68.32 10.09 38.50 46.15 9.33 9.61 

4/24 45.75 39.01 70.78 21.36 35.05 40.11 68.11 21.24 34.71 39.67 17.87 18.61 

4/25 43.71 41.35 63.17 15.90 36.10 39.21 61.46 15.90 36.10 39.21 14.21 14.21 

4/26 83.39 50.78 127.59 7.92 47.67 65.73 114.16 7.92 46.65 62.87 7.43 7.64 

4/27 43.25 48.39 76.00 24.74 34.89 40.92 68.65 24.74 34.32 39.41 19.35 20.46 

4/28 25.87 37.07 38.21 3.73 23.03 22.45 36.65 3.73 22.73 21.90 3.61 3.58 

4/29 41.72 34.70 64.41 11.83 32.99 36.23 60.57 11.83 32.46 35.60 10.60 10.82 

4/30 30.36 43.64 68.86 11.35 25.72 31.25 58.04 11.32 24.93 29.88 9.77 10.13 

5/01 37.10 32.83 72.50 19.48 29.00 34.12 69.60 19.48 28.84 33.90 15.13 16.11 

5/02 37.29 39.66 79.39 22.11 30.11 37.43 68.95 22.02 29.44 36.14 16.43 18.13 

5/03 26.99 45.32 55.17 11.67 23.43 26.48 51.92 11.61 23.23 26.22 9.77 10.15 

5/04 59.00 33.73 119.32 14.53 45.39 57.80 108.79 14.51 45.11 57.35 12.65 13.48 

5/05 34.67 31.78 59.77 10.81 27.15 32.00 54.61 10.77 26.77 31.57 9.66 10.00 

5/06 37.39 55.62 76.49 10.94 30.70 37.61 68.18 10.92 29.42 35.54 9.77 10.13 

5/07 47.53 26.75 90.55 11.54 38.78 46.53 82.85 11.46 37.23 44.08 10.47 10.71 

5/08 39.94 35.89 62.75 17.00 35.24 40.54 59.88 16.90 34.44 39.49 14.97 15.42 

5/09 31.60 34.12 48.54 11.35 29.64 32.83 44.07 11.35 29.12 32.20 10.53 10.70 

5/10 45.73 30.32 68.19 16.37 37.62 43.64 62.94 16.37 37.62 43.07 14.88 15.59 

5/11 38.21 35.91 47.59 9.38 27.99 32.98 43.26 9.33 27.99 32.98 8.72 9.05 

5/12 40.72 22.73 54.99 25.19 30.13 34.02 52.79 25.09 29.59 33.33 20.18 21.43 

5/13 51.85 39.41 80.65 11.65 42.52 51.85 71.06 11.57 40.17 48.62 10.70 11.03 

5/14 52.64 61.97 82.31 14.91 41.38 52.56 75.66 14.85 39.95 49.44 13.25 13.79 

5/15 42.36 38.54 63.35 8.34 36.53 41.94 60.15 8.34 36.09 41.35 7.86 8.03 

5/16 44.64 40.11 56.53 16.10 29.47 39.01 50.36 16.10 28.85 37.95 13.65 14.89 

5/17 51.07 46.77 88.88 32.10 37.89 46.22 74.55 32.10 37.89 46.22 23.82 26.26 

5/18 51.56 47.87 102.10 10.64 29.57 42.88 95.29 10.64 29.37 42.46 8.77 9.51 

5/19 64.48 30.41 110.18 17.66 43.45 65.64 105.17 17.66 43.45 65.18 14.55 16.12 

5/20 56.11 64.77 116.63 10.41 44.50 64.63 102.49 10.38 41.93 60.76 9.22 9.66 

5/21 86.57 42.31 115.52 17.92 50.40 80.74 115.52 17.92 50.40 80.74 15.42 17.07 

5/22 61.42 31.42 97.07 38.10 40.30 55.26 95.41 37.97 40.30 55.26 26.27 31.01 

5/23 55.40 40.32 95.48 24.07 37.69 52.08 95.48 24.07 37.69 52.08 17.90 20.24 

5/24 70.41 44.73 125.91 12.88 36.94 61.31 117.10 12.85 36.25 59.44 10.60 11.79 

5/25 72.02 40.91 144.55 14.54 42.38 65.54 130.27 14.50 40.27 60.82 11.98 13.06 

5/26 77.35 49.24 138.77 14.07 45.26 71.56 125.40 14.06 44.09 68.51 12.09 13.16 

5/27 77.31 35.09 150.60 10.98 44.42 64.25 135.25 10.96 42.51 60.32 9.67 10.18 

5/28 86.46 35.27 188.54 16.52 53.16 87.16 167.69 16.48 50.82 82.33 14.01 15.34 

5/29 75.64 28.04 156.70 25.28 47.26 74.55 146.06 25.26 45.85 70.02 19.32 22.09 

6/01 92.57 36.78 216.57 8.16 54.03 89.41 189.40 8.16 51.40 82.31 7.56 7.86 

6/02 77.78 45.71 186.67 9.52 47.54 74.93 162.00 9.49 45.41 69.01 8.60 8.98 

6/03 130.98 44.87 330.27 14.06 71.38 124.15 292.23 14.03 67.34 113.89 12.55 13.24 

6/04 131.02 37.69 234.40 18.98 62.90 117.98 207.44 18.90 59.22 107.82 16.30 17.70 

6/05 95.38 60.72 184.43 11.03 52.60 88.30 167.47 11.01 48.73 78.12 9.96 10.47 

6/06 83.05 56.31 147.31 11.54 42.65 57.39 136.09 11.50 40.14 53.92 10.00 10.42 

6/07 77.56 83.11 158.02 13.40 36.64 44.88 148.73 13.35 36.47 44.62 11.30 11.74 
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6/08 187.34 86.24 216.70 7.67 57.21 106.73 216.70 7.67 57.21 106.73 7.14 7.44 

6/09 62.12 119.67 90.97 8.53 31.51 37.60 86.77 8.51 31.51 37.60 7.60 7.87 

6/10 44.22 107.71 65.03 10.45 39.85 47.07 58.83 10.40 38.31 44.93 9.94 10.04 

6/11 41.04 83.54 59.76 4.82 36.60 42.43 53.24 4.81 35.28 40.11 4.75 4.78 

6/12 50.69 110.60 70.68 8.07 42.18 46.70 67.05 8.07 40.23 44.32 7.67 7.76 

6/13 35.88 109.40 37.81 8.52 29.51 32.70 33.61 8.52 28.81 30.25 8.34 8.46 

6/14 26.05 93.93 34.00 4.64 24.29 25.50 34.00 4.64 24.29 25.50 4.51 4.51 

6/15 37.04 98.23 56.94 7.91 32.09 38.37 56.94 7.91 32.09 38.37 7.26 7.48 

6/16 21.00 84.62 22.67 12.00 19.74 20.40 22.67 12.00 19.74 20.40 11.77 11.77 

6/17 28.52 70.64 30.68 12.74 24.11 29.35 30.68 12.74 24.11 29.35 11.64 12.50 

6/18 34.00 77.79 39.80 9.05 32.10 38.27 38.27 9.05 31.09 36.85 8.88 9.05 

6/19 50.87 50.89 90.95 19.06 41.69 58.85 87.00 18.88 41.69 58.85 16.01 17.40 

6/20 114.56 60.93 172.72 64.77 79.72 155.45 172.72 64.77 79.72 155.45 47.11 58.66 

6/21 16.70 79.44 19.33 7.91 15.82 17.40 17.40 7.91 15.82 17.40 7.57 7.91 

6/22 17.50 55.32 17.50 7.00 13.46 14.58 17.50 7.00 13.46 14.58 6.73 6.73 

6/23 25.68 79.84 28.71 4.98 24.40 27.11 27.11 4.98 24.40 27.11 4.98 4.98 

6/24 62.64 54.27 71.18 31.32 40.15 55.93 65.25 31.32 39.15 54.00 25.67 29.55 

6/25 104.08 62.78 159.18 18.53 69.38 117.65 159.18 18.53 69.38 117.65 17.24 18.53 

6/26 90.72 42.11 133.41 8.13 61.30 81.00 119.37 8.13 61.30 81.00 7.93 7.93 

6/27 174.00 48.57 145.44 3.19 70.76 124.67 137.79 3.19 70.76 124.67 3.17 3.19 

6/28 144.20 29.27 144.20 2.50 103.00 144.20 144.20 2.50 103.00 144.20 2.50 2.50 

6/29 18.75 31.05 18.75 15.00 18.75 18.75 18.75 15.00 18.75 18.75 15.00 15.00 

6/30 16.00 37.38 24.77 17.07 15.06 16.00 22.59 16.70 15.06 16.00 13.71 14.49 
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Appendix C – Average Session Lengths by Time (ASLT) for TL28  

                         Server 
 
The average session length (duration) calculated for sessions generated by methods M1, 
M2, …….., M12 (Table 4.8) over each109 daily logs are recorded in the following table. 
These session duration are obtained using the equation E4.3 derived in Chapter 4. First 
column of the table identifies the daily logs by their date. For example, “3/12” (the first 
entry) identifies the 3rd of March daily log. Each row of the table shows the average 
session duration in hh:mm:ss format for sessions generated by the methods over the 
corresponding daily log. 
 

Logs M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12 

3/12 0:17:23 0:13:41 1:29:35 0:41:42 0:12:26 0:13:32 1:14:54 0:35:03 0:12:13 0:13:23 0:09:25 0:10:18 

3/13 0:14:10 0:11:50 1:15:10 0:28:50 0:11:43 0:11:49 0:48:56 0:21:34 0:11:43 0:11:49 0:08:41 0:08:21 

3/14 0:10:49 0:10:59 1:00:59 0:28:23 0:10:52 0:11:40 0:52:41 0:23:02 0:10:42 0:11:28 0:07:58 0:08:02 

3/15 0:20:39 0:16:36 2:28:14 0:31:52 0:14:39 0:18:01 1:44:23 0:35:19 0:13:20 0:16:50 0:11:03 0:12:37 

3/16 0:17:53 0:14:02 0:59:28 0:24:24 0:11:43 0:13:58 0:57:58 0:26:03 0:11:26 0:13:58 0:08:14 0:08:55 

3/17 0:19:07 0:17:09 2:16:47 0:29:27 0:14:56 0:19:01 1:55:23 0:29:27 0:14:51 0:18:35 0:08:11 0:08:49 

3/18 0:17:35 0:16:19 2:25:10 0:51:11 0:14:20 0:17:37 2:02:35 0:47:57 0:14:10 0:17:19 0:10:26 0:11:28 

3/19 0:24:53 0:23:26 1:54:14 0:36:15 0:16:46 0:23:40 1:48:49 0:40:05 0:16:24 0:22:41 0:12:14 0:14:30 

3/20 0:19:32 0:18:15 1:48:29 0:23:11 0:15:04 0:18:04 1:36:47 0:23:51 0:14:52 0:18:04 0:10:24 0:10:50 

3/21 0:25:42 0:21:06 1:16:58 0:19:50 0:15:11 0:22:45 0:59:17 0:18:58 0:14:52 0:21:44 0:09:56 0:11:53 

3/22 0:21:29 0:22:41 1:46:41 0:38:01 0:15:52 0:22:22 1:45:27 0:38:40 0:15:52 0:22:22 0:12:44 0:16:03 

3/23 0:23:00 0:21:46 1:58:04 0:47:00 0:15:38 0:21:15 1:44:39 0:43:38 0:15:38 0:21:15 0:12:22 0:15:15 

3/24 0:22:55 0:21:01 1:42:42 0:41:04 0:16:42 0:22:23 1:37:24 0:41:11 0:16:26 0:21:31 0:12:07 0:13:47 

3/25 0:21:17 0:18:48 1:56:03 0:43:31 0:15:46 0:19:57 1:39:44 0:35:57 0:15:38 0:19:50 0:12:18 0:14:15 

3/26 0:23:10 0:21:23 1:41:16 0:26:41 0:16:32 0:20:53 1:22:29 0:28:21 0:16:23 0:20:13 0:10:50 0:11:59 

3/27 0:24:41 0:22:54 1:31:11 0:29:16 0:16:22 0:22:57 1:22:53 0:28:07 0:16:07 0:22:31 0:10:58 0:13:10 

3/28 0:27:24 0:23:54 1:40:10 0:25:58 0:17:02 0:24:27 1:12:58 0:23:56 0:16:58 0:24:15 0:11:02 0:13:15 

3/29 0:27:57 0:27:21 1:27:57 0:15:54 0:16:54 0:23:56 1:23:54 0:17:13 0:16:25 0:23:26 0:07:44 0:08:50 

3/30 0:33:35 0:29:50 1:38:01 0:32:05 0:19:06 0:28:19 1:33:50 0:35:24 0:19:03 0:28:09 0:14:45 0:19:09 

3/31 0:22:02 0:19:14 1:28:39 0:19:25 0:15:35 0:19:58 1:18:05 0:21:33 0:15:34 0:19:38 0:09:51 0:09:54 

4/01 0:25:19 0:24:17 1:54:47 0:37:12 0:16:43 0:24:35 1:28:26 0:30:59 0:16:34 0:24:20 0:12:22 0:15:02 

4/02 0:27:13 0:25:42 2:15:23 0:37:08 0:16:58 0:24:14 1:48:08 0:41:06 0:16:42 0:23:52 0:11:43 0:14:06 

4/03 0:18:52 0:18:40 1:10:29 0:24:59 0:15:21 0:17:59 1:02:44 0:25:07 0:15:14 0:17:49 0:10:51 0:11:37 

4/04 0:23:12 0:21:38 1:05:44 0:18:17 0:15:43 0:21:34 1:02:32 0:18:31 0:15:22 0:21:11 0:09:33 0:10:42 

4/05 0:21:33 0:19:58 2:03:22 0:43:29 0:15:30 0:19:02 1:55:55 0:41:49 0:15:30 0:19:02 0:10:15 0:11:59 

4/06 0:15:19 0:15:21 1:52:24 0:29:52 0:12:25 0:14:59 1:40:20 0:34:10 0:12:25 0:14:59 0:09:11 0:10:22 

4/07 0:12:58 0:11:25 1:41:05 0:31:28 0:11:53 0:11:31 1:23:15 0:31:41 0:11:43 0:11:22 0:08:05 0:07:34 

4/08 0:16:00 0:14:14 1:33:04 0:39:10 0:12:53 0:14:13 1:12:29 0:30:13 0:12:42 0:14:06 0:10:34 0:11:27 

4/09 0:15:53 0:15:20 1:11:25 0:20:10 0:13:43 0:14:57 1:03:50 0:21:53 0:13:36 0:14:41 0:09:56 0:10:28 

4/10 0:12:32 0:11:48 1:24:56 0:18:51 0:11:28 0:12:11 0:55:31 0:19:08 0:11:23 0:12:03 0:09:33 0:10:00 

4/11 0:15:45 0:13:22 2:27:10 0:21:19 0:13:37 0:16:26 1:09:54 0:22:38 0:12:32 0:15:12 0:10:24 0:11:13 

4/12 0:13:57 0:10:50 3:18:19 0:31:32 0:11:12 0:11:58 2:43:42 0:31:32 0:11:12 0:11:58 0:09:23 0:09:46 

4/13 0:11:40 0:11:15 2:44:23 0:32:22 0:11:11 0:10:26 2:32:34 0:32:22 0:11:11 0:10:26 0:07:24 0:06:48 

4/14 0:16:00 0:15:33 1:43:27 0:26:45 0:14:00 0:17:05 1:33:55 0:26:46 0:13:52 0:16:54 0:10:13 0:10:46 

4/15 0:19:01 0:16:10 1:38:28 0:29:48 0:15:16 0:18:11 1:35:56 0:30:44 0:15:10 0:17:50 0:10:57 0:10:26 

4/16 0:12:40 0:13:09 1:06:34 0:19:08 0:11:48 0:12:23 0:46:11 0:16:37 0:11:45 0:12:19 0:08:53 0:08:58 

4/17 0:13:19 0:12:53 1:00:36 0:22:08 0:12:50 0:13:05 0:45:58 0:22:08 0:12:50 0:13:05 0:09:57 0:09:27 



 164 

4/18 0:12:34 0:12:51 2:54:38 0:31:16 0:13:20 0:12:59 2:26:19 0:19:39 0:13:20 0:12:59 0:09:41 0:09:22 

4/19 0:20:30 0:20:04 2:00:13 0:43:59 0:14:56 0:20:31 1:40:44 0:43:59 0:14:42 0:20:04 0:12:06 0:14:50 

4/20 0:24:36 0:21:02 1:48:29 0:05:18 0:14:54 0:20:27 1:48:29 0:05:18 0:14:54 0:20:27 0:01:37 0:01:38 

4/21 0:13:52 0:12:46 1:01:07 0:20:40 0:13:32 0:12:52 0:47:58 0:20:56 0:13:25 0:12:47 0:10:09 0:08:09 

4/22 0:17:08 0:15:19 1:04:45 0:24:39 0:13:52 0:16:56 1:02:39 0:24:48 0:13:55 0:16:57 0:09:45 0:10:16 

4/23 0:18:11 0:17:48 1:30:39 0:25:10 0:15:23 0:18:37 1:21:46 0:25:30 0:14:31 0:17:32 0:10:51 0:11:51 

4/24 0:17:38 0:16:19 1:17:51 0:16:47 0:15:07 0:16:14 1:01:42 0:17:17 0:15:09 0:16:15 0:09:04 0:08:39 

4/25 0:10:17 0:12:08 1:00:00 0:30:12 0:11:58 0:12:08 0:54:45 0:30:12 0:11:58 0:12:08 0:08:15 0:07:31 

4/26 0:29:39 0:24:08 1:49:32 0:08:11 0:17:39 0:24:53 1:38:26 0:08:11 0:17:19 0:24:33 0:03:54 0:03:58 

4/27 0:17:38 0:16:59 2:11:56 0:24:22 0:15:34 0:17:09 2:03:40 0:24:22 0:15:34 0:16:59 0:09:09 0:09:01 

4/28 0:08:31 0:08:24 2:26:55 0:41:21 0:09:39 0:08:30 2:14:35 0:42:10 0:09:39 0:08:09 0:07:27 0:06:22 

4/29 0:16:30 0:15:22 1:55:56 0:22:00 0:14:23 0:15:10 2:02:23 0:22:31 0:14:12 0:15:06 0:09:27 0:09:11 

4/30 0:15:49 0:16:46 2:26:31 0:43:21 0:14:49 0:17:09 1:58:17 0:40:29 0:14:29 0:16:25 0:11:57 0:12:20 

5/01 0:17:02 0:16:17 2:00:36 0:43:22 0:14:02 0:16:00 2:00:45 0:43:25 0:13:58 0:15:54 0:12:12 0:12:43 

5/02 0:18:50 0:18:33 2:22:50 0:40:08 0:16:23 0:19:35 1:57:45 0:40:08 0:16:14 0:19:00 0:12:36 0:13:53 

5/03 0:16:02 0:16:19 2:16:41 0:33:58 0:13:52 0:15:25 1:59:33 0:33:54 0:13:47 0:15:20 0:08:46 0:08:55 

5/04 0:23:38 0:21:53 2:15:59 0:28:17 0:17:25 0:22:40 1:53:53 0:28:16 0:17:18 0:22:28 0:10:09 0:12:07 

5/05 0:18:59 0:17:12 2:27:41 0:30:42 0:14:52 0:17:21 2:07:16 0:32:04 0:14:41 0:17:15 0:09:33 0:09:57 

5/06 0:18:56 0:17:03 3:06:25 0:25:28 0:15:03 0:18:19 2:42:08 0:26:47 0:14:47 0:17:45 0:08:28 0:08:55 

5/07 0:17:45 0:16:35 1:58:48 0:23:17 0:14:54 0:17:11 1:53:59 0:25:06 0:14:41 0:16:41 0:07:54 0:07:51 

5/08 0:15:18 0:14:59 1:08:54 0:18:28 0:13:40 0:15:07 0:59:54 0:17:07 0:13:20 0:14:51 0:08:10 0:08:01 

5/09 0:13:01 0:13:56 1:02:57 0:14:33 0:12:46 0:14:12 0:35:42 0:14:33 0:12:32 0:14:00 0:07:34 0:07:31 

5/10 0:18:27 0:17:19 1:41:50 0:16:36 0:14:25 0:17:00 1:21:01 0:16:36 0:14:24 0:16:42 0:09:56 0:11:10 

5/11 0:17:09 0:15:48 1:17:33 0:16:30 0:13:03 0:15:35 1:01:55 0:14:03 0:13:03 0:15:35 0:08:46 0:09:34 

5/12 0:15:22 0:14:20 1:35:23 0:27:21 0:11:54 0:12:30 1:28:19 0:27:31 0:11:42 0:12:16 0:10:22 0:10:32 

5/13 0:18:13 0:17:28 1:33:45 0:27:09 0:14:33 0:17:39 1:11:52 0:22:15 0:14:27 0:17:31 0:09:50 0:10:33 

5/14 0:19:38 0:18:38 1:21:05 0:20:18 0:15:44 0:19:41 1:09:58 0:21:00 0:15:20 0:18:40 0:10:47 0:11:26 

5/15 0:15:22 0:14:44 0:59:07 0:16:43 0:13:46 0:15:27 0:47:45 0:16:43 0:13:40 0:15:18 0:08:46 0:09:17 

5/16 0:22:15 0:20:20 1:09:14 0:25:13 0:14:47 0:20:17 0:54:12 0:25:13 0:14:36 0:19:37 0:10:42 0:12:51 

5/17 0:21:19 0:19:50 1:44:18 0:28:19 0:17:20 0:19:50 1:04:51 0:28:19 0:17:20 0:19:50 0:13:26 0:14:29 

5/18 0:27:56 0:27:11 2:30:37 0:46:30 0:19:06 0:27:12 2:03:41 0:46:30 0:18:58 0:26:54 0:14:13 0:17:33 

5/19 0:28:31 0:24:11 2:17:00 0:34:41 0:17:40 0:26:52 2:14:08 0:34:41 0:17:42 0:26:39 0:13:07 0:16:54 

5/20 0:25:17 0:23:35 1:52:14 0:21:01 0:17:10 0:25:05 1:46:45 0:22:38 0:16:55 0:24:53 0:08:51 0:09:43 

5/21 0:33:35 0:33:04 0:59:01 0:29:11 0:19:09 0:32:45 0:59:01 0:29:11 0:19:09 0:32:45 0:14:39 0:20:29 

5/22 0:26:01 0:24:52 1:30:50 0:39:48 0:16:42 0:23:23 1:22:29 0:37:17 0:16:42 0:23:23 0:13:24 0:16:41 

5/23 0:26:50 0:25:34 1:19:32 0:44:14 0:17:53 0:24:37 1:19:32 0:44:14 0:17:53 0:24:37 0:14:31 0:18:03 

5/24 0:39:33 0:35:04 2:08:29 0:37:53 0:19:46 0:33:28 1:46:00 0:36:41 0:19:46 0:32:51 0:13:17 0:18:14 

5/25 0:34:13 0:33:02 2:07:46 0:36:30 0:19:28 0:30:14 2:04:24 0:48:00 0:19:04 0:28:56 0:14:54 0:19:08 

5/26 0:33:28 0:31:32 2:44:48 0:48:20 0:19:16 0:31:21 2:20:18 0:49:01 0:18:59 0:30:20 0:15:55 0:22:04 

5/27 0:32:56 0:30:49 2:46:59 0:26:24 0:18:25 0:26:56 2:29:48 0:30:17 0:18:18 0:26:04 0:10:43 0:12:19 

5/28 0:34:57 0:35:06 2:54:58 0:39:58 0:19:54 0:33:46 2:32:15 0:45:44 0:19:37 0:33:01 0:15:01 0:20:44 

5/29 0:33:09 0:32:19 2:49:18 0:51:57 0:19:34 0:32:03 2:41:54 0:54:32 0:19:24 0:30:32 0:15:50 0:21:25 

6/01 0:36:03 0:34:13 2:55:06 0:19:46 0:20:07 0:33:47 2:48:35 0:21:20 0:19:40 0:32:00 0:09:49 0:11:19 

6/02 0:32:57 0:30:02 3:31:41 0:24:59 0:19:33 0:31:15 3:12:26 0:25:49 0:19:08 0:29:23 0:09:56 0:11:05 

6/03 0:40:19 0:36:35 4:05:25 0:25:15 0:20:31 0:36:51 3:53:07 0:29:15 0:20:18 0:35:27 0:11:00 0:13:02 

6/04 0:46:44 0:40:23 2:24:25 0:19:07 0:20:43 0:40:33 2:14:51 0:20:13 0:20:32 0:39:06 0:09:57 0:11:42 

6/05 0:37:06 0:35:40 2:26:31 0:22:26 0:19:21 0:33:51 2:23:32 0:24:44 0:19:10 0:31:51 0:10:28 0:12:11 

6/06 0:32:54 0:30:32 3:12:53 0:31:38 0:17:27 0:24:31 3:14:36 0:32:56 0:17:33 0:24:26 0:10:00 0:10:47 

6/07 0:30:15 0:29:53 3:50:47 0:35:03 0:15:54 0:19:28 3:24:44 0:31:22 0:15:49 0:19:20 0:10:13 0:10:53 
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6/08 0:56:33 0:53:29 2:33:58 0:49:17 0:19:27 0:38:11 2:33:58 0:49:17 0:19:27 0:38:11 0:12:53 0:17:52 

6/09 0:21:59 0:22:11 2:52:12 0:28:14 0:13:14 0:15:45 2:35:11 0:26:43 0:13:14 0:15:45 0:07:52 0:08:37 

6/10 0:16:19 0:13:35 0:51:35 0:11:03 0:12:01 0:13:56 0:48:18 0:11:19 0:11:14 0:13:10 0:04:27 0:04:21 

6/11 0:11:41 0:10:49 1:09:24 0:07:34 0:11:32 0:12:12 1:01:47 0:06:15 0:10:41 0:11:08 0:05:02 0:05:03 

6/12 0:11:21 0:11:03 0:50:24 0:15:43 0:11:31 0:11:07 0:51:00 0:16:35 0:11:46 0:11:04 0:08:01 0:07:07 

6/13 0:09:42 0:09:28 0:32:09 0:03:56 0:09:19 0:09:49 0:23:38 0:04:23 0:09:17 0:09:18 0:03:50 0:03:57 

6/14 0:07:09 0:07:50 0:36:29 0:05:36 0:07:19 0:07:50 0:36:29 0:05:36 0:07:19 0:07:50 0:02:57 0:02:57 

6/15 0:15:38 0:15:49 0:59:22 0:18:59 0:13:19 0:15:44 0:59:22 0:18:59 0:13:19 0:15:44 0:09:08 0:09:25 

6/16 0:07:58 0:07:13 0:19:11 0:04:35 0:07:53 0:07:01 0:19:11 0:04:35 0:07:53 0:07:01 0:04:20 0:04:03 

6/17 0:09:48 0:09:44 0:13:15 0:08:35 0:08:08 0:10:18 0:13:15 0:08:35 0:08:08 0:10:18 0:05:40 0:06:39 

6/18 0:08:45 0:08:26 0:35:14 0:04:29 0:07:16 0:08:52 0:35:02 0:04:29 0:07:11 0:08:26 0:04:16 0:04:29 

6/19 0:20:57 0:24:11 1:52:26 0:41:01 0:17:01 0:24:11 1:04:26 0:23:24 0:17:01 0:24:11 0:10:50 0:12:37 

6/20 0:33:06 0:41:01 0:48:50 0:23:30 0:18:26 0:41:01 0:48:50 0:23:30 0:18:26 0:41:01 0:13:36 0:18:11 

6/21 0:05:43 0:05:51 0:28:27 0:04:48 0:05:15 0:05:51 0:05:51 0:04:48 0:05:15 0:05:51 0:04:20 0:04:48 

6/22 0:06:50 0:06:50 1:31:06 0:07:05 0:05:35 0:06:10 1:31:06 0:07:05 0:05:35 0:06:10 0:04:18 0:04:18 

6/23 0:07:11 0:07:44 0:15:09 0:01:51 0:06:52 0:07:44 0:07:44 0:01:51 0:06:52 0:07:44 0:01:51 0:01:51 

6/24 0:23:43 0:22:20 0:46:50 0:14:19 0:14:32 0:21:02 0:31:04 0:14:19 0:13:55 0:19:56 0:09:30 0:11:41 

6/25 0:28:19 0:30:36 2:01:34 0:11:14 0:15:47 0:29:02 2:01:34 0:11:14 0:15:47 0:29:02 0:08:43 0:11:14 

6/26 0:21:40 0:16:58 2:27:59 0:03:05 0:15:04 0:19:39 0:42:35 0:03:05 0:15:04 0:19:39 0:02:16 0:02:01 

6/27 0:41:59 0:36:43 1:10:26 0:00:51 0:16:42 0:33:58 0:40:26 0:00:51 0:16:42 0:33:58 0:00:47 0:00:48 

6/28 0:24:26 0:24:26 0:24:26 0:00:23 0:17:24 0:24:26 0:24:26 0:00:23 0:17:24 0:24:26 0:00:23 0:00:23 

6/29 0:03:44 0:03:44 0:03:44 0:03:07 0:03:44 0:03:44 0:03:44 0:03:07 0:03:44 0:03:44 0:03:07 0:03:07 

6/30 0:06:07 0:06:05 1:25:21 0:45:53 0:05:50 0:05:39 1:06:03 0:33:49 0:05:50 0:05:39 0:05:10 0:05:27 
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Appendix D – Average Time Spent on a Page (ATP) for TL28 Server 
 
The average time spent on a page calculated for sessions generated by methods M1, M2, 
…….., M12 (Table 4.8) over each109 daily logs are recorded in the following table. 
These page times are obtained using the equation E4.2 derived in Chapter 4. First column 
of the table identifies the daily logs by their date. For example, “3/12” (the first entry) 
identifies the 3rd of March daily log. Each row of the table shows the average time spent 
on a page in hh:mm:ss format for sessions generated by the methods over the 
corresponding daily log. 
 

Logs M1 M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12 

3/12 0:00:32 0:00:35 0:04:46 0:03:08 0:00:45 0:00:34 0:04:25 0:02:54 0:00:44 0:00:34 0:00:41 0:00:31 

3/13 0:00:24 0:00:32 0:03:19 0:01:52 0:00:41 0:00:33 0:01:26 0:01:10 0:00:41 0:00:33 0:00:33 0:00:24 

3/14 0:00:29 0:00:31 0:02:31 0:01:38 0:00:56 0:00:37 0:01:16 0:00:42 0:00:55 0:00:36 0:00:39 0:00:29 

3/15 0:00:24 0:00:25 0:04:15 0:01:06 0:00:37 0:00:23 0:02:33 0:01:08 0:00:29 0:00:25 0:00:32 0:00:29 

3/16 0:00:24 0:00:27 0:01:27 0:01:25 0:00:30 0:00:26 0:01:46 0:01:33 0:00:29 0:00:26 0:00:25 0:00:22 

3/17 0:00:24 0:00:25 0:04:10 0:01:23 0:00:34 0:00:26 0:03:57 0:01:22 0:00:34 0:00:26 0:00:24 0:00:20 

3/18 0:00:29 0:00:27 0:02:46 0:01:40 0:00:37 0:00:28 0:02:39 0:01:38 0:00:37 0:00:28 0:00:32 0:00:23 

3/19 0:00:19 0:00:23 0:02:12 0:01:01 0:00:32 0:00:25 0:01:12 0:00:49 0:00:32 0:00:25 0:00:28 0:00:21 

3/20 0:00:21 0:00:24 0:01:48 0:00:49 0:00:32 0:00:24 0:01:51 0:00:50 0:00:31 0:00:25 0:00:28 0:00:23 

3/21 0:00:22 0:00:20 0:01:08 0:00:56 0:00:26 0:00:19 0:01:04 0:00:48 0:00:27 0:00:20 0:00:28 0:00:22 

3/22 0:00:22 0:00:21 0:00:46 0:00:32 0:00:26 0:00:21 0:01:06 0:00:32 0:00:26 0:00:21 0:00:27 0:00:25 

3/23 0:00:25 0:00:27 0:02:27 0:01:35 0:00:35 0:00:26 0:02:27 0:01:32 0:00:35 0:00:26 0:00:28 0:00:24 

3/24 0:00:20 0:00:24 0:01:34 0:00:41 0:00:31 0:00:25 0:01:33 0:00:41 0:00:31 0:00:25 0:00:27 0:00:21 

3/25 0:00:22 0:00:20 0:01:45 0:00:51 0:00:27 0:00:22 0:01:44 0:00:44 0:00:26 0:00:22 0:00:26 0:00:22 

3/26 0:00:20 0:00:23 0:01:01 0:00:38 0:00:29 0:00:25 0:01:04 0:00:44 0:00:30 0:00:25 0:00:25 0:00:20 

3/27 0:00:20 0:00:20 0:01:00 0:00:38 0:00:28 0:00:20 0:01:02 0:00:38 0:00:28 0:00:20 0:00:24 0:00:18 

3/28 0:00:22 0:00:22 0:04:02 0:00:31 0:00:32 0:00:25 0:02:05 0:00:30 0:00:33 0:00:25 0:00:24 0:00:22 

3/29 0:00:22 0:00:25 0:01:56 0:00:38 0:00:29 0:00:25 0:01:52 0:00:38 0:00:24 0:00:25 0:00:16 0:00:15 

3/30 0:00:19 0:00:22 0:00:44 0:00:35 0:00:28 0:00:24 0:00:43 0:00:36 0:00:28 0:00:24 0:00:31 0:00:23 

3/31 0:00:18 0:00:25 0:01:09 0:00:38 0:00:35 0:00:27 0:01:12 0:00:44 0:00:38 0:00:31 0:00:31 0:00:22 

4/01 0:00:22 0:00:26 0:01:15 0:01:26 0:00:26 0:00:25 0:01:25 0:00:54 0:00:29 0:00:30 0:00:27 0:00:25 

4/02 0:00:20 0:00:22 0:01:32 0:00:50 0:00:29 0:00:25 0:01:48 0:00:56 0:00:28 0:00:25 0:00:25 0:00:21 

4/03 0:00:20 0:00:18 0:01:09 0:00:42 0:00:25 0:00:22 0:01:21 0:00:48 0:00:25 0:00:22 0:00:22 0:00:19 

4/04 0:00:20 0:00:21 0:01:18 0:01:06 0:00:39 0:00:33 0:01:26 0:01:06 0:00:37 0:00:33 0:00:35 0:00:24 

4/05 0:00:25 0:00:33 0:03:46 0:01:39 0:00:52 0:00:47 0:03:44 0:01:39 0:00:52 0:00:47 0:00:34 0:00:32 

4/06 0:00:17 0:00:18 0:03:19 0:00:30 0:00:44 0:00:25 0:03:42 0:00:55 0:00:44 0:00:25 0:00:34 0:00:18 

4/07 0:00:21 0:00:28 0:02:53 0:01:32 0:00:41 0:00:30 0:02:38 0:01:33 0:00:51 0:00:30 0:00:29 0:00:22 

4/08 0:00:29 0:00:35 0:03:21 0:00:56 0:00:50 0:00:35 0:02:57 0:00:41 0:00:42 0:00:35 0:00:27 0:00:24 

4/09 0:00:19 0:00:22 0:02:13 0:00:42 0:00:30 0:00:23 0:01:55 0:00:36 0:00:31 0:00:24 0:00:24 0:00:20 

4/10 0:00:20 0:00:24 0:01:47 0:00:25 0:00:25 0:00:22 0:01:24 0:00:26 0:00:27 0:00:24 0:00:21 0:00:20 

4/11 0:00:22 0:00:45 0:03:10 0:02:40 0:01:05 0:00:36 0:06:40 0:02:46 0:00:58 0:00:35 0:00:38 0:00:26 

4/12 0:00:52 0:00:49 0:24:23 0:02:54 0:00:58 0:00:53 0:20:35 0:02:54 0:00:58 0:00:53 0:01:01 0:00:43 

4/13 0:00:27 0:00:24 0:05:55 0:02:01 0:00:32 0:00:25 0:05:56 0:02:01 0:00:32 0:00:25 0:00:23 0:00:17 

4/14 0:00:31 0:00:32 0:04:34 0:00:43 0:00:41 0:00:36 0:04:24 0:00:43 0:00:40 0:00:35 0:00:34 0:00:27 

4/15 0:00:26 0:00:34 0:01:20 0:00:56 0:00:34 0:00:27 0:01:57 0:00:57 0:00:40 0:00:35 0:00:30 0:00:23 

4/16 0:00:20 0:00:22 0:01:19 0:00:41 0:00:29 0:00:25 0:01:06 0:00:37 0:00:29 0:00:25 0:00:26 0:00:23 

4/17 0:00:18 0:00:20 0:01:08 0:00:30 0:00:31 0:00:20 0:00:41 0:00:30 0:00:31 0:00:20 0:00:25 0:00:21 

4/18 0:00:26 0:00:33 0:07:19 0:02:59 0:00:50 0:00:33 0:11:18 0:00:40 0:00:50 0:00:33 0:00:38 0:00:26 
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4/19 0:00:31 0:00:29 0:01:00 0:00:53 0:00:57 0:00:30 0:00:51 0:00:53 0:00:56 0:00:29 0:00:59 0:00:38 

4/20 0:00:24 0:00:23 0:02:51 0:00:18 0:00:24 0:00:23 0:02:51 0:00:18 0:00:24 0:00:23 0:00:07 0:00:06 

4/21 0:00:28 0:00:32 0:01:17 0:01:00 0:00:47 0:00:31 0:01:14 0:00:59 0:00:47 0:00:31 0:00:48 0:00:35 

4/22 0:00:20 0:00:20 0:01:25 0:00:57 0:00:28 0:00:22 0:01:25 0:00:58 0:00:29 0:00:23 0:00:30 0:00:23 

4/23 0:00:24 0:00:26 0:02:15 0:00:36 0:00:36 0:00:27 0:01:52 0:00:37 0:00:35 0:00:26 0:00:30 0:00:23 

4/24 0:00:30 0:00:37 0:03:13 0:00:41 0:00:45 0:00:32 0:02:18 0:00:42 0:00:48 0:00:37 0:00:32 0:00:25 

4/25 0:00:23 0:00:26 0:01:05 0:00:54 0:00:34 0:00:26 0:01:03 0:00:54 0:00:34 0:00:26 0:00:22 0:00:20 

4/26 0:00:23 0:00:35 0:02:07 0:00:13 0:00:51 0:00:36 0:02:35 0:00:13 0:00:51 0:00:35 0:00:12 0:00:07 

4/27 0:00:35 0:00:33 0:04:54 0:01:07 0:00:46 0:00:38 0:05:09 0:01:07 0:00:50 0:00:33 0:00:30 0:00:21 

4/28 0:00:20 0:00:21 0:10:14 0:04:34 0:00:26 0:00:23 0:10:11 0:04:38 0:00:26 0:00:22 0:00:23 0:00:20 

4/29 0:00:30 0:00:32 0:04:04 0:01:01 0:01:09 0:00:41 0:04:26 0:00:58 0:01:17 0:00:41 0:00:57 0:00:31 

4/30 0:00:33 0:00:49 0:02:37 0:01:18 0:01:07 0:00:49 0:02:28 0:01:24 0:01:06 0:00:48 0:00:43 0:00:33 

5/01 0:00:35 0:00:33 0:02:07 0:00:54 0:00:50 0:00:35 0:02:31 0:00:54 0:00:50 0:00:35 0:00:34 0:00:28 

5/02 0:00:41 0:00:39 0:09:47 0:00:38 0:01:03 0:00:40 0:06:31 0:00:38 0:01:02 0:00:40 0:00:37 0:00:26 

5/03 0:00:38 0:00:38 0:10:26 0:01:04 0:00:57 0:00:37 0:09:55 0:01:04 0:00:57 0:00:37 0:00:44 0:00:24 

5/04 0:00:42 0:00:40 0:02:00 0:00:35 0:01:02 0:00:41 0:02:10 0:00:35 0:01:01 0:00:41 0:00:32 0:00:25 

5/05 0:00:45 0:00:44 0:05:45 0:00:57 0:01:03 0:00:45 0:04:14 0:01:10 0:01:00 0:00:43 0:00:33 0:00:26 

5/06 0:00:50 0:00:48 0:05:35 0:01:36 0:01:08 0:00:51 0:05:36 0:01:39 0:01:08 0:00:49 0:00:36 0:00:27 

5/07 0:00:28 0:00:29 0:03:00 0:01:27 0:00:48 0:00:32 0:03:14 0:01:49 0:00:48 0:00:31 0:00:29 0:00:23 

5/08 0:00:33 0:00:32 0:01:49 0:01:16 0:00:45 0:00:31 0:01:51 0:01:13 0:00:44 0:00:32 0:00:27 0:00:21 

5/09 0:00:33 0:00:32 0:01:23 0:00:41 0:00:40 0:00:33 0:01:14 0:00:41 0:00:40 0:00:35 0:00:36 0:00:28 

5/10 0:00:33 0:00:31 0:02:06 0:00:30 0:00:35 0:00:33 0:26:53 0:00:30 0:00:35 0:00:33 0:00:28 0:00:27 

5/11 0:00:26 0:00:27 0:02:12 0:00:49 0:00:37 0:00:33 0:03:11 0:00:29 0:00:37 0:00:33 0:00:28 0:00:23 

5/12 0:00:28 0:00:30 0:02:37 0:00:55 0:00:36 0:00:31 0:02:40 0:00:56 0:00:35 0:00:31 0:00:31 0:00:26 

5/13 0:00:24 0:00:25 0:01:08 0:00:51 0:00:36 0:00:24 0:01:23 0:00:35 0:00:36 0:00:25 0:00:26 0:00:21 

5/14 0:00:23 0:00:26 0:01:24 0:00:38 0:00:36 0:00:31 0:01:17 0:00:38 0:00:36 0:00:31 0:00:29 0:00:25 

5/15 0:00:23 0:00:23 0:02:05 0:00:28 0:00:29 0:00:23 0:00:51 0:00:28 0:00:29 0:00:23 0:00:25 0:00:22 

5/16 0:00:31 0:00:28 0:01:06 0:00:58 0:00:41 0:00:34 0:00:45 0:00:58 0:00:41 0:00:34 0:00:36 0:00:31 

5/17 0:00:28 0:00:32 0:00:56 0:00:36 0:00:34 0:00:32 0:00:45 0:00:36 0:00:34 0:00:32 0:00:31 0:00:29 

5/18 0:00:34 0:00:33 0:01:08 0:01:00 0:01:25 0:00:47 0:01:03 0:01:00 0:01:24 0:00:47 0:01:15 0:00:44 

5/19 0:00:31 0:00:31 0:01:36 0:00:42 0:00:34 0:00:26 0:01:39 0:00:42 0:00:34 0:00:26 0:00:33 0:00:27 

5/20 0:00:32 0:00:34 0:01:20 0:00:37 0:00:36 0:00:35 0:01:47 0:00:40 0:00:37 0:00:35 0:00:26 0:00:22 

5/21 0:00:27 0:00:27 0:00:49 0:00:34 0:00:29 0:00:27 0:00:49 0:00:34 0:00:29 0:00:27 0:00:27 0:00:23 

5/22 0:00:31 0:00:31 0:01:40 0:00:50 0:00:44 0:00:31 0:01:35 0:00:45 0:00:44 0:00:31 0:00:39 0:00:26 

5/23 0:00:33 0:00:35 0:01:01 0:00:39 0:00:37 0:00:35 0:01:01 0:00:39 0:00:37 0:00:35 0:00:32 0:00:28 

5/24 0:00:34 0:00:38 0:01:11 0:00:31 0:00:42 0:00:36 0:01:05 0:00:30 0:00:43 0:00:36 0:00:34 0:00:27 

5/25 0:00:35 0:00:34 0:01:42 0:00:47 0:00:46 0:00:36 0:01:59 0:00:58 0:00:46 0:00:37 0:00:41 0:00:32 

5/26 0:00:30 0:00:31 0:01:51 0:00:50 0:00:39 0:00:34 0:01:38 0:00:52 0:00:39 0:00:34 0:00:40 0:00:34 

5/27 0:00:30 0:00:31 0:01:43 0:00:46 0:00:41 0:00:32 0:01:40 0:00:50 0:00:42 0:00:31 0:00:30 0:00:22 

5/28 0:00:30 0:00:29 0:01:11 0:00:43 0:00:37 0:00:31 0:02:40 0:00:49 0:00:37 0:00:31 0:00:33 0:00:27 

5/29 0:00:30 0:00:28 0:02:06 0:01:14 0:00:35 0:00:29 0:02:06 0:01:15 0:00:35 0:00:29 0:00:33 0:00:27 

6/01 0:00:28 0:00:28 0:01:25 0:00:32 0:00:38 0:00:30 0:01:23 0:00:35 0:00:39 0:00:30 0:00:27 0:00:20 

6/02 0:00:31 0:00:31 0:02:11 0:00:46 0:00:42 0:00:32 0:02:17 0:00:53 0:00:45 0:00:33 0:00:31 0:00:23 

6/03 0:00:32 0:00:30 0:02:35 0:00:55 0:00:42 0:00:34 0:02:47 0:01:04 0:00:44 0:00:34 0:00:33 0:00:24 

6/04 0:00:26 0:00:26 0:01:26 0:00:46 0:00:35 0:00:29 0:02:02 0:00:47 0:00:36 0:00:30 0:00:28 0:00:23 

6/05 0:00:31 0:00:33 0:02:08 0:01:06 0:00:43 0:00:42 0:02:03 0:01:07 0:00:45 0:00:42 0:00:40 0:00:33 

6/06 0:00:22 0:00:25 0:03:32 0:03:09 0:01:17 0:00:43 0:03:38 0:03:10 0:01:17 0:00:44 0:00:51 0:00:32 

6/07 0:00:33 0:00:28 0:04:13 0:03:44 0:01:25 0:00:48 0:04:28 0:02:59 0:01:24 0:00:48 0:01:06 0:00:33 

6/08 0:00:21 0:00:25 0:05:24 0:03:32 0:00:34 0:00:22 0:05:24 0:03:32 0:00:34 0:00:22 0:00:26 0:00:17 



 168 

6/09 0:00:22 0:00:24 0:04:37 0:05:31 0:00:50 0:00:38 0:04:01 0:05:24 0:00:50 0:00:38 0:00:41 0:00:31 

6/10 0:00:26 0:00:18 0:00:53 0:00:49 0:00:25 0:00:19 0:00:56 0:00:54 0:00:23 0:00:19 0:00:16 0:00:14 

6/11 0:00:19 0:00:17 0:02:00 0:00:23 0:00:24 0:00:18 0:01:53 0:00:17 0:00:23 0:00:17 0:00:18 0:00:13 

6/12 0:00:19 0:00:18 0:00:43 0:00:49 0:00:27 0:00:19 0:00:43 0:00:49 0:00:26 0:00:18 0:00:20 0:00:15 

6/13 0:00:14 0:00:14 0:00:59 0:00:14 0:00:31 0:00:24 0:00:46 0:00:15 0:00:31 0:00:24 0:00:15 0:00:15 

6/14 0:00:14 0:00:18 0:00:56 0:00:21 0:00:18 0:00:18 0:00:56 0:00:21 0:00:18 0:00:18 0:00:14 0:00:14 

6/15 0:00:36 0:00:24 0:01:03 0:00:28 0:00:39 0:00:25 0:01:03 0:00:28 0:00:39 0:00:25 0:00:36 0:00:25 

6/16 0:00:26 0:00:18 0:00:52 0:00:22 0:00:47 0:00:41 0:00:52 0:00:22 0:00:47 0:00:41 0:00:22 0:00:18 

6/17 0:00:11 0:00:12 0:00:13 0:00:13 0:00:15 0:00:12 0:00:13 0:00:13 0:00:15 0:00:12 0:00:12 0:00:11 

6/18 0:00:13 0:00:11 0:00:30 0:00:12 0:00:12 0:00:11 0:01:06 0:00:12 0:00:12 0:00:11 0:00:12 0:00:12 

6/19 0:00:26 0:00:21 0:00:54 0:02:20 0:00:31 0:00:21 0:00:23 0:00:26 0:00:31 0:00:21 0:00:23 0:00:17 

6/20 0:00:59 0:00:13 0:00:13 0:00:18 0:00:16 0:00:13 0:00:13 0:00:18 0:00:16 0:00:13 0:00:34 0:00:38 

6/21 0:00:15 0:00:15 0:00:39 0:00:15 0:00:14 0:00:15 0:00:15 0:00:15 0:00:14 0:00:15 0:00:15 0:00:15 

6/22 0:00:17 0:00:17 0:02:23 0:00:52 0:00:17 0:00:18 0:02:23 0:00:52 0:00:17 0:00:18 0:00:21 0:00:21 

6/23 0:00:12 0:00:12 0:00:28 0:00:11 0:00:13 0:00:12 0:00:12 0:00:11 0:00:13 0:00:12 0:00:11 0:00:11 

6/24 0:00:24 0:00:19 0:00:58 0:00:15 0:00:23 0:00:20 0:00:28 0:00:15 0:00:21 0:00:19 0:00:16 0:00:13 

6/25 0:00:16 0:00:15 0:02:49 0:00:20 0:00:18 0:00:15 0:02:49 0:00:20 0:00:18 0:00:15 0:00:19 0:00:20 

6/26 0:00:19 0:00:24 0:03:52 0:00:12 0:00:24 0:00:19 0:00:49 0:00:12 0:00:24 0:00:19 0:00:09 0:00:08 

6/27 0:00:22 0:00:21 0:00:37 0:00:05 0:00:25 0:00:22 0:00:23 0:00:05 0:00:25 0:00:22 0:00:06 0:00:05 

6/28 0:00:22 0:00:22 0:00:22 0:00:03 0:00:18 0:00:22 0:00:22 0:00:03 0:00:18 0:00:22 0:00:03 0:00:03 

6/29 0:00:13 0:00:13 0:00:13 0:00:13 0:00:13 0:00:13 0:00:13 0:00:13 0:00:13 0:00:13 0:00:13 0:00:13 

6/30 0:00:14 0:00:13 0:15:26 0:10:15 0:00:20 0:00:12 0:12:53 0:09:48 0:00:20 0:00:12 0:00:14 0:00:12 
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Appendix E – Number of Sessions (NS) by M2 Variants for TL28 Server 
 
Numbers of sessions generated by methods M2-1, M2-2 and M2-3 (Table 5.14) over each 
109 daily logs are recorded in the following table. First column identifies the daily logs by 
their date. For example, “3/12” (the first entry) identifies the 3rd of March daily log. Each 
row of the table shows the numbers of sessions generated by the methods over the 
corresponding daily log. 
 
 

Logs M2-1 M2-2 M2-3 

3/12 230 220 131

3/13 153 152 98

3/14 84 80 56

3/15 87 85 51

3/16 124 119 78

3/17 271 227 151

3/18 423 379 233

3/19 638 617 367

3/20 263 256 163

3/21 121 109 81

3/22 77 73 41

3/23 105 101 56

3/24 284 244 155

3/25 354 301 194

3/26 550 531 322

3/27 295 278 180

3/28 154 143 95

3/29 95 77 50

3/30 99 92 55

3/31 272 224 145

4/01 292 262 180

4/02 592 557 318

4/03 258 244 159

4/04 107 94 65

4/05 73 71 45

4/06 111 107 69

4/07 171 166 100

4/08 214 197 131

4/09 269 256 181

4/10 117 108 77

4/11 71 63 44

4/12 53 52 27

4/13 60 57 32

4/14 124 108 79

4/15 153 114 70

4/16 141 136 101

4/17 102 97 64

4/18 53 52 27

4/19 60 58 31

4/20 49 43 30

4/21 85 77 52

4/22 163 120 90
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4/23 154 149 97

4/24 96 90 52

4/25 60 58 35

4/26 78 69 35

4/27 55 53 30

4/28 82 78 45

4/29 114 112 64

4/30 136 134 66

5/01 153 151 71

5/02 154 143 70

5/03 105 98 47

5/04 139 128 64

5/05 308 283 155

5/06 716 620 302

5/07 959 890 461

5/08 239 227 146

5/09 106 98 69

5/10 77 73 49

5/11 97 94 68

5/12 183 177 108

5/13 218 197 132

5/14 300 287 178

5/15 151 139 92

5/16 76 66 51

5/17 54 49 29

5/18 88 84 42

5/19 173 138 84

5/20 212 159 92

5/21 94 88 63

5/22 194 185 106

5/23 111 106 57

5/24 189 182 88

5/25 309 297 132

5/26 381 361 193

5/27 608 576 272

5/28 841 813 379

5/29 451 426 203

6/01 629 582 220

6/02 1100 1015 404

6/03 1826 1653 603

6/04 1038 852 462

6/05 332 306 151

6/06 201 173 91

6/07 97 86 42

6/08 53 43 24

6/09 94 92 55

6/10 112 104 79

6/11 78 73 54

6/12 62 58 38

6/13 35 35 31

6/14 20 20 15

6/15 47 44 29
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6/16 27 26 23

6/17 24 23 21

6/18 28 27 26

6/19 34 34 23

6/20 20 20 18

6/21 10 10 10

6/22 11 10 8

6/23 18 18 18

6/24 28 24 21

6/25 22 22 16

6/26 36 28 18

6/27 19 18 17

6/28 5 5 5

6/29 12 12 12

6/30 48 47 33
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Appendix F – Average Session Length by Pages (ASLP) by M2  

                         Variants for TL28 Server 
 
The average numbers of pages in a session for sessions generated by methods M2-1, M2-
2 and M2-3 (Table 5.14) over each109 daily logs are recorded in the following table. 
These numbers are obtained using the equation E4.1 derived in Chapter 4. First column of 
the table identifies the daily logs by their date. For example, “3/12” (the first entry) 
identifies the 3rd of March daily log. Each row of the table shows the average numbers of 
pages in a session for sessions genera rated by the methods over the corresponding daily 
log 
 

Logs M2-1 M2-2 M2-3 

3/12 16.00 16.34 23.27 

3/13 18.75 18.75 18.75 

3/14 144.20 144.20 144.20 

3/15 137.79 145.44 154.00 

3/16 63.00 81.00 126.00 

3/17 123.00 123.00 169.13 

3/18 55.93 65.25 74.57 

3/19 27.11 27.11 27.11 

3/20 15.91 17.50 21.88 

3/21 17.40 17.40 17.40 

3/22 155.45 155.45 172.72 

3/23 58.85 58.85 87.00 

3/24 35.54 36.85 38.27 

3/25 28.13 29.35 32.14 

3/26 22.67 23.54 26.61 

3/27 37.55 40.11 60.86 

3/28 25.50 25.50 34.00 

3/29 34.57 34.57 39.03 

3/30 42.18 45.09 68.82 

3/31 37.54 40.11 54.22 

4/01 44.13 47.52 62.56 

4/02 60.00 61.30 102.55 

4/03 134.92 166.30 297.96 

4/04 78.20 88.20 180.60 

4/05 71.09 82.60 157.02 

4/06 87.77 95.23 192.98 

4/07 102.52 124.90 230.34 

4/08 113.95 125.87 345.06 

4/09 69.07 74.85 188.06 

4/10 84.01 90.79 240.19 

4/11 71.57 75.77 159.01 

4/12 86.54 89.52 192.03 

4/13 69.85 73.73 156.13 

4/14 71.75 75.73 141.64 

4/15 68.30 71.06 159.88 

4/16 61.96 64.34 133.07 

4/17 51.61 54.05 100.51 
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4/18 57.54 60.34 105.31 

4/19 79.88 85.33 119.19 

4/20 47.86 63.82 110.29 

4/21 53.50 67.07 110.18 

4/22 48.73 51.05 102.10 

4/23 42.80 47.16 79.69 

4/24 36.45 41.97 54.31 

4/25 39.44 42.84 64.73 

4/26 49.94 52.20 84.16 

4/27 46.61 51.58 76.98 

4/28 36.06 37.28 61.10 

4/29 34.34 35.44 48.99 

4/30 42.51 44.84 66.80 

5/01 31.59 34.17 48.54 

5/02 38.33 40.36 62.75 

5/03 43.72 47.11 90.94 

5/04 31.52 36.40 74.72 

5/05 30.85 33.58 61.31 

5/06 53.22 57.80 115.59 

5/07 25.22 27.02 56.34 

5/08 34.03 36.64 74.86 

5/09 34.12 34.57 73.52 

5/10 29.88 30.32 61.56 

5/11 35.60 36.23 63.41 

5/12 21.90 23.03 39.91 

5/13 38.69 40.15 70.93 

5/14 55.62 62.87 123.94 

5/15 37.90 39.21 64.97 

5/16 37.60 40.11 69.42 

5/17 45.25 46.77 71.85 

5/18 41.70 56.64 75.52 

5/19 29.69 32.78 48.54 

5/20 58.16 66.28 95.00 

5/21 40.90 42.31 79.16 

5/22 31.42 32.02 61.67 

5/23 39.53 41.57 63.00 

5/24 43.14 44.73 60.23 

5/25 37.43 50.24 81.81 

5/26 46.46 53.34 72.92 

5/27 33.92 35.70 63.59 

5/28 34.60 35.27 67.93 

5/29 26.46 29.83 42.70 

6/01 34.58 37.46 52.55 

6/02 44.01 46.25 65.41 

6/03 41.93 45.55 68.50 

6/04 37.25 38.37 63.70 

6/05 58.53 60.72 94.16 

6/06 55.53 57.10 90.09 

6/07 74.57 84.88 122.75 
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6/08 83.24 88.01 135.06 

6/09 114.82 122.04 213.75 

6/10 100.70 112.23 163.36 

6/11 74.63 90.63 140.00 

6/12 102.78 110.60 185.00 

6/13 89.82 110.82 170.66 

6/14 89.66 96.55 145.34 

6/15 93.57 99.29 153.35 

6/16 83.23 86.21 142.17 

6/17 64.25 75.57 117.25 

6/18 72.86 84.81 133.50 

6/19 48.95 50.89 91.79 

6/20 58.56 61.77 109.98 

6/21 74.84 83.08 111.80 

6/22 55.11 56.62 88.92 

6/23 77.84 80.48 135.31 

6/24 51.45 57.42 93.41 

6/25 57.45 68.59 103.11 

6/26 41.77 43.53 66.41 

6/27 48.01 49.14 81.90 

6/28 28.23 29.64 42.34 

6/29 30.85 31.05 48.16 

6/30 35.75 37.38 62.77 
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Appendix G – Average Session Length by Time (ASLT) by M2  

                        Variants for TL28 Server 
 
The average session length (duration) calculated for sessions generated by methods M2-1, 
M2-2, M2-3 (Table 5.14) over each109 daily logs are recorded in the following table. 
These session durations are obtained using the equation E4.3 derived in Chapter 4. First 
column of the table identifies the daily logs by their date. For example, “3/12” (the first 
entry) identifies the 3rd of March daily log. Each row of the table shows the average 
session duration in hh:mm:ss format for sessions generated by the methods over the 
corresponding daily log. 
 

Logs M2-1 M2-2 M2-3 

3/12 0:13:23 0:13:41 1:31:22 

3/13 0:11:50 0:11:50 1:07:08 

3/14 0:10:40 0:11:08 1:18:24 

3/15 0:16:23 0:16:50 1:57:56 

3/16 0:13:54 0:14:11 1:00:03 

3/17 0:16:48 0:18:06 1:41:43 

3/18 0:16:26 0:17:01 2:01:55 

3/19 0:23:03 0:23:36 2:05:56 

3/20 0:18:15 0:18:32 1:52:36 

3/21 0:20:45 0:21:42 1:02:54 

3/22 0:22:02 0:22:22 1:48:08 

3/23 0:21:46 0:21:46 1:58:09 

3/24 0:21:23 0:22:14 1:31:28 

3/25 0:19:14 0:19:56 1:56:23 

3/26 0:21:08 0:21:39 1:40:40 

3/27 0:21:59 0:22:59 1:48:16 

3/28 0:23:03 0:24:30 1:29:36 

3/29 0:24:04 0:27:21 1:19:16 

3/30 0:28:15 0:29:50 1:36:24 

3/31 0:19:58 0:20:29 1:21:09 

4/01 0:24:53 0:25:03 1:31:51 

4/02 0:24:52 0:26:10 2:03:56 

4/03 0:18:07 0:19:02 1:28:02 

4/04 0:20:31 0:22:08 1:34:36 

4/05 0:19:41 0:20:17 1:30:25 

4/06 0:14:44 0:15:21 1:53:30 

4/07 0:11:25 0:11:39 1:42:37 

4/08 0:13:46 0:14:24 1:21:55 

4/09 0:14:46 0:15:34 1:15:49 

4/10 0:11:09 0:12:03 0:57:56 

4/11 0:13:08 0:14:01 1:05:03 

4/12 0:10:36 0:10:50 3:05:20 

4/13 0:11:01 0:11:15 3:00:56 

4/14 0:15:31 0:16:03 1:16:17 

4/15 0:17:03 0:17:46 1:36:41 

4/16 0:13:03 0:13:09 0:52:42 

4/17 0:12:45 0:13:05 0:57:09 
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4/18 0:12:51 0:12:59 2:26:19 

4/19 0:20:04 0:20:04 1:40:44 

4/20 0:18:35 0:21:37 1:56:37 

4/21 0:12:42 0:13:07 0:52:15 

4/22 0:15:21 0:17:13 0:58:44 

4/23 0:17:19 0:17:48 1:29:40 

4/24 0:15:20 0:16:19 1:01:42 

4/25 0:11:54 0:12:08 1:21:39 

4/26 0:21:14 0:24:33 2:01:00 

4/27 0:16:38 0:17:03 2:03:40 

4/28 0:08:23 0:08:17 1:52:27 

4/29 0:15:12 0:15:14 2:08:39 

4/30 0:16:38 0:16:46 2:13:31 

5/01 0:16:17 0:16:24 2:09:32 

5/02 0:17:51 0:19:00 2:11:06 

5/03 0:15:55 0:16:08 2:11:40 

5/04 0:20:50 0:22:42 2:04:13 

5/05 0:16:57 0:18:14 2:17:03 

5/06 0:16:19 0:18:06 3:12:08 

5/07 0:16:06 0:17:15 1:57:12 

5/08 0:14:47 0:15:13 1:09:02 

5/09 0:13:34 0:14:19 0:41:23 

5/10 0:17:03 0:17:52 1:24:08 

5/11 0:15:37 0:16:10 1:10:28 

5/12 0:14:09 0:14:25 1:42:03 

5/13 0:16:53 0:18:12 1:17:21 

5/14 0:18:24 0:19:04 1:27:15 

5/15 0:14:11 0:15:08 1:02:26 

5/16 0:19:26 0:21:00 1:09:00 

5/17 0:18:41 0:20:16 1:10:51 

5/18 0:27:11 0:27:33 1:50:13 

5/19 0:25:00 0:26:39 2:07:04 

5/20 0:23:32 0:25:21 1:51:31 

5/21 0:32:18 0:33:54 0:59:11 

5/22 0:24:35 0:25:12 1:20:57 

5/23 0:25:04 0:25:48 1:25:20 

5/24 0:35:04 0:35:54 2:12:55 

5/25 0:32:28 0:33:17 2:32:44 

5/26 0:31:07 0:31:54 2:29:22 

5/27 0:30:26 0:31:40 2:37:14 

5/28 0:34:16 0:35:14 2:59:58 

5/29 0:31:14 0:32:58 2:56:44 

6/01 0:32:53 0:34:59 4:10:42 

6/02 0:29:17 0:31:01 3:42:54 

6/03 0:35:55 0:38:01 4:46:05 

6/04 0:37:54 0:43:14 2:10:03 

6/05 0:34:13 0:36:38 2:35:11 

6/06 0:29:58 0:33:11 2:39:41 

6/07 0:28:01 0:31:50 2:16:35 
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6/08 0:46:07 0:54:53 2:15:18 

6/09 0:21:41 0:22:11 1:25:55 

6/10 0:13:11 0:14:01 0:50:41 

6/11 0:10:41 0:11:08 1:14:03 

6/12 0:10:41 0:11:15 0:52:22 

6/13 0:09:28 0:09:28 0:26:08 

6/14 0:07:50 0:07:50 0:36:29 

6/15 0:15:26 0:16:13 1:03:29 

6/16 0:07:13 0:07:39 0:22:07 

6/17 0:09:44 0:10:18 0:43:40 

6/18 0:08:07 0:08:26 0:35:02 

6/19 0:24:11 0:24:11 1:04:26 

6/20 0:41:01 0:41:01 0:48:50 

6/21 0:05:51 0:05:51 0:05:51 

6/22 0:06:13 0:06:50 1:53:02 

6/23 0:07:44 0:07:44 0:07:44 

6/24 0:20:36 0:24:26 0:32:35 

6/25 0:30:36 0:30:36 2:10:25 

6/26 0:16:25 0:19:39 0:59:46 

6/27 0:36:43 0:39:14 0:40:43 

6/28 0:24:26 0:24:26 0:24:26 

6/29 0:03:44 0:03:44 0:03:44 

6/30 0:06:05 0:06:07 1:08:42 
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Appendix H – Average Time spent on a Page (ATP) by M2 Variants for  

                       TL28 Server 
 
The average time spent on a page calculated for sessions generated by methods M2-1, 
M2-2 and M2-3 (Table 5.14) over each109 daily logs are recorded in the following table. 
These page times are obtained using the equation E4.2 derived in Chapter 4. First column 
of the table identifies the daily logs by their date. For example, “3/12” (the first entry) 
identifies the 3rd of March daily log. Each row of the table shows the average time spent 
on a page in hh:mm:ss format for sessions generated by the methods over the 
corresponding daily log. 
 

Logs M2-1 M2-2 M2-3 

3/12 0:00:36 0:00:35 0:04:41 

3/13 0:00:32 0:00:32 0:01:46 

3/14 0:00:30 0:00:30 0:01:17 

3/15 0:00:25 0:00:25 0:02:42 

3/16 0:00:27 0:00:27 0:01:50 

3/17 0:00:24 0:00:25 0:02:40 

3/18 0:00:29 0:00:27 0:02:23 

3/19 0:00:24 0:00:23 0:01:17 

3/20 0:00:24 0:00:25 0:01:49 

3/21 0:00:20 0:00:20 0:01:07 

3/22 0:00:21 0:00:21 0:01:07 

3/23 0:00:27 0:00:27 0:02:33 

3/24 0:00:25 0:00:24 0:01:33 

3/25 0:00:22 0:00:21 0:01:54 

3/26 0:00:23 0:00:23 0:01:08 

3/27 0:00:19 0:00:20 0:01:17 

3/28 0:00:22 0:00:22 0:02:12 

3/29 0:00:24 0:00:25 0:00:49 

3/30 0:00:22 0:00:22 0:00:41 

3/31 0:00:25 0:00:27 0:01:02 

4/01 0:00:26 0:00:26 0:01:28 

4/02 0:00:21 0:00:22 0:01:05 

4/03 0:00:18 0:00:18 0:01:19 

4/04 0:00:21 0:00:22 0:01:00 

4/05 0:00:33 0:00:32 0:01:19 

4/06 0:00:18 0:00:18 0:03:26 

4/07 0:00:28 0:00:29 0:03:24 

4/08 0:00:34 0:00:35 0:03:29 

4/09 0:00:21 0:00:22 0:01:28 

4/10 0:00:23 0:00:24 0:01:07 

4/11 0:00:46 0:00:43 0:02:33 

4/12 0:00:48 0:00:49 0:23:45 

4/13 0:00:24 0:00:24 0:05:39 

4/14 0:00:32 0:00:35 0:04:25 

4/15 0:00:40 0:00:35 0:01:59 

4/16 0:00:22 0:00:22 0:01:08 

4/17 0:00:20 0:00:20 0:00:46 
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4/18 0:00:33 0:00:33 0:11:18 

4/19 0:00:29 0:00:29 0:00:51 

4/20 0:00:24 0:00:24 0:03:03 

4/21 0:00:32 0:00:30 0:01:13 

4/22 0:00:22 0:00:21 0:00:52 

4/23 0:00:26 0:00:26 0:01:59 

4/24 0:00:36 0:00:37 0:02:17 

4/25 0:00:25 0:00:26 0:01:19 

4/26 0:00:32 0:00:35 0:02:55 

4/27 0:00:33 0:00:35 0:04:59 

4/28 0:00:22 0:00:22 0:05:10 

4/29 0:00:32 0:00:34 0:04:24 

4/30 0:00:49 0:00:49 0:02:26 

5/01 0:00:33 0:00:34 0:02:25 

5/02 0:00:38 0:00:40 0:06:53 

5/03 0:00:37 0:00:38 0:10:48 

5/04 0:00:39 0:00:41 0:02:44 

5/05 0:00:44 0:00:45 0:04:12 

5/06 0:00:48 0:00:49 0:06:26 

5/07 0:00:29 0:00:29 0:02:41 

5/08 0:00:32 0:00:32 0:02:39 

5/09 0:00:34 0:00:33 0:01:12 

5/10 0:00:31 0:00:31 0:28:06 

5/11 0:00:27 0:00:29 0:02:06 

5/12 0:00:30 0:00:30 0:02:55 

5/13 0:00:26 0:00:25 0:01:14 

5/14 0:00:29 0:00:26 0:01:48 

5/15 0:00:23 0:00:22 0:01:05 

5/16 0:00:27 0:00:29 0:01:16 

5/17 0:00:30 0:00:31 0:00:51 

5/18 0:00:33 0:00:33 0:01:45 

5/19 0:00:30 0:00:26 0:01:40 

5/20 0:00:36 0:00:35 0:01:17 

5/21 0:00:28 0:00:27 0:00:48 

5/22 0:00:31 0:00:32 0:00:54 

5/23 0:00:35 0:00:36 0:01:04 

5/24 0:00:38 0:00:37 0:01:08 

5/25 0:00:34 0:00:34 0:01:47 

5/26 0:00:31 0:00:31 0:01:36 

5/27 0:00:31 0:00:31 0:01:21 

5/28 0:00:29 0:00:29 0:01:06 

5/29 0:00:28 0:00:28 0:02:20 

6/01 0:00:27 0:00:28 0:01:46 

6/02 0:00:32 0:00:32 0:02:17 

6/03 0:00:30 0:00:31 0:02:41 

6/04 0:00:26 0:00:26 0:01:11 

6/05 0:00:33 0:00:33 0:01:46 

6/06 0:00:26 0:00:25 0:01:53 

6/07 0:00:27 0:00:29 0:02:19 
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6/08 0:00:24 0:00:25 0:00:33 

6/09 0:00:24 0:00:24 0:01:22 

6/10 0:00:18 0:00:19 0:00:56 

6/11 0:00:17 0:00:17 0:02:42 

6/12 0:00:18 0:00:18 0:00:43 

6/13 0:00:14 0:00:14 0:00:38 

6/14 0:00:18 0:00:18 0:00:56 

6/15 0:00:23 0:00:24 0:01:05 

6/16 0:00:18 0:00:19 0:00:30 

6/17 0:00:12 0:00:12 0:00:20 

6/18 0:00:11 0:00:11 0:01:06 

6/19 0:00:21 0:00:21 0:00:23 

6/20 0:00:13 0:00:13 0:00:13 

6/21 0:00:15 0:00:15 0:00:15 

6/22 0:00:18 0:00:17 0:01:29 

6/23 0:00:12 0:00:12 0:00:12 

6/24 0:00:20 0:00:20 0:00:23 

6/25 0:00:15 0:00:15 0:03:01 

6/26 0:00:24 0:00:19 0:00:52 

6/27 0:00:21 0:00:21 0:00:21 

6/28 0:00:22 0:00:22 0:00:22 

6/29 0:00:13 0:00:13 0:00:13 

6/30 0:00:13 0:00:13 0:13:20 
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Appendix I - Number of Sessions (NS) for Platform Web 
 
Numbers of sessions generated by methods M2, M3,…….., M12 (Table 4.8) over each 31 
daily logs are recorded in the following table. First column identifies the daily logs by 
their date. For example, “3/12” (the first entry) identifies the 3rd of March daily log. Each 
row of the table shows the numbers of sessions generated by the methods over the 
corresponding daily log. 
 
 

Logs M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12 

7/01 5255 2834 18743 4442 4318 3953 19812 5342 5354 20244 20246

7/02 5148 2774 18485 4443 4315 3845 19464 5266 5253 19951 19966

7/03 4988 2713 18036 4379 4170 3726 19024 5158 5066 19526 19501

7/04 4792 2685 16563 4226 4074 3573 17325 4863 4796 17823 17759

7/05 4165 2338 14495 3598 3467 3164 15232 4231 4183 15595 15561

7/06 2447 1444 8242 2106 2088 2021 8740 2490 2501 8830 8837

7/07 3776 2181 12421 3233 3142 3048 13181 3865 3856 13386 13382

7/08 7406 3939 24368 6391 6115 5341 25675 7668 7602 26513 26482

7/09 6006 3385 19537 5282 5089 4516 20600 6290 6228 21205 21166

7/10 5745 3286 18250 4996 4906 4344 19218 5803 5824 19710 19702

7/11 5303 3024 16757 4639 4546 4036 17590 5430 5415 18016 18006

7/12 4690 2776 14672 4045 4010 3718 15475 4751 4791 15740 15754

7/13 2843 1734 9256 2494 2475 2331 9746 2927 2948 9867 9879

7/14 4310 2635 13430 3771 3731 3561 14194 4459 4483 14373 14395

7/15 7304 4077 22629 6192 6077 5518 23937 7484 7575 24513 24575

7/16 6640 3846 19835 5694 5612 5101 20915 6740 6801 21374 21398

7/17 6747 3881 20601 5766 5691 5189 21681 6895 6967 22119 22158

7/18 6789 3920 20174 5846 5787 5187 21263 6904 6974 21731 21766

7/19 7518 4412 23703 6551 6382 5816 24805 8008 8092 25422 25511

7/20 5532 3324 17448 4838 4760 4459 18271 5902 5970 18642 18699

7/21 6893 4184 21622 5958 5856 5615 22663 7265 7349 23064 23137

7/22 9098 5037 27295 7812 7702 6746 28671 9447 9577 29464 29572

7/23 6802 3862 20995 5920 5808 5145 21980 7073 7159 22567 22628

7/24 6026 3417 18214 5252 5176 4567 19112 6253 6331 19583 19636

7/25 4971 2862 15454 4380 4341 3806 16160 5066 5135 16541 16576

7/26 3757 2220 12109 3316 3284 2899 12583 3770 3811 12821 12856

7/27 1999 1258 6443 1815 1823 1649 6746 2051 2071 6830 6843

7/28 3415 2058 10913 3010 2954 2788 11473 3516 3539 11657 11681

7/29 6614 3700 22585 5773 5672 4933 23672 6889 6931 24248 24317

7/30 6210 3362 20432 5395 5284 4560 21421 6427 6493 22003 22066

7/31 6140 3357 20841 5324 5219 4473 21810 6271 6333 22357 22423
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Appendix J - Average Session Length by Pages (ASLP) for  

                        Platform Web 
 
The average numbers of pages in a session for sessions generated by methods M2, M3, 
….., M12 (Table 4.8) over each 31 daily logs are recorded in the following table. These 
numbers are obtained using the equation E4.1 derived in Chapter 4. First column of the 
table identifies the daily logs by their date. For example, “3/12” (the first entry) identifies 
the 3rd of March daily log. Each row of the table shows the average numbers of pages in a 
session for sessions genera rated by the methods over the corresponding daily log. 
 

Logs M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12 

7/01 8.34 15.46 2.34 9.87 10.15 11.09 2.21 8.20 8.19 2.16 2.16 

7/02 8.91 16.54 2.48 10.33 10.64 11.94 2.36 8.71 8.74 2.30 2.30 

7/03 9.47 17.42 2.62 10.79 11.33 12.68 2.48 9.16 9.33 2.42 2.42 

7/04 9.20 16.43 2.66 10.44 10.83 12.34 2.55 9.07 9.20 2.47 2.48 

7/05 8.71 15.52 2.50 10.08 10.46 11.47 2.38 8.57 8.67 2.33 2.33 

7/06 7.07 11.98 2.10 8.21 8.28 8.56 1.98 6.95 6.92 1.96 1.96 

7/07 6.99 12.11 2.13 8.17 8.40 8.66 2.00 6.83 6.85 1.97 1.97 

7/08 7.97 14.98 2.42 9.23 9.65 11.05 2.30 7.69 7.76 2.23 2.23 

7/09 7.65 13.57 2.35 8.70 9.03 10.17 2.23 7.30 7.38 2.17 2.17 

7/10 7.43 13.00 2.34 8.55 8.71 9.83 2.22 7.36 7.33 2.17 2.17 

7/11 7.32 12.84 2.32 8.37 8.54 9.62 2.21 7.15 7.17 2.16 2.16 

7/12 6.20 10.47 1.98 7.19 7.25 7.82 1.88 6.12 6.07 1.85 1.84 

7/13 6.13 10.05 1.88 6.99 7.04 7.48 1.79 5.95 5.91 1.77 1.76 

7/14 5.93 9.69 1.90 6.77 6.85 7.17 1.80 5.73 5.70 1.78 1.77 

7/15 5.98 10.71 1.93 7.05 7.18 7.91 1.82 5.83 5.76 1.78 1.78 

7/16 5.60 9.67 1.87 6.53 6.62 7.29 1.78 5.52 5.47 1.74 1.74 

7/17 5.66 9.84 1.85 6.62 6.71 7.36 1.76 5.54 5.48 1.73 1.72 

7/18 5.62 9.74 1.89 6.53 6.60 7.36 1.80 5.53 5.48 1.76 1.75 

7/19 5.86 9.98 1.86 6.72 6.90 7.57 1.77 5.50 5.44 1.73 1.73 

7/20 5.51 9.17 1.75 6.30 6.41 6.84 1.67 5.17 5.11 1.64 1.63 

7/21 5.61 9.25 1.79 6.50 6.61 6.89 1.71 5.33 5.27 1.68 1.67 

7/22 5.56 10.04 1.85 6.47 6.56 7.49 1.76 5.35 5.28 1.72 1.71 

7/23 5.80 10.22 1.88 6.67 6.80 7.67 1.80 5.58 5.51 1.75 1.74 

7/24 5.59 9.86 1.85 6.42 6.51 7.38 1.76 5.39 5.32 1.72 1.72 

7/25 5.92 10.29 1.90 6.72 6.78 7.73 1.82 5.81 5.73 1.78 1.78 

7/26 6.60 11.17 2.05 7.48 7.55 8.55 1.97 6.58 6.51 1.93 1.93 

7/27 6.31 10.03 1.96 6.95 6.92 7.65 1.87 6.15 6.09 1.85 1.84 

7/28 6.24 10.36 1.95 7.08 7.22 7.65 1.86 6.06 6.02 1.83 1.82 

7/29 7.05 12.61 2.07 8.08 8.23 9.46 1.97 6.77 6.73 1.92 1.92 

7/30 6.90 12.74 2.10 7.94 8.11 9.39 2.00 6.66 6.60 1.95 1.94 

7/31 6.97 12.75 2.05 8.04 8.20 9.57 1.96 6.83 6.76 1.91 1.91 
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Appendix K – Average Session Lengths by Time (ASLT) for  

                        Platform Web 
 
The average session length (duration) calculated for sessions generated by methods M2, 
M3, …….., M12 (Table 4.8) over each31 daily logs are recorded in the following table. 
These session duration are obtained using the equation E4.3 derived in Chapter 4. First 
column of the table identifies the daily logs by their date. For example, “3/12” (the first 
entry) identifies the 3rd of March daily log. Each row of the table shows the average 
session duration in hh:mm:ss format for sessions generated by the methods over the 
corresponding daily log. 
 

Logs M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12 

7/01 0:02:37 1:47:52 0:12:05 0:05:28 0:05:20 1:40:53 0:11:45 0:03:36 0:03:10 0:00:57 0:00:51 

7/02 0:03:07 1:59:34 0:14:19 0:05:48 0:05:39 1:46:11 0:13:59 0:04:05 0:03:42 0:01:14 0:01:06 

7/03 0:03:28 2:03:11 0:15:45 0:05:53 0:06:07 1:53:27 0:15:26 0:04:15 0:04:07 0:01:23 0:01:18 

7/04 0:03:20 1:58:31 0:16:37 0:05:45 0:05:45 1:44:05 0:14:56 0:04:08 0:03:58 0:01:23 0:01:21 

7/05 0:03:00 1:13:42 0:08:42 0:05:26 0:05:34 1:07:04 0:07:49 0:03:42 0:03:32 0:01:09 0:01:07 

7/06 0:01:47 1:20:53 0:08:28 0:04:38 0:04:13 1:06:45 0:05:42 0:02:33 0:02:14 0:00:35 0:00:32 

7/07 0:02:19 1:25:19 0:11:39 0:05:04 0:05:01 1:22:07 0:10:39 0:03:09 0:02:55 0:00:53 0:00:49 

7/08 0:03:25 2:12:06 0:19:23 0:05:49 0:05:58 2:01:36 0:20:04 0:04:12 0:03:52 0:01:22 0:01:15 

7/09 0:03:02 1:56:21 0:16:15 0:05:28 0:05:30 1:53:08 0:16:33 0:03:47 0:03:31 0:01:22 0:01:16 

7/10 0:02:24 1:52:49 0:16:26 0:04:49 0:04:31 1:41:06 0:15:02 0:03:14 0:02:48 0:01:01 0:00:55 

7/11 0:02:20 1:52:55 0:16:18 0:04:44 0:04:26 1:44:54 0:16:09 0:03:03 0:02:43 0:01:06 0:00:59 

7/12 0:01:43 1:15:44 0:10:54 0:04:10 0:03:48 1:07:33 0:09:23 0:02:31 0:02:07 0:00:36 0:00:32 

7/13 0:01:35 1:10:46 0:10:07 0:04:17 0:03:51 1:08:18 0:08:43 0:02:27 0:02:02 0:00:37 0:00:32 

7/14 0:01:35 1:22:38 0:11:32 0:03:55 0:03:35 1:20:10 0:10:29 0:02:08 0:01:52 0:00:37 0:00:30 

7/15 0:01:50 1:57:46 0:18:36 0:04:16 0:04:01 1:51:21 0:18:44 0:02:39 0:02:06 0:00:42 0:00:31 

7/16 0:01:41 1:54:09 0:19:24 0:03:55 0:03:42 1:48:53 0:19:33 0:02:22 0:01:59 0:00:40 0:00:34 

7/17 0:01:42 1:50:52 0:17:39 0:04:05 0:03:47 1:50:59 0:18:10 0:02:27 0:01:57 0:00:41 0:00:33 

7/18 0:01:46 1:59:02 0:18:50 0:04:00 0:03:39 1:53:15 0:20:48 0:02:21 0:01:55 0:00:42 0:00:35 

7/19 0:02:23 1:16:17 0:11:45 0:04:37 0:04:30 1:22:06 0:13:21 0:03:21 0:02:45 0:01:05 0:00:50 

7/20 0:02:16 1:12:36 0:12:00 0:04:44 0:04:23 1:12:45 0:11:35 0:03:09 0:02:34 0:00:52 0:00:39 

7/21 0:02:10 1:18:57 0:12:56 0:04:39 0:04:21 1:18:04 0:13:28 0:03:01 0:02:27 0:00:53 0:00:39 

7/22 0:02:17 1:53:24 0:18:01 0:04:37 0:04:15 1:51:53 0:19:14 0:03:13 0:02:34 0:01:01 0:00:45 

7/23 0:02:09 1:54:13 0:18:06 0:04:28 0:04:17 1:48:57 0:19:01 0:02:59 0:02:26 0:00:49 0:00:37 

7/24 0:02:10 1:52:24 0:16:54 0:04:39 0:04:18 1:47:30 0:18:13 0:03:07 0:02:28 0:00:53 0:00:42 

7/25 0:02:10 1:58:40 0:18:42 0:04:32 0:04:09 1:45:36 0:16:40 0:03:02 0:02:28 0:00:49 0:00:40 

7/26 0:02:22 1:21:47 0:11:18 0:04:46 0:04:18 1:11:00 0:10:16 0:03:22 0:02:48 0:00:59 0:00:48 

7/27 0:01:56 1:14:58 0:09:56 0:04:15 0:03:39 1:02:58 0:06:46 0:02:48 0:02:24 0:00:50 0:00:42 

7/28 0:02:04 1:27:37 0:11:51 0:04:43 0:04:34 1:24:31 0:12:48 0:03:06 0:02:43 0:00:50 0:00:43 

7/29 0:02:50 2:03:05 0:15:58 0:05:24 0:05:06 2:00:57 0:16:36 0:03:49 0:03:16 0:01:02 0:00:51 

7/30 0:02:42 2:11:05 0:16:45 0:05:21 0:05:07 2:05:07 0:17:45 0:03:49 0:03:11 0:00:59 0:00:49 

7/31 0:02:44 2:05:33 0:15:14 0:05:15 0:04:59 1:51:07 0:14:46 0:03:49 0:03:10 0:01:01 0:00:49 
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Appendix L – Average Time Spent on a Page (ATP) for Platform Web 
 
The average time spent on a page calculated for sessions generated by methods M2, M3, 
…….., M12 (Table 4.8) over each 31 daily logs are recorded in the following table. These 
page times are obtained using the equation E4.2 derived in Chapter 4. First column of the 
table identifies the daily logs by their date. For example, “3/12” (the first entry) identifies 
the 3rd of March daily log. Each row of the table shows the average time spent on a page 
in hh:mm:ss format for sessions generated by the methods over the corresponding daily 
log. 
 

Logs M2 M3 M4 M5 M6 M7 M8 M9 M10 M11 M12 

7/01 0:00:20 0:09:01 0:04:20 0:00:51 0:00:35 0:12:36 0:05:20 0:00:40 0:00:29 0:00:22 0:00:16 

7/02 0:00:19 0:10:37 0:05:53 0:00:53 0:00:34 0:12:35 0:06:09 0:00:41 0:00:29 0:00:25 0:00:19 

7/03 0:00:20 0:10:36 0:06:09 0:00:48 0:00:33 0:14:44 0:06:50 0:00:37 0:00:28 0:00:25 0:00:20 

7/04 0:00:19 0:12:06 0:05:47 0:00:48 0:00:32 0:13:19 0:06:05 0:00:36 0:00:28 0:00:22 0:00:18 

7/05 0:00:21 0:05:35 0:03:08 0:00:51 0:00:36 0:08:43 0:03:34 0:00:36 0:00:29 0:00:21 0:00:17 

7/06 0:00:16 0:09:17 0:03:34 0:00:52 0:00:33 0:10:59 0:03:11 0:00:28 0:00:23 0:00:16 0:00:15 

7/07 0:00:19 0:06:04 0:04:44 0:00:56 0:00:35 0:12:28 0:05:30 0:00:37 0:00:28 0:00:21 0:00:17 

7/08 0:00:22 0:12:52 0:08:10 0:00:53 0:00:33 0:16:45 0:09:39 0:00:44 0:00:30 0:00:26 0:00:20 

7/09 0:00:22 0:11:02 0:06:03 0:00:53 0:00:34 0:15:06 0:07:04 0:00:40 0:00:31 0:00:25 0:00:20 

7/10 0:00:18 0:10:47 0:06:35 0:00:50 0:00:30 0:14:20 0:07:36 0:00:36 0:00:25 0:00:21 0:00:16 

7/11 0:00:17 0:11:04 0:07:16 0:00:48 0:00:32 0:17:00 0:07:57 0:00:33 0:00:23 0:00:23 0:00:17 

7/12 0:00:17 0:07:25 0:04:36 0:00:54 0:00:33 0:11:38 0:05:00 0:00:33 0:00:24 0:00:17 0:00:15 

7/13 0:00:15 0:05:56 0:03:35 0:00:52 0:00:32 0:12:20 0:04:59 0:00:34 0:00:25 0:00:19 0:00:17 

7/14 0:00:16 0:09:07 0:04:46 0:00:47 0:00:32 0:13:31 0:05:43 0:00:27 0:00:22 0:00:20 0:00:15 

7/15 0:00:18 0:12:48 0:08:17 0:00:49 0:00:30 0:17:42 0:09:46 0:00:37 0:00:25 0:00:23 0:00:16 

7/16 0:00:17 0:13:30 0:08:20 0:00:46 0:00:30 0:19:06 0:10:21 0:00:31 0:00:24 0:00:20 0:00:16 

7/17 0:00:16 0:14:06 0:07:52 0:00:49 0:00:30 0:19:47 0:09:10 0:00:34 0:00:22 0:00:21 0:00:16 

7/18 0:00:18 0:14:03 0:08:26 0:00:44 0:00:29 0:18:26 0:09:48 0:00:29 0:00:21 0:00:21 0:00:17 

7/19 0:00:21 0:07:28 0:04:59 0:00:48 0:00:30 0:13:11 0:06:49 0:00:45 0:00:30 0:00:31 0:00:22 

7/20 0:00:21 0:08:05 0:05:27 0:00:58 0:00:35 0:12:17 0:06:31 0:00:46 0:00:31 0:00:28 0:00:20 

7/21 0:00:21 0:08:36 0:05:31 0:00:57 0:00:34 0:13:45 0:06:57 0:00:43 0:00:31 0:00:28 0:00:20 

7/22 0:00:22 0:11:37 0:08:02 0:00:53 0:00:34 0:17:03 0:09:13 0:00:46 0:00:31 0:00:31 0:00:22 

7/23 0:00:20 0:12:13 0:07:26 0:00:51 0:00:33 0:17:12 0:09:07 0:00:41 0:00:29 0:00:25 0:00:18 

7/24 0:00:22 0:12:42 0:07:03 0:00:56 0:00:34 0:18:25 0:09:17 0:00:44 0:00:30 0:00:28 0:00:21 

7/25 0:00:22 0:12:08 0:07:50 0:00:55 0:00:37 0:16:13 0:08:29 0:00:43 0:00:30 0:00:24 0:00:19 

7/26 0:00:23 0:08:05 0:05:08 0:00:59 0:00:37 0:12:39 0:05:45 0:00:42 0:00:30 0:00:28 0:00:22 

7/27 0:00:20 0:07:19 0:04:35 0:00:57 0:00:36 0:11:35 0:04:06 0:00:35 0:00:27 0:00:24 0:00:20 

7/28 0:00:20 0:07:10 0:04:41 0:00:55 0:00:37 0:15:54 0:06:42 0:00:39 0:00:31 0:00:25 0:00:22 

7/29 0:00:25 0:13:11 0:07:08 0:00:59 0:00:38 0:18:11 0:08:07 0:00:49 0:00:36 0:00:32 0:00:26 

7/30 0:00:25 0:13:02 0:07:22 0:01:04 0:00:40 0:19:17 0:09:26 0:00:54 0:00:36 0:00:30 0:00:23 

7/31 0:00:27 0:12:10 0:06:56 0:00:56 0:00:37 0:16:38 0:07:42 0:00:49 0:00:34 0:00:31 0:00:24 

 
 
 


